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We live in a 
cyber-physical 

world 



Cooperating 
robots 



Smart grid 
Smart grids 



Smart grids 

Power outage in electricity 

networks 



Air Traffic 
Management 



Objective: triple the capacity of 

European air (today: 33k flights/day) 

 

Budget: >2 G 

  

         10% impact on environment SESAR 
2020 



HIV drug treatment 



Social networks 

• Where to print an add? 

• How many times? 

• What is a print worth? 

• When to stop paying? 

• What objective should I maximize? 

 

•  a multiplayer, decentralized, stochastic, 

human-in-the-loop, optimal control 
problem! 

 



• Safety critical 

• Extremely costly 

• A network of medical centers,  

• with big data lying out there 

 

Beamline 

Line magnets 

Scanning magnets 
QA/Dosi  
Detectors 

Equipment settings Beam diagnostics 
Machine learning  

techniques 

Convergence  
Algorithms 

Smart medical 
infrastructures  



Smart medical infrastructures  

• Resource critical 

• Extremely costly 

 

Beamline 

Line magnets 

Scanning magnets 
QA/Dosi  
Detectors 

Equipment settings Beam diagnostics 
Machine learning  

techniques 

Convergence  
Algorithms 



Electronic power converters 



Wireless Control Networks 

Industrial automation 

Environmental Monitoring, 

Disaster Recovery and 

Preventive Conservation 

Supply Chain and 

Asset Management 

Physical Security 

and Control 



Wireless Control Networks 

Industrial automation 

Environmental Monitoring, 

Disaster Recovery and 

Preventive Conservation 

Supply Chain and 

Asset Management 

Physical Security 

and Control 



High frequency trading 

Talk about a bad day. In the mother of all 
computer glitches, market-making 
firmKnight Capital Group (KCG) lost $440 
million in 30 minutes on Aug. 1 when its 
trading software went, to use the technical 
term, kablooey. That’s four times its net 
income from all of 2011, and a lot more 
than most analysts were estimating as the 
day unfolded. Knight’s chief executive 
officer, Thomas Joyce, told Bloomberg the 
day after the disaster that the firm had “all 
hands on deck” to fix a “large bug” that 
had infected its market-making software. 

http://investing.businessweek.com/research/stocks/snapshot/snapshot.asp?ticker=KCG
http://www.bloomberg.com/news/2012-08-02/knight-has-all-hands-on-deck-after-440-million-bug.html
http://www.bloomberg.com/news/2012-08-02/knight-has-all-hands-on-deck-after-440-million-bug.html


Cyber-Physical 
systems: 

Engineered 
control devices 

interact with the 
system 

Adversarial 
(game 
theory) 

Stochastic 



Cyber-Physical 
systems come 
with new and 

deep 
mathematical 

challenges 



Quizz 



Advanced mathematical 
techniques 

An overview  

• Algorithm design 

 

 

 



Advanced mathematical 
techniques 

An overview  

• Nonlinear/switching systems control 

 

 



Advanced mathematical 
techniques 

An overview  

• Optimization (LP, SDP, SOS, 
combinatorial) 

 

 

 

 
Various algorithms… 

And open problems!  

 

 

 

(p)  

(d)  



Advanced mathematical 
techniques 

An overview  

• Algebraic geometry 

 
The study of polynomials and 
solutions of the equation 

P(x,y,z)=0 

 



Advanced mathematical 
techniques 

An overview  

• Automata theory 

 

 

 



Advanced mathematical 
techniques 

An overview  

• And much more… 
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Outline 



Cyber-Physical systems control: 
Algebraic and Optimization techniques 

outline  

• Foundations of Cyber-Physical Systems: 
an introduction (3 slots) 

 

• Switching systems techniques (2.5 slots) 

 

• Exercises (1.5 slots) 

 

• … with a focus on applications and open 
problems 

 

 



1) Foundations of Cyber-Physical Systems: 
a. control theory 

• Review of classical control techniques 

– Linear dynamical systems 

– Controllability,observability, LQR problem… 

– Introduction to nonlinear systems and 
Lyapunov theory 

• Application: Cruise control 

• Open problem: Witsenhausen’s example 

 



• Mathematics useful for CPS control 

– Semidefinite programming and SOS 

– Algebraic geometry, tarski-seidenberg,… 

• Application: security index of power 
networks 

• Open problem: SDP feasibility 

 

1) Foundations of Cyber-Physical Systems: 
b. Algebraic optimization 



• TCS techniques for CPS control 

– Algorithm design, PTAS, algorithmic 
complexity 

– Automata theory and Chomsky’s hierarchy 

– NP-hardness, non-algebraicity, Undecidability 

• Application: A nuclear reactor hybrid 
controller 

• Open problem: Lur’e systems 

1) Foundations of Cyber-Physical Systems:  
c. Theoretical Computer Science 



• Course: 

– History and applications of switching systems 

– Joint spectral characteristics 

• Application:  

– Trackability of malicious agents  

– capacity of codes 

• Open problem: computing the 
stabilizability radius 

 

 

2) Swiching systems 
a. Joint spectral characteristics 



• Course: 

– Path-complete Lyapunov functions 

– Constrained switching systems 

– Markov Jump Linear Systems 

• Application:  

– Consensus of multi-agent systems 

– Wireless control networks 

• Open problem: Stability of continuous-
time switching-systems 

 

 

2) Swiching systems 
b. Path-complete Lyapunov functions 



Further readings and sources 



Course 1: 
Overview of 

classical control 
theory 



LTI systems 



LTI systems (continuous time) 

Often: we’ll require Lipschitz 
continuity 

 
 

Unicity? 
 



Equilibrium is fine, but… 



Delta ball Epsilon ball

0

The equilibrium of a dynamical system is Lyapunov stable in a set 
X 

For any ε we pick , 
 there always exists 
a δ... 

Lyapunov stability 



Delta ball Epsilon ball

0

The equilibrium of a dynamical system is Asymptotically stable in 
a set X 

For any ε we pick , 
 there always exists 
a δ... 

Asymptotic stability 



Stability 



A dynamical system is BIBO Stable (Bounded Input Bounded 
Output) if, for every bounded input signal u(t), the output signal 
y(t) is bounded 

Input-output stability 



Disturbances and block-diagrams 



Controllability 



observability 



observability 



Stabilizability & detectability 

To be followed 



Linear Quadratic Regulator (LQR) 



Linear Quadratic Regulator (LQR) 



Linear Quadratic Regulator (LQR) 



Linear Quadratic Regulator (LQR) 



Non-LTI systems 



Aleksandr Mikhailovich Lyapunov 

1857-
1918 

On October 12, 1892, he defended his doctoral  thesis «  The 
general problem of the stability of motion» at Moscow university. 
 

The thesis was republished in French in 1908 and 1949, in Russian in 1935  
and in English in 1992. 

He created the modern theory of stability of dynamical 
systems 

A powerful idea: Prove asymptotic stability without  finding the 
explicit solution of the differential equation! 



Delta ball Epsilon ball

0

The equilibrium of a dynamical system is Lyapunov stable in a set 
X 

For any ε we pick , 
 there always exists 
a δ... 

Lyapunov stability 

It reads: Picking a ball with any radius ε, we can always find a ball with radius δ 
such that: 
 
the trajectory of the system will not escape the red ball if the system starts from 
the blue ball  



Delta ball Epsilon ball

0

The equilibrium of a dynamical system is asymptotically stable in 
a set X 

For any ε we pick , 
 there always exists 
a δ... 

Lyapunov stability 

AND 



How to prove stability if my 
system is nonlinear? 



Linearization 

This is the way we usually treat complex 
systems 



How to prove stability if my 
system is nonlinear? 

How about global stability? 



The Lyapunov theorem 

The same exists in continuous time 



The Lyapunov theorem 



The Lyapunov theorem 

Good news: we have converse results  (we know the function V) for 
certain classes of systems 

Bad news: we need to guess the function V… 



Stability 

Definition: Equilibrium 



KL-stability  

[Sontag 1998] 



Graphical illustration 

A quadratic Lyapunov function for continuous time systems 



Graphical illustration 

A polyhedral Lyapunov function for discrete time systems 

V 



From a geometric perspective 

The sublevel sets of a Lyapunov function  
are positively invariant  

It reads: if the initial condition is in the set Sα,  
then the trajectory wil stay inside the set forever. 



Witsenhausen’s example 



Witsenhausen’s example 

Other current challenges 

 
• Decentralised 
• Switching 
• Nonlinear 
• Hybrid 
• …. 
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