10 2. Preliminaries

2.1 Finite Fields

In this section we present a basic introduction to the theory of finite fields.
For a more formal and elaborate introduction, we refer to the work of Lidl
and Niederreiter [58].

2.1.1 Groups, Rings, and Fields

We start with the formal definition of a group.

Definition 2.1.1. An Abelian group < G,+ > consists of a set G and an
operation defined on its elements, here denoted by ‘+’:

+:GxG—G:(a,b)—>a+d. (2.1)

In order to qualify as an Abelian group, the operation has to fulfill the fol-
lowing conditions:

closed: Y a,be G:a+beG (2.2)
associative: ¥ a,b,c€ G:(a+b)+c=a+ (b+c) (2.3)
commutative: Y a,be G:a+b=b+a (2.4)
neutral element: 30 € G,Vae€e G:a+0=a (2.5)
inverse elements: Va € G,3beG:a+b=0 (2.6)

Example 2.1.1. The best-known example of an Abelian group is < Z, + >:
the set of integers, with the operation ‘addition’. The structure < Z,,, + > is
a second example. The set contains the integer numbers 0 to n — 1 and the
operation is addition modulo n.

Since the addition of integers is the best known example of a group, usually
the symbol ‘+’ is used to denote an arbitrary group operation. In this book,
both an arbitrary group operation and integer addition will be denoted by
the symbol ‘+’. For some special types of groups, we will denote the addition
operation by the symbol ‘@’ (see Sect. 2.1.3).

Both rings and fields are formally defined as structures that consist of a
set of elements with two operations defined on these elements.

Definition 2.1.2. Aring < R,+,- > consists of a set R with two operations
defined on its elements, here denoted by “+’ and “’. In order to qualify as a
ring, the operations have to fulfill the following conditions:

1. The structure < R, + > is an Abelian group.

2. The operation “’ is closed, and associative over R. There is a neutral
element for “’ in R.
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3. The two operations ‘+’ and “’ are related by the law of distributivity:
VabceR: (a+b)-c=(a-c)+(b-c). (2.7)

The neutral element for ‘-’ is usually denoted by 1. A ring < R,+,- > is
called a commutative ring if the operation ‘-’ is commutative.

Ezample 2.1.2. The best-known example of a ring is < Z,+, - >: the set of
integers, with the operations ‘addition’ and ‘multiplication’. This ring is a
commutative ring. The set of matrices with n rows and n columns, with the
operations ‘matrix addition’ and ‘matrix multiplication’ is a ring, but not a
commutative ring (if n > 1).

Definition 2.1.3. A structure < F,+,- > is a field if the following two
conditions are satisfied:
1. < F,+,- > is a commutative ring.

2. For all elements of F', there is an inverse element in F with respect to the

operation “’, except for the element 0, the neutral element of < F,+ >.

A structure < F,+,- > is a field iff both < F,+ > and < F\{0},- > are
Abelian groups and the law of distributivity applies. The neutral element of
< F\{0},- > is called the unit element of the field.

Ezample 2.1.3. The best-known example of a field is the set of real num-
bers, with the operations ‘addition’ and ‘multiplication.” Other examples are
the set of complex numbers and the set of rational numbers, with the same
operations. Note that for these examples the number of elements is infinite.

2.1.2 Vector Spaces

Let < F,+,- > be a field, with unit element 1, and let < V,4+ > be an
Abelian group. Let ‘@’ be an operation on elements of F' and V:

©: FxV =V (2.8)

Definition 2.1.4. The structure < F,V,+,4,-,® > is a vector space over
F if the following conditions are satisfied:

1. distributivity:

VaeFVv,weV: a0 (v4+w)=(aOV)+(aOw) (2.9)
Va,be FYveV: (a+b)ov=(a0V)+(aOV) (2.10)

2. associativity:

Va,be FVYveV:i(a-b)Oov=a0(bOV) (2.11)
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3. neutral element:
VveV:10v=yv. (2.12)

The elements of V are called vectors, and the elements of F' are the scalars.
The operation ‘4’ is called the vector addition, and ‘®’ is the scalar multi-
plication.

Ezample 2.1.4. For any field F, the set of n-tuples (ag,a1,...,a,—1) forms a
vector space, where ‘+’ and ‘©’ are defined in terms of the field operations:

(a1, yan)+ (b1,...,bn) = (a1 + b1,...,a, + by) (2.13)
a®(b,....,bn)=(a-b1,...,a-by). (2.14)
A vector v is a linear combination of the vectors w), w(® . . w() if

there exist scalars a¥ such that:
vea® ow® £a® o w® 4 ... 4a® 0w, (2.15)

In a vector space we can always find a set of vectors such that all elements of
the vector space can be written in exactly one way as a linear combination of
the vectors of the set. Such a set is called a basis of the vector space. We will
consider only vector spaces where the bases have a finite number of elements.
We denote a basis by

T
e= [e“),e(?),...e(")] . (2.16)

In this expression the T superscript denotes taking te transpose of the column
vector e. The scalars used in this linear combination are called the coordinates
of x with respect to the basis e:

co(x) = &= (c1,C2,-.,¢n) S x =1 c; @, (2.17)

In order to simplify the notation, from now on we will denote vector addition
by the same symbol as the field addition (‘+’), and the scalar multiplication
by the same symbol as the field multiplication (‘-’). It should always be clear
from the context what operation the symbols are referring to.

A function f is called a linear function of a vector space V over a field F',
if it has the following properties:

Vx,yeV: f(x+y)=f(x)+ ) (2.18)
Vae FVxeV: flax)=af(x). (2.19)

The linear functions of a vector space can be represented by a matrix multi-
plication on the coordinates of the vectors. A function f is a linear function
of the vector space GF(p)" iff there exists a matrix M such that

co(f(x)) =M.z, V x € GF(p)". (2.20)
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2.1.3 Fields with a Finite Number of Elements

A finite field is a field with a finite number of elements. The number of
elements in the set is called the order of the field. A field with order m exists
iff m is a prime power, i.e. m = p™ for some integer n and with p a prime
integer. p is called the characteristic of the finite field.

All finite fields used in the description of Rijndael have a characteristic of 2.
By the symbol ‘@’, we will always denote the addition operation in a field
with a characteristic of 2.

Fields of the same order are isomorphic: they display exactly the same
algebraic structure differing only in the representation of the elements. In
other words, for each prime power there is exactly one finite field, denoted
by GF(p™). From now on, we will only consider fields with a finite number of
elements.

Perhaps the most intuitive examples of finite fields are the fields of prime
order p. The elements of a finite field GF(p) can be represented by the integers
0, 1, ..., p— 1. The two operations of the field are then ‘integer addition
modulo p’ and ‘integer multiplication modulo p’.

For finite fields with an order that is not prime, the operations addition
and multiplication cannot be represented by addition and multiplication of
integers modulo a number. Instead, slightly more complex representations
must be introduced. Finite fields GF(p™) with n > 1 can be represented in
several ways. The representation of GF(p™) by means of polynomials over
GF(p) is quite popular and is the one we have adopted in Rijndael and its
predecessors. In the next sections, we explain this representation.

2.1.4 Polynomials over a Field

A polynomial over a field F' is an expression of the form
() = bp12" " 4 by 92" 2+ - +boa” + biz + by, (2.21)

z being called the indeterminate of the polynomial, and the b; € F the
coefficients.

We will consider polynomials as abstract entities only, which are never
evaluated. Because the sum is never evaluated, we always use the symbol ‘4’
in polynomials, even if they are defined over a field with characteristic 2.

The degree of a polynomial equals £ if b; = 0,Vj > £, and { is the smallest
number with this property. The set of polynomials over a field F' is denoted
by F[z]. The set of polynomials over a field F', which have a degree below ¢,
is denoted by Fz]|e.

In computer memory, the polynomials in F[z]|, with F a finite field can
be stored efficiently by storing the ¢ coefficients as a string.
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Ezample 2.1.5. Let the field F' be GF(2), and let £ = 8. The polynomials can
conveniently be stored as 8-bit values, or bytes:

b(x) > brbgbsbsbsbabi by. (2.22)
Strings of bits are often abbreviated using the hexadecimal notation.
Ezample 2.1.6. The polynomial in GF(2)]s

B+t 41

corresponds to the bit string 01010111, or 57 in hexadecimal notation.

2.1.5 Operations on Polynomials

We define the following operations on polynomials.

Addition. Summing of polynomials consists of summing the coeflicients
with equal powers of z, where the summing of the coefficients occurs in the
underlying field F:

c(z) =a(z) +b(z) & ci=a;+b;, 0<i<n (2.23)

The neutral element for the addition 0 is the polynomial with all coeflicients
equal to 0. The inverse element of a polynomial can be found by replacing
each coefficient by its inverse element in F. The degree of ¢(z) is at most the
maximum of the degrees of a(z) and b(z), hence the addition is closed. The
structure < F[z]|¢, + > is an Abelian group.

Ezample 2.1.7. Let F be the field GF(2). The sum of the polynomials de-
noted by 57 and 83 is the polynomial denoted by D4, since:

(C+zt+22 4+ 1)@ (" +x+1)
="+t (1o )z+(1@1)
=z" + 2% + 2?4+ 22
In binary notation we have: 01010111 & 10000011 = 11010100. Clearly, the
addition can be implemented with the bitwise XOR instruction.

Multiplication. Multiplication of polynomials is associative (2.3), commu-
tative (2.4) and distributive (2.7) with respect to addition of polynomials.
There is a neutral element: the polynomial of degree 0 and with coefficient
of z° equal to 1. In order to make the multiplication closed (2.2) over F|z]],,
we select a polynomial m(z) of degree ¢, called the reduction polynomial.
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The multiplication of two polynomials a(z) and b(z) is then defined as the
algebraic product of the polynomials modulo the polynomial m(z):

c(z) = a(z) - b(z) © c(z) = a(z) x b(z) (mod m(z)). (2.24)

Hence, the structure < Fl[z]|¢,+,- > is a commutative ring. For special
choices of the reduction polynomial m(z), the structure becomes a field.

Definition 2.1.5. A polynomial d(z) s irreducible over the field GF(p)
iff there exist no two polynomials a(z) and b(x) with coefficients in GF(p)
such that d(z) = a(z) x b(z), where a(z) and b(x) are of degree > 0.

The inverse element for the multiplication can be found by means of the
extended Euclidean algorithm (see e.g. [68, p. 81]). Let a(z) be the polynomial
we want to find the inverse for. The extended Euclidean algorithm can then
be used to find two polynomials b(x) and ¢(z) such that:

a(z) x b(z) + m(z) x c(z) = ged(a(z), m(x)). (2.25)

Here ged(a(z), m(x)) denotes the greatest common divisor of the polynomials
a(z) and m(z), which is always equal to 1 iff m(z) is irreducible. Applying
modular reduction to (2.25), we get:

a(z) X b(z) =1 (mod m(z)), (2.26)

which means that b(z) is the inverse element of a(z) for the definition of the
multiplication ¢’ given in (2.24).

Conclusion. Let F be the field GF(p). With a suitable choice for the reduc-
tion polynomial, the structure < F[z]|,,+,- > is a field with p" elements,
usually denoted by GF(p™).

2.1.6 Polynomials and Bytes

According to (2.22) a byte can be considered as a polynomial with coeflicients
in GF(2):

b7b6b5b4b3b2b1b0 — b(IL‘) (227)
b((IZ) = b7x7 + bel‘ﬁ + b51}5 + b4£134 -+ b3.’L‘3 + ngz + bix + bg. (228)

The set of all possible byte values corresponds to the set of all polynomials
with degree less than eight. Addition of bytes can be defined as addition of
the corresponding polynomials. In order to define the multiplication, we need
to select a reduction polynomial m(zx).
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Ezample 2.1.8. In our representation for GF(2%), the product of the elements
denoted by 57 and 83 is the element denoted by C1, since:

(42t +22 424+ ) x (" +2+1)
:(.’1313+£I311+$9+1}8+CB7)®(.’E7+1‘5+J)3+1}2+$)
O+t r2+z+1)
S8yl g9 8 6 5 08

@3t 2?2y rd tat 4P 1)
=z"+2°4+1 (modz®+z*+ 23 +2+1).

As opposed to addition, there is no simple equivalent processor instruction.

2.1.7 Polynomials and Columns
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Multiplication with a fixed polynomial. We work out in more detail
the multiplication with the fixed polynomial used in Rijndael.

Let b(z) be the fixed polynomial with degree three:
b(x) = b() + bl.'E + b2.732 + b3(L‘3 (232)

and let ¢(z) and d(z) be two variable polynomials with coefficients ¢; and d;,
respectively (0 < ¢ < 4). We derive the matrix representation of the trans-
formation that takes as input the coefficients of polynomial ¢, and produces
as output the coefficients of the polynomial d = b x c. We have:

d=b-c (2.33)
(3

(bo + b1z + boz? + b3x3) x (co + 12 + cax? + c32®)
= (do + diz + dax? + d3z3) (mod z* + 1) (2.34)

Working out the product and separating the conditions for different powers
of x, we get:

dO b() b3 bz b1 Co
dl _ bl bo bg bz C1
dy | = | ba by by bs X o | (2.35)
ds b3 b by bo c3

2.2 Linear Codes

In this section we give a short introduction to the theory of linear codes.
For a more detailed treatment, we refer the interested reader to the work of
MacWilliams and Sloane [63]. In code theory textbooks, it is customary to
write codewords as 1 X n matrices, or row vectors. We will follow that custom
here. In further chapters, one-dimensional arrays will as often be denoted as
n X 1 matrices, or column vectors.

2.2.1 Definitions

The Hamming weight of a codeword is defined as follows.

Definition 2.2.1. The Hamming weight wy(x) of a vector x is the number
of nonzero components of the vector x.

Based on the definition of Hamming weight, we can define the Hamming
distance between two vectors.
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Definition 2.2.2. The Hamming distance between two vectors x and y is
wh(x —y), which is equal to the Hamming weight of the difference of the two
vectors.

Now we are ready to define linear codes.

Definition 2.2.3. A linear [n, k, d] code over GF(2?) is a k-dimensional sub-
space of the vector space GF(2P)", where any two different vectors of the sub-
space have a Hamming distance of at least d (and d is the largest number
with this property).

The distance d of a linear code equals the minimum weight of a non-zero
codeword in the code. A linear code can be described by each of the two
following matrices:

1. A generator matrix G for an [n, k, d] code C is a k X n matrix whose rows
form a vector space basis for C (only generator matrices of full rank are
considered). Since the choice of a basis in a vector space is not unique, a
code has many different generator matrices that can be reduced to one
another by performing elementary row operations. The echelon form of
the generator matrix is the following:

Ge = [lexk Akx(n-k)] - (2.36)

where lgxx is the k X k identity matrix.

2. A parity-check matrix H for an [n, k,d] code C is an (n — k) x k matrix
with the property that a vector x is a codeword of C iff

HxT = 0. (2.37)
If G is a generator matrix and H a parity-check matrix of the same code, then
GHT =o0. (2.38)

Moreover, if G = [I (] is a generator matrix of a code, then H = [-CT I] is a
parity-check matrix of the same code.

The dual code CL of a code C is defined as the set of vectors that are
orthogonal to all the vectors of C:

ct={x|xyT=0,Vyec} (2.39)

It follows that a parity-check matrix of C is a generator matrix of C* and
vice versa.
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2.2.2 MDS codes

The theory of linear codes addresses the problems of determining the distance
of a linear code and the construction of linear codes with a given distance.
We review a few well-known results.

The Singleton bound gives an upper bound for the distance of a code with
given dimensions.

Theorem 2.2.1 (The Singleton bound). If C is an [n,k,d] code, then
d<n-—k+1.

A code that meets the Singleton bound, is called a mazimal distance sepa-
rable (MDS) code. The following theorems relate the distance of a code to
properties of the generator matrix G.

Theorem 2.2.2. A linear code C has distance d iff every d — 1 columns of
the parity check matriz H are linearly independent and there exists some set
of d columns that are linearly dependent.

By definition, an MDS-code has distance n — k + 1. Hence, every set of n — k
columns of the parity-check matrix are linearly independent. This property
can be translated to a requirement for the matrix A:

Theorem 2.2.3 ([63]). An [n,k,d] code with generator matriz

G = [lkxk Akx(n—k)] >
1s an MDS code iff every square submatriz of A is nonsingular.

A well-known class of MDS codes is formed by the Reed-Solomon codes, for
which efficient construction algorithms are known.

2.3 Boolean Functions

The smallest finite field has an order of 2: GF(2). Its two elements are denoted
by 0 and 1. Its addition is the integer addition modulo 2 and its multiplication
is the integer multiplication modulo 2. Variables that range over GF(2) are
called Boolean variables, or bits for short. The addition of 2 bits corresponds
with the Boolean operation ezclusive or, denoted by XOR. The multiplica-
tion of 2 bits corresponds to the Boolean operation AND. The operation of
changing the value of a bit is called complementation.

A vector whose coordinates are bits is called a Boolean vector. The oper-
ation of changing the value of all bits of a Boolean vector is called comple-
mentation.





