
10 2. Preliminar ies

2.1 Finite Fields

In this sect ion we present a bas ic introduction to t he theory of finite fields.
For a more formal and elaborate introduct ion, we refer to the work of Lidl
and Niederreiter [58].

2.1.1 G roups, Rings , and Fields

We st art wit h the formal definit ion of a group.

D efinition 2.1.1. An Abelian group < C , + > consists of a set C and an
operation defined on its elements, here denot ed by '+ ':

+ : C x C -+ C : (a , b) H a + b. (2.1)

In order to qualif y as an Ab elian group, the operation has to fu lfill the fol­
lowing conditions:

closed: 't/ a, b E C : a + b E C (2.2)

associat ive: 't/ a, b,cE C : (a + b) + c = a + (b+ c) (2.3)

commutative: 't/ a, b E C : a + b = b + a (2.4)

neutral element: :3 0 E C , 't/ a E C : a + 0 = a (2.5)

inverse elements: 't/ a E C , :3 b E C : a + b = 0 (2.6)

Example 2.1.1. The best-known example of an Abelian group is < Z, + >:
t he set of integers, wit h the operation 'addit ion' . T he struct ure < Zn, + > is
a second example. T he set contains the integer num bers 0 to n - 1 and the
operation is addit ion modulo n .

Since t he addit ion of integers is the best known example of a group, usually
the symbol '+' is used to denote an arbit rary group operation. In this book,
both an arbitrary group operation and integer addit ion will be denoted by
the symbol '+'. For some special types of groups, we will denote the addit ion
opera t ion by the symbol ' EB ' (see Sect . 2.1.3).

Both rings and fields are form ally defined as st ructures that consist of a
set of elements with two operat ions defined on these elements.

D efinition 2.1.2. A ring < R ,+,. > consists of a set R with two operations
defined on its elements, here denoted by '+' and '. '. In order to qualify as a
ring , ihe operations have to fulfill the following conditions :

1. The struc ture < R , + > is an Abelian group.

2. The operation '.' is closed, and associative over R . There is a neutral
element for '. ' in R .
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3. Th e two operation s '+' and '.' are related by the law of distributivity:

'V a, b,c E R : (a+b) · c=(a · c)+(b · c). (2.7)

The neutral element for ' .' is usu ally denoted by 1. A rin g < R,+,' > is
called a comm utative ring if t he operation ' .' is commutative.

Example 2.1.2. The best-known example of a ring is < Z, +,' >: the set of
integers, with the operat ions 'addit ion ' and 'mult iplicat ion ' . This ring is a
commutat ive ring. The set of matrices with n rows and n columns , with the
operat ions 'mat rix addit ion' and 'mat rix multiplication' is a ring, but not a
commutat ive ring (if n > 1) . .

Definition 2.1.3. A structure < F,+,' > is a field if the follow ing two
conditions are satisfied:

1. < F, +, ' > is a commutative ring.

2. For all eleme nts of F , there is an inverse eleme nt in F with respect to the
operation ':', except for the eleme nt 0, the neutral eleme nt of < F, + ».

A structure < F,+,' > is a field iff both < F ,+ > and < F \ {O}, ' > are
Ab elian groups and t he law of distributivity applies. The neutral element of
< F\{O} , . > is called the un it element of the field.

Example 2.1.3. The best-known example of a field is the set of real num­
bers, with the operations 'addition' and 'mult iplicat ion. ' Other examples are
the set of complex numbers an d the set of rational numbers, with the same
operations. Note that for these examples the number of elements is infini t e.

2.1.2 Vector Spaces

Let < F,+,' > be a field , with unit element 1, and let < V,+ > be an
Ab elian group. Let '8 ' be an operation on elements of F and V :

8 : F xV --+V. (2.8)

Definition 2.1.4. Th e structure < F, V, +,+, ',8 > is a vector space over
F if the follo wing conditions are satisfied:

1. distributivity:

'V a E F, 'V v , w E V : a 8 (v +w) = (a 8 v) + (a 8 w)

'V a, b E F, 'V v E V : (a + b) 8 v = (a 8 v) + (a 8 v)

2. associat ivity:

'Va , b E F, 'V v E V : (a · b) 8 v = a 8 (b 8 v)

(2.9)

(2.10)

(2.11)
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3. neutral elem ent:

v v E V : 1 8v = v . (2.12)

The elements of V are called veetors, and the elements of F are the scalars .
The ope ration '+' is called the vector addition, and '8' is the scalar multi­
plication .

Example 2.1.4. For any field F , the set of n-t uples (aa, al , . . . , an-l) forms a
vector space, where '+' and '8' are defined in terms of the field operations :

(a l, .. . , an) + (bl , , bn) = (a1 + bl , . . . , an + bn)

a 8 (h , ,bn) = (a · bl , · · · , a · bn) .

(2.13)

(2.14)

A vector v is a linear com bination of the vectors w(1 ) , W(2) , . .. , w (s) if
there exist scalars a(i ) such that:

v = a(1) 8 w(1) +a(2) 8 w(2) + ... +ars) 8 w(s). (2.15)

(2.16)

In a vector space we can always find a set of vectors such that all elements of
the vector space can be written in exact ly one way as a linear combinat ion of
the vectors of the set. Such a set is called a basis of th e vector space. We will
consider only vector spaces where the bases have a finit e number of elements .
We denote a basis by

e = [e(1) ,e(2) , . .. e(n)r .

In this expression the T superscript denotes taking te transpose of the column
vector e. The scalars used in this linear combination are called the coordinates
of x with respect to the basis e:

(2.17)

In order to simplify the not ation, from now on we will denote vector addit ion
by the same symbol as the field addit ion ('+ '), and the scalar multiplication
by the same symbol as the field mul tiplication C·'). It should always be clear
from the context what operation the symbols are referring to .

A function f is called a linear fu netion of a vector space V over a field F ,
if it has the following properties:

V x, y E V : f(x+y)=f(x)+f(y)

V a E F,V x E V : f(ax) = a f (x ).

(2.18)

(2.19)

The linear functions of a vector space can be represented by a matrix mul ti­
plication on the coordinate s of the vectors. A function f is a linear funct ion
of the vector space GF(pt iff there exists a matrix M such t ha t

co(j (x )) = M . x ,V x E GF(pt. (2.20)
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2.1.3 Fields with a Finite Number of Elements

A fin it e field is a field with a finit e number of elements . The number of
element s in the set is called the order of the field. A field with order m exists
iff m is a prime power, i.e. m = p" for some integer n and with p a prime
integer . p is call ed the eharaeteris tie of the finite field.

All finit, fields used in t.he descriptiou of Rijndael have a characteristic of 2.
By thc syiubol 'E9'. W' will a lways dcnotc thc addition oporation in a field
with a characteristic 01' 2.

Fields of the sam e order are isom orphie: they displ ay exact ly the sa me
algebraic st ructure differing only in the representation of the elements , In
other words, for each prime power there is exactly one finit e field , denoted
by GF(pn). From now on , we will only consider fields with a finit e number of
elements .

Perhaps the most intuitive examples of finit e fields are the fields of prime
order p, The elements of a finite field GF(p) ca n be represented by the integers
0, 1, ... , p - 1. The two oper ations of the field are t hen ' int eger addition
modulo p' and 'integer multiplication modulo p' .

For finite fields with an order that is not prime, the op erations addition
and multiplieation cannot be represented by addit ion and multiplication of
integers modulo a number . Inst ead , slightly more complex representations
must be introduced . F ini t e fields GF(pn) with n > 1 ca n be represe nt ed in
several ways. The representation of GF(pn) by means of polynomials over
GF(p) is qui t e popular and is the one we have adopted in Rijndael and its
predecessors. In the next sections, we explain this representation.

2.1.4 Polynomials over a Field

A polynomial over a field F is an expression of t he form

b(x) = bn_1xn-1+ bn_ 2xn-2 + ... + b2x 2 + brx + bo, (2.21)

x being called the indeterminate of the polynomial , and the b, E F the
eoeffie ients.

We will conside r polynomials as abs t ract ent iti es only, which are never
evaluated . Because t he sum is never evaluate d , we always use the symbol '+'
in pol ynomials , even if they are defined over a field with characte rist ic 2.

The degree of a polynomial equals € if bj = 0, Vj > E, and € is the smallest
number wit h this property. The set of polynomials over a field F is denot ed
by F[x]. The set of polynomials over a fiold F, wh ich have a degree below €,
is denoted by F[x]l e.

In computer memory, the polynomials in F[xlle with F a finite field can
be stored efficiently by storing t he € coefficient s as a st ring.
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Example 2.1.5. Let the field F be GF(2) , and let J!. = 8. The polynomials can
conveniently be stored as 8-bit valu es, or bytes:

(2.22)

Strings of bits are often abbreviated using t he hexad ecimal not ation.

Example 2.1.6. The polynomial in GF(2)ls

corresponds to the bit st ring 01010111, or 57 in hexadecimal notation.

2.1.5 Operations on Polynomials

We define the following operations on polynomials .

Addition. Summing of polynomials consists of summing the coefficients
with equal powers of x, where the summing of the coefficients occurs in the
underlying field F :

C(x ) = a(x) +b(x) {:} Ci = a, +bi , 0:::; i < n. (2.23)

The neutral elernent for the addit ion 0 is the polynomial with all coefficients
equal to O. The inverse element of a polynomial can be found by replacing
each coefficient by its inverse element in F. The degree of c(x) is at most the
maximum of the degrees of a(x) and b(x) , hence the addit ion is closed . T he
struct ure < F[xlIR,+ > is an Abelian group.

Example 2.1. 7. Let F be the field GF(2). The sum of the polynomials de­
not ed by 57 and 83 is the polynomial denoted by D4, since:

(x6 + x4 + x2 + X + 1) EB (x7 + X + 1)

= x7 + x6 + x4 + x2 + (1 EB l)x + (1 EB 1)

= x7 + x6 + x4 + x2
.

In bin ary not ation we have: 01010111 EB 10000011 = 11010100. Clearly, the
addit ion can be implemented with the bitwise XOR instruction.

Multiplication. Multiplication of polynomials is associative (2.3), comrnu­
tat ive (2.4) and distributive (2.7) with respect to addit ion of polynomials.
There is a neutral element: the polynomial of degree 0 and with coefficient
of xOequal to 1. In order to make t he mul tiplication closed (2.2) over F [x]IR,
we select a polynomial m(x) of degree J!. , called the reduction polynomial.
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The mult iplicat ion of two polynomials a(x) and b(x ) is t hen defined as the
algebra ic product of the polynomials modulo the polynomial m (x) :

c(x) = a(x ) . b(x ) {::} c(x) == a(x ) X b(x ) (mod m (x )). (2.24)

Hence, the st ructure < F [x]It,+,' > is a commutative ring. For special
choices of t he redu ct ion polynomial m (x ), t he st ructure becomes a field .

Definition 2.1.5. A polynomial d(x) is irreducible over the field GF(p)
i.IJ there exist no two polynomials a(x) and b(x ) with coefficients in GF (p)
such that d(x ) = a(x) x b(x ), where a(x) and b(x) are 01 degree > O.

T he inverse element for the multiplication can be found by means of the
extended Euclidean algorithm (see e.g. [68, p. 81]) . Let a(x) be the polynomial
we want to find the inverse for. The extended Eu clidean algorit hm can then
be used to find two polynomials b(x) and c(x ) such that :

a(x) x b(x ) + m (x ) x c(x ) = gcd(a(x ),m (x )). (2.25)

Here gcd(a(x) ,m( x) ) denotes t he greates t common divisor of t he polynomials
a(x ) and m (x) , which is always equal to 1 iff m( x) is irredu cible. Applying
modu lar reducti on to (2.25), we get:

a(x ) x b(x ) == 1 (mod m(x)), (2.26)

which means that b(x ) is the inverse element of a(x ) for t he definiti on of the
mult iplication ' .' given in (2.24).

Conclusion. Let F be the field GF (p). With a suitab le choice for the reduc­
tion polynom ial, the structure < F [xl ln,+,' > is a field wit h pn elements,
usually denoted by GF(pn).

2.1.6 Polynomials and Bytes

Accord ing to (2.22) a byte can be considered as a polynomial with coefficients
in GF (2):

(2.27)

(2.28)

T he set of all possible byte values corresponds to the set of all polynomials
with degree less than eight. Add it ion of bytes can be defined as addit ion of
the corresponding polynomials. In order to define the multiplicat ion, we need
to select a reducti on polynomial m (x ).
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In thc spccification of Rijndaol, wc consider the bytes as polynornials.
Byte addition is defined as addit iou of 1hc corresponding polynomials. 111
order 10 define bytc mult.iplication, we use the following irrcducible polyno­
mia l as redu ction polynomial:

m(:z:) = :c ' + .c·1 + J.3 + J~ + 1. (2.29)

'i ncc t his red uction polynomial is irreduci ble, we have constructed a rcp­
rcse ntation for thc field GF(2 ) . Hence we ean state t he following: In the
Rijndael speci ficat ion, bytes are considered as eleme nts of G F (28 ) . Oper a­
t ions on bytes are defined as operations in G F (2 ).

----

Example 2.1.8. In our representation for GF(28 ) , the product ofthe elements
denoted by 57 and 83 is the element denoted by Ci , sinee:

(x6+ x4+ x2+ x+1) X (x7 + x+1)

= (x13+ Xll+ x9+ x8+ x7) EB(x7 + x5+ x3+ X2+ X)

EB (x6 + x4 + x2 + X+ 1)

= x
13 + x

ll + x 9 + x8 + x6 + x5 + x4 + x3 + 1

and

( X
13 + x

ll + x 9 + x8 + x6 + x5 + x4 + x3 + 1)
== x7 + x6 + 1 (mod x8 + x4 + x3 + X+ 1) .

As opposed to addit ion , ther e is no simple equivalent proeessor instruction.

2.1.7 Polynomials and Columns

In t he Rijndael specifica tiou, 4-byt e columns arc considored as po lyno­
mials ovcr GF(28 ) , having a dcgree srualler than four , In order to define t.he
mul tiplieation operat ion . thc followin g reduction polyuomial is uscd:

l (x ) = .1:,1 + 1.

This polynomial is reducible, sinee in GF(2

x4 + 1 = (;L + 1)4.

(2.30 )

(2.3 1)

In th c defin ition of Rijndacl , one of t he Inpu ts of t.he mul tiplication is a
constant. polyn omi al,

Since l(:c) is reducible over GF(2 ). not all polyn omi als have an inverse
element for t he mul tiplication modulo l (x ). A polyn ormal b(x ) has an inverse
if t he polynom ial ;1:+ 1 does not d ivide it .
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Multiplication with a fixed polynomial. We work out in more detail
the multiplication with the fixed polynomial used in Rijndael.

Let b(x ) be t he fixed polynomial with degree three:

(2.32)

and let c(x) and d(x ) be two vari able polynomials with coefficients Ci and di ,

respectively (0 :s; i < 4). We derive the matrix representation of the trans­
formation that takes as input t he coefficient s of polynomial c, and pro duc es
as output the coefficients of the polynomial d = b x c. We have:

d = b · c

~

(ba + b1x + b2x2+ b3x3)
X (co+ CIX + C2X2+ C3x3 )

== (da + d1x + d2x 2+ d3x3) (mod x4 + 1)

(2.33)

(2.34)

Working out the product and separat ing the conditions for different powers
of x, we get :

(2.35)

2.2 Linear Codes

In this section we give a short introduction to the theory of linear codes.
For a more det ailed t reatment , we refer the inte rested reader to the work of
MacWilliams and Sloan e [63]. In code theory textboo ks, it is custo mary to
write codewords as 1 x n matrices, or row vectors. We will follow that custom
here. In further chapte rs, one-dimensional arrays will as often be denoted as
n x 1 matrices, or column vectors.

2.2.1 Definitions

The Hamm ing weight of a codeword is defined as folIows.

Definition 2.2.1. The Hamming weight Wh (X) of a vector x is the number
of nonzero components of the vector x.

Based on the definition of Hamming weight , we can define the Hamming
distance between two vectors.
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Definition 2.2.2. Th e Hamming distance between two ueciors x and y is
Wh(X - y), which is equal to th e Hamming weight of the difference of the two
uectors .

Now we are ready to define linear codes.

Definition 2.2.3. A linear [n, k , d] code over GF(2P ) is a k-dimensional sub­
space of the uector space GF(2p t , uihere any two different ueciors of the su b­
space have a Hamming distance of at least d (and d is th e largest nuraber
with th is propertu) .

The dist an ce d of a linear code equ als the minimum weight of a non-zero
codeword in the code. A linear code can be described by each of the two
following matrices:

1. A qene raior matrix G for an [n, k,d] code C is a k x n matrix whose rows
form a vector space basis for C (only generato r mat rices of full rank are
considered). Since the choice of a basis in a vector space is not un ique, a
code has many different generator mat rices that can be reduced to one
another by performing elementary row operations. The echelon form of
the generator matrix is the following:

(2.36)

where Ik x k is t he k x k identity matrix.

2. A parity-check matrix H for an [n, k , d] code C is an (n - k) x k matrix
with the property that a vector x is a codeword of C iff

Hx T = o. (2.37)

If G is a generator matrix and H a parity-check matrix of the same code , then

(2.38)

Moreover , if G = [I Cl is a generator mat rix of a code, then H = [_CT I] is a
pari ty-check matrix of the same code.

The dual code CJ... of a code C is defined as the set of vectors that are
orthogonal to all the vecto rs of C:

CJ... = {x IxyT = 0, \i y E Cl . (2.39)

It follows that a parity-check matrix of C is a generator matrix of CJ... and
vice versa.
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2.2.2 MDS codes

The theory of linear codes addresses the problems of determining the distance
of a linear code and the construction of linear codes with a given distance.
We review a few well-known resul ts.

The Singleton bound gives an upper bound for the distan ce of a code with
given dim ensions.

Theorem 2.2 .1 (The Singleton bound). I/ C is an [n , k , d] code, then
d ::;n-k+1.

A code that meets the Singleton bound, is called a maximal distance sepa­
rable (MDS) code. The following theorems relate the distan ce of a code to
properties of the generator matrix G.

Theorem 2.2.2 . A linear code C has distance d ijJ every d - 1 columns 0/
the parity check matrix H are linearly ind ependent and there exists some set
0/ d columns that are linearly dependent .

By definit ion , an MDS-code has distance n - k + 1. Hence, every set of n - k
columns of the pari ty-check matrix are linearl y independ ent . This property
can be translated to a requirement for the matrix A:

Theorem 2.2.3 ( [63]) . A n [n, k , d] code with generator matrix

G = [Ik x k A k x (n - k ) ] ,

is an MDS code ijJ every square subm atrix 0/A is nonsingular.

A well-kn own d ass of MDS codes is formed by the Reed-Solomon codes, for
which efficient const ruction algorit hms are known .

2.3 Boolean Functions

The smallest finit e field has an order of2: GF(2) . Its two elements are denoted
by 0 and 1. Its addition is the integer addition modulo 2 and its multiplication
is the integer multiplication modulo 2. Variables that range over GF(2) are
called Boolean variables, or bits for short . The addition of 2 bits corres ponds
with the Boolean operation exclusive or, denoted by XOR. The mul tiplica­
t ion of 2 bits corresponds to t he Boolean operation AND . The operation of
cha nging the value of a bit is called compleme ntation.

A vector whose coordinates are bits is called a Boolean vector. The oper­
ation of changing the value of all bits of a Boolean vector is called comple­
mentation.




