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And questions from last lecture?
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|Pr(Dist(G(k)) = 1) — Pr(Dist(R) = 1)| < negl(n)
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Eavesdropper security ()

e Howto confidentiality in our threat model?
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* Eavesdropper experiment (single-message attacks)
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* An encryption scheme SE = (Gen, Enc, Dec) is secure against
eavesdropping if V polytime Adv, Pr(Expsg’(n) = 1) < - + negl(n)
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Concrete security and limitations

 IfGisa (t eg) PRG, SE is (t — c, €¢) secure against eavesdropping
 With ¢ a constant capturing the “additional” work of Dist (vs. Adv)

. Question: as designers, do we hope c to be small or big?
Small (e.g., think about additional work is exhaustive key search)
Concretely, one hopes small € values for large t values



Concrete security and limitations

* Limitations of eavesdropper security?



Concrete security and limitations

* Limitations of eavesdropper security
1. Not unconditional: needs a secure PRG ( )
2. Insecure against multi-message attacks (initialization issue)
= We need a to cover this case



Security against Chosen Plaintext Attacks (CPA)

* CPA security

4 ) (m;)
€ > Encg(...)

{ci}

Mo, M1
> Encg(...)
Ch
{m;} R

Encg(...)

{ci}




Security against Chosen Plaintext Attacks (CPA)

* CPA security

4 ) (m;)
€ > Encg(...)
{ci}
Mo, My
€ > Encg(...)
Ch
{m;} R
< Encg(...)

\_ l ) {c;}

b
* An encryption scheme SE = (Gen, Enc, Dec) is secure against CPA

attacks if V polytime Ady, Pr(Exnga(n) = 1) < % + negl(n)



Security against Chosen Plaintext Attacks (CPA)

€ Encg(...)

mop,m;

> Encg(...)

Cp

{m;}

Encg(...)

{ci}

* An encryption scheme SE = (Gen, Enc, Dec) is secure against CPA
. . 1
attacks if V polytime Ady, Pr(Exnga(n) = 1) =+ negl(n)



Security against Chosen Plaintext Attacks (CPA)

( \ {mo, m1}

€ > Encg(...)
{C(],Cl}

mo, My

> Encg(...)

b=01ifc, = ¢ Cb

z):lz'fcb:cl

\- l Y,
b
* An encryption scheme SE = (Gen, Enc, Dec) is secure against CPA

attacks if V polytime Ady, Pr(Exnga(n) = 1) < % + negl(n)




Does it matter?
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Cipher Block Chaining (CBC) encryption

 IfPisa (¢t €p) and IV is random, CBCis (t — q - | - Tp, €cpa)-SeCUrE
with €cp, <2-6p+ and 7p the permutation’s execution time
m(0) m(1) m(2) m(3)
v—@ — — —®
P P P p

v c(0) c(1) c(2) c(3)



Fixed IV caveats
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Fixed IV caveats

= Can we weaken this requirement (see )



Message padding (PKCS #7 standard)

e Say the permutation P operates on 16 byte, if the last block

* |s full: add one block 164e¢||164ec||16gec!|---||164ec
* Has one byte by: pad as bg|| 154ec| | 15gec!|---|115gec
* Has two bytes by, by: pad as by||b1||14gec| | 144ec]]--- [|144ec

 Same rule up to fifteen more bytes

* Allows encryption messages of any (byte) length

Decryption then checks that the last block is well padded



Padding oracle attacks

* Say Adv wants to decrypt ¢; and can learn whether p4 is valid
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Padding oracle attacks

* Say Adv wants to decrypt ¢; and can learn whether p4 is valid
c(0) c(1)
How to proceed?
* Pick a random cg, vary last byte until it is
accepted = ¢, (15)BX(15) = 14ec
p-1 p-1 * Finds X(15) with 128 trials on average
* Set cy(15) to X(15)B24ec, Vary co(14) until it
is accepted = ¢, (14)DX(14) = 24ec
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* Say Adv wants to decrypt ¢; and can learn whether p4 is valid
c(0) c(1)
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Padding oracle attacks

* Say Adv wants to decrypt ¢; and can learn whether p4 is valid

c(0) c(1)
How to proceed?
* Pick a random cg, vary last byte until it is
accepted = ¢, (15)BX(15) = 14ec
p-1 p- * Finds X(15) with 128 trials on average
X * Set ¢y(15) to X(15)D24ec, Vary cy(14) until it
v s D is accepted = ¢y (14)DX(14) = 2gec

= Finds full X with 16 x 128 trials on average

m(0) m(1)

* Chosen Ciphertext Attacks (CCA) can prevented with a MIAC
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This lecture mostly follows Chapter 3 of Reference (a). The security definitions, cryptographic primitives and modes of
operation we discuss are detailed there (with a number of additional concepts and examples that we skipped for
conciseness purposes). Reference (b) provides an alternative view to these topics. Reference (c) provides discusses these
topics in a less technical manner and provides a simple explanation and discussion of padding oracle attacks.



Questions?



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41


  𝖦   :    { 0 , 1 } n →    { 0 , 1 } l   : k → 𝖦  ( k ) ,   l > n


   | Pr  ( Dist  ( 𝖦  ( k ) ) = 1 ) − Pr  ( Dist  ( R ) = 1 ) | ≤ negl ( n )


  l


  n


  𝖦   :    { 0 , 1 } n →    { 0 , 1 } l   : k → 𝖦  ( k ) ,   l > n


   | Pr  ( Dist  ( 𝖦  ( k ) ) = 1 ) − Pr  ( Dist  ( R ) = 1 ) | ≤ negl ( n )


  l


   2 l


  n


   2 n


  𝖦   :    { 0 , 1 } n →    { 0 , 1 } l   : k → 𝖦  ( k ) ,   l > n


   | Pr  ( Dist  ( 𝖦  ( k ) ) = 1 ) − Pr  ( Dist  ( R ) = 1 ) | ≤ negl ( n )


  𝖥   :    { 0 , 1 } n ×    { 0 , 1 } m →    { 0 , 1 } o   :   x →  𝖥 k ( x )


   | Pr  (  Dist   𝖥 k ( . ) = 1 ) − Pr  (  Dist  f ( . ) = 1 ) | ≤ negl ( n )


  n


  m


  o


  𝖦   :    { 0 , 1 } n →    { 0 , 1 } l   : k → 𝖦  ( k ) , l > n


   | Pr  ( Dist  ( 𝖦  ( k ) ) = 1 ) − Pr  ( Dist  ( R ) = 1 ) | ≤ negl ( n )


  𝖥   :    { 0 , 1 } n ×    { 0 , 1 } m →    { 0 , 1 } o   :   x →  𝖥 k ( x )


   | Pr  (  Dist   𝖥 k ( . ) = 1 ) − Pr  (  Dist  f ( . ) = 1 ) | ≤ negl ( n )


  n


   2 n


  m


  o


   2  o ∙  2 m


  𝖦   :    { 0 , 1 } n →    { 0 , 1 } l   : k → 𝖦  ( k ) , l > n


   | Pr  ( Dist  ( 𝖦  ( k ) ) = 1 ) − Pr  ( Dist  ( R ) = 1 ) | ≤ negl ( n )


  𝖥   :    { 0 , 1 } n ×    { 0 , 1 } m →    { 0 , 1 } o   :   x →  𝖥 k ( x )


   | Pr  (  Dist   𝖥 k ( . ) = 1 ) − Pr  (  Dist  f ( . ) = 1 ) | ≤ negl ( n )


  𝖯   :    { 0 , 1 } n ×    { 0 , 1 } m →    { 0 , 1 } m   :   x →  𝖯 k ( x )


   | Pr  (  Dist   𝖯 k ( . ) = 1 ) − Pr  (  Dist  p ( . ) = 1 ) | ≤ negl ( n )


  n


  m


  𝖦   :    { 0 , 1 } n →    { 0 , 1 } l   : k → 𝖦  ( k ) , l > n


   | Pr  ( Dist  ( 𝖦  ( k ) ) = 1 ) − Pr  ( Dist  ( R ) = 1 ) | ≤ negl ( n )


  𝖥   :    { 0 , 1 } n ×    { 0 , 1 } m →    { 0 , 1 } o   :   x →  𝖥 k ( x )


   | Pr  (  Dist   𝖥 k ( . ) = 1 ) − Pr  (  Dist  f ( . ) = 1 ) | ≤ negl ( n )


  𝖯   :    { 0 , 1 } n ×    { 0 , 1 } m →    { 0 , 1 } m   :   x →  𝖯 k ( x )


   | Pr  (  Dist   𝖯 k ( . ) = 1 ) − Pr  (  Dist  p ( . ) = 1 ) | ≤ negl ( n )


  n


   2 n


  m


  (  2 m ) !


  SE = ( Gen , Enc , Dec )


  ∀


  Pr  (  Exp SE eav ( n ) = 1 ) ≤  1 2 + negl ( n )


  l = poly ( n )


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  Pr  (  Exp SE eav ( n ) = 1 ) =


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  Pr  (  Exp SE eav ( n ) = 1 ) =  1 2


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  𝖦


  w ← 𝖦 ( k )


    { 0 , 1 } l


  Dist


  Adv


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  𝖦


  w ← 𝖦 ( k )


    { 0 , 1 } l


  Dist


  Adv


  b ← { 0 , 1 }


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  𝖦


  w ← 𝖦 ( k )


    { 0 , 1 } l


  Dist


  Adv


  b ← { 0 , 1 }


   m 0 ,  m 1 ←


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  𝖦


  w ← 𝖦 ( k )


    { 0 , 1 } l


  Dist


  Adv


  b ← { 0 , 1 }


   m 0 ,  m 1 ←


  w ⨁  m b →


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  𝖦


  w ← 𝖦 ( k )


    { 0 , 1 } l


  Dist


  Adv


  b ← { 0 , 1 }


   m 0 ,  m 1 ←


  w ⨁  m b →


  b ′ ←


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  𝖦


  w ← 𝖦 ( k )


    { 0 , 1 } l


  Dist


  Adv


  b ← { 0 , 1 }


   m 0 ,  m 1 ←


  w ⨁  m b →


  b ′ ←


  b = b ′


  c =  Enc k ( m ) = m ⨁ 𝖦 ( k )


  m =  Dec k ( c ) = c ⨁ 𝖦 ( k )


  𝖦


  w ← 𝖦 ( k )


    { 0 , 1 } l


  Dist


  Adv


  b ← { 0 , 1 }


   m 0 ,  m 1 ←


  w ⨁  m b →


  b ′ ←


  b = b ′


  Pr ( Dist = 1 ) = { . . . }


  𝖦


  ( t ,  𝜖 𝖦 )


  ( t − c ,  𝜖 𝖦 )


  c


  c


  𝖦


  ( t ,  𝜖 𝖦 )


  ( t − c ,  𝜖 𝖦 )


  c


  c


  𝜀


  t


  𝖦


  ( t ,  𝜖 𝖦 )


  ( t − c ,  𝜖 𝖦 )


  c


  c


  𝜀


  t


  𝖦


  ( t ,  𝜖 𝖦 )


  ( t − c ,  𝜖 𝖦 )


  c


  c


  𝜀


  t


  ⇒


  q = poly ( n )


  SE = ( Gen , Enc , Dec )


  ∀


  Pr  (  Exp SE cpa ( n ) = 1 ) ≤  1 2 + negl ( n )


  q = poly ( n )


  SE = ( Gen , Enc , Dec )


  ∀


  Pr  (  Exp SE cpa ( n ) = 1 ) ≤  1 2 + negl ( n )


   Enc k ( m )


  c


  q = poly ( n )


  SE = ( Gen , Enc , Dec )


  ∀


  Pr  (  Exp SE cpa ( n ) = 1 ) ≤  1 2 + negl ( n )


   Enc k ( m )


  c


  ⇒


   Enc k ( m )


  𝖯


  ( t ,  𝜖 𝖯 )


  I V


  ( t − q ∙ l   ∙ 𝜏 𝖯 ,  𝜖 cpa )


   𝜖 cpa   ≤ 2 ∙  𝜖 𝖯 +     ( q ∙ l ) 2   2 n


   𝜏 𝖯


  q = 1


  I V


  ⇒


  𝖯


   16 dec | |  16 dec | |  16 dec | | . . . | |  16 dec


   b 0


   b 0 | |


   15 dec


   15 dec | | . . . | |  15 dec


   b 0 ,  b 1


   b 0 | |  b 1 | |  14 dec


   14 dec | | . . . | |  14 dec


   c 1


   p 1


   c 1


   p 1


   c 0


  ⇒


   c 0 ( 15 ) ⨁ X ( 15 ) =  1 dec


  X ( 15 )


   c 1


   p 1


   c 0


  ⇒


   c 0 ( 15 ) ⨁ X ( 15 ) =  1 dec


  X ( 15 )


   c 1


   p 1


   c 0


  ⇒


   c 0 ( 15 ) ⨁ X ( 15 ) =  1 dec


  X ( 15 )


   c 0 ( 15 )


  X ( 15 ) ⨁  2 dec


   c 0 ( 14 )


  ⇒


   c 0 ( 14 ) ⨁ X ( 14 ) =  2 dec


   c 1


   p 1


   c 0


  ⇒


   c 0 ( 15 ) ⨁ X ( 15 ) =  1 dec


  X ( 15 )


   c 0 ( 15 )


  X ( 15 ) ⨁  2 dec


   c 0 ( 14 )


  ⇒


   c 0 ( 14 ) ⨁ X ( 14 ) =  2 dec


  ⇒


  X


   c 1


   p 1


   c 0


  ⇒


   c 0 ( 15 ) ⨁ X ( 15 ) =  1 dec


  X ( 15 )


   c 0 ( 15 )


  X ( 15 ) ⨁  2 dec


   c 0 ( 14 )


  ⇒


   c 0 ( 14 ) ⨁ X ( 14 ) =  2 dec


  ⇒


  X

