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Abstract We consider the question whether synchroniza-l Introduction

tion / alignment methods are still useful / necessary in the

context of side-channel attacks exploiting deep learning aPast research has shown an increasing interest from the side
gorithms. While earlier works have shown that such methchannel community regarding the use of machine learning /
ods / algorithms have a remarkable tolerance to misalignedeep learning techniques as a powerful way to exploit phys-
measurements, we answer positively and describe expeital leakages with limited knowledge of the target imple-
mental case studies of side-channel attacks against a k@yentations: see for examplég,[0,11,12,14,15,17,18,19,
transportation layer and an AES S-box where such a prez0,22,27). In general, one potential advantage of these tech-
processing remains beneficial (and sometimes necessary)igjues compared to more conventional statistical tootg,(e.
perform efficient key recoveries. Gaussian templates][and linear regression?l]) is that

Our results also introduce generalized Residual Networkgey quite efficiently deal with large dimensionalities (afh
as a powerful alternative to other deep learning tools (e.gMay prevent the need of estimating large covariance matri-
Convolutional Neural Networks and Multi-Layer PercepspnC€S; Or to rely on dimensionality reductiof]); This intu-
that have been considered so far in the field of side-channion has been recently put forward by Cagli et al. at CHES
analysis. In our experimental case studies, it outperfonms 2017, they demonstrate that (e.g., deep) learning algosith
other three published state-of-the-art neural networketsod @€ good candidates to exploit the leakage of implementa-
for the data sets with and without alignment, and it even outtions protected with jitter-based countermeasufgs [
performs the published optimized CNN model with the pub-
lic ASCAD? data set. Conclusions are naturally implementationln this paper, we mitigate a tempting shortcomingin the
specific and could differ with other datasets, other valoes f interpretation of these past results, namely the fact tdat s

the hyper.parameters7 other machine |earning models ar@annel attacks based on deep Iearning do not benefit from
with other alignment techniques. re-synchronization. We insist that such a shortcoming fs no

induced by previous authors, in particular the CHES 2017

ones. We only consider it as a natural question to confirm
Keywords Deep learning residual networksside-channel  \yhether or not such algorithms sometimes benefit from some
attack- alignment methodsembedded security sort of pre-processing. We believe the question is of impor-
tance since a general negative answer would significantly
simplify the life of evaluation laboratories. For this poge,

2 . . .
f”a”y“a“ Zhot ) _ we describe experimental case studies based on two pro-
ICTEAM/ELEN/Crypto Group, UCLouvain, Belgium. . . . .
Tel.: +31-15-2692500 tected implementations (one targeting a key transportatio
Fax: +31-15-2692555 layer, the other targeting an AES S-box), the measurements
E-m_ail: zhou@brightsight.com of which are affected by misalignments and hardware inter-
Brightsight BV, The Netherlands. rupts. In both cases we show that the application of a re-
lFran<;ois-Xavier Standaert _ _ synchronization pre-processing before the application of
ICTEAM/ELEN/Crypto Group, UCLouvain, Belgium. deep learning algorithm actually allows reducing the data

L https:/igithub.com/ANSSI-FR/ASCAD complexity of the attacks. In the second case, we even con-
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sider a “compressive” alignment (i.e., reducing the numbemodel using all 16 S-boxes data from their published AS-

of samples in the pre-processed traces because we can @&D data set.

shorter interval after the alignment), which was not only

necessary from the data complexity point of view, but also

highly beneficial from the time complexity point of view (to o Background

maintain a reasonable execution time for the deep learning

attacks). From an information theoretic viewpoint, the lat 2.1 Target implementations

ter can only reduce the total amount of information in the

traces, hence showing clear experimental evidence that rgve investigated two main target implementations in thiskyor

synchronization can make the traces easier to exploit evesnd additionally used the simple case of an AES software

for deep learning algorithms. implementation on the ChipWhisperer Lite board for pre-
As an additional result, we also introduce the use ofiminary assessments. In this warming up case, we capture

Residual Networks (ResNet) as an alternative to the trad®0,000 profiling power traces with a 16-byte randomized

tional Convolutional Neural Networks (CNN) and Multi- AES input and key, and 10,000 attack power traces with a

Layer Perceptrons (MLP) that have been previously confixed random AES key and randomized AES input.

sidered in the literature. We compare its performance with  For our first Device Under Test (DUT1), we target the

the other three state-of-the-art neural network models in AES key during its transportation. The latter is important

side-channel context, namely the ASCAINN model 2],  for security evaluations, since it frequently happens theat

the SPACECNN model [L5] and the SCANet model’[)].  keys encrypted in some Non-volatile Memory (NVM) has

The results with all our 6 data sets with or without align-to be transported to the cryptographic co-processor when in

ment demonstrate that this ResNet model quite systematvoking the corresponding cryptographic encryption/dption

cally outperforms the other three models. operations. In case the key is decrypted/masked/unmasked

during this transportation, it may lead to additional sesrc

Cautionary note. We acknowledge that these conclusionsof leakages that could be exploited by an adversary. Con-

may be affected by the level of profiling of the implemen-cretely, our DUT is a modern 32-bit secure microcontroller

tations. In theory, for an infinite amount of profiling on raw With a built-in secure AES coprocessor and the AES key is

traces, re-synchronization may become useless for dep legncrypted and stored in an EEPROM. To invoke AES en-

ing as for any well-specified multivariate side-channel atcryption, the encrypted AES key is decrypted and masked

tack. A similar statement holds for the choice of parametefluring its transfer from EEPROM to the AES coprocessor.

for the ResNet we exploited. In this respect, our goal is only/Ve acquire 80,000 EM traces for profiling and 20,000 traces

to show that for a realistic amount of profiling and standardor attack.

use of a popular deep learning algorithm, re-synchrorunati Finally, our second DUT is a more standard case of an

may help. More generally, our conclusion is admittedly blaseAES co-processor for another secure microcontroller resis

on an experimental basis. So the conclusions of this pdant to first-order leakage, where we target the S-box out-

per could be different with other datasets, other values foput of the first block cipher round. For this one, we measure

hyper-parameters, other machine learning models or with00,000 EM traces for profiling and 30,000 traces for attack.

other alignment techniques. We note that the different ratios between the numbers of

profiling and attack traces can be connected to the fact that

The rest of the paper is Organized as followed. Se@ion itisin general more CompleX to prOﬁle a Ieaking device than
introduces the alignment method that we used, the necel attack it once a model is well estimated/]. As a resullt,
sary background on deep Residual Networks and the targfie more secure an implementation (e.g., due to masking or
implementations that we investigated. Sect®describes —Other countermeasures), the larger this ratio can be.
the verification of the ResNet model we adopted regarding
its capability in a side-channel context by analyzing AES
traces obtained from the ChipWhisperer Lite board and th@.2 Alignment method
comparison with the state-of-the-art neural network mod-
els regarding performance. Sectidmand Sectiorb respec- Due to the complex architecture (and potential countermea-
tively show the experimental results for the application ofsures) of our DUT, their raw measured EM traces are very
this ResNet model with the impact of misalignment againstmisaligned. To get better aligned traces for our investiga-
our two main targets, and the comparison of their perfortions, we use the same method as ir]] which exploits
mances. Finally, in Sectiof we further demonstrate the correlation in order to synchronize the EM traces focusing
good generalization of our ResNet model by comparing it®n the leakage part of targeted sensitive data (e.g., the AES
performances with the published optimized ASCAINN  key for the transportation case in Sectiband the AES S-
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box output for the case in Secti@). This method works in
three steps. ‘i
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— Firstly, a searching interva# that contains the operation
to be synchronized is manually selected among all the
traces.

— Secondly, a smaller reference interiglspecific to each
traceq is also manually chosen. 2.3 Deep Residual Network

— For each trace, we finally find the portion to be synchro-
nized by using the second winddBy to search over the Since they have been proposed/applied in the computer vi-
whole intervalA. The right portion is selected as the one sion field with great successes]|[deep ResNets] have
having the maximum correlation with the reference in-been widely applied in different fields such as machine trans
terval. If the correlation is lower than a given thresholdlation [30], speech synthesis’{], speech recognition3[]

(chosen by the attacker/evaluator), the trace is assumédd AlphaGo [5]. Thanks to the open source deep learning
not good enough and discarded. libraries Keras ] and Tensorflow ], it is straightforward

to build a model for performing profiling attacks in a side-
channel context. We refer to these original papers for the
details of the method and next list the parameters that we
Note that concretely, this method was usually appliedused in our experiments.
multiple times for each DUT by targeting different time in- The core design idea of ResNets is to extend neural net-
tervals (for both the searching interval and reference-inte works to very deep structures without degradation problems
val). During the measurement, no very distinguishable feathanks to a so-calleshortcut connection. ResNet is a stack
ture close to the target interval can be used to trigger the 0sf residual blocks: each residual block consists of several
cilloscope. So we have to align the traces step by step to gkiyers and a shortcut connection, the shortcut connection
close to the target interval, and then within the targetime  connects the input and output of that residual block. As de-
we do more local alignments. Roughly, we choose new interpicted in Figurel, the latter is inserted in each residual block
vals when the misalignment is getting larger, and we repeaiuch that the gradient flows directly through the bottom lay-
this process until the target interval is well aligned. Télis  ers. Each residual block consists of three basic blocks and
lowed us to recursively improve the alignment for the part ofeach basic block is composed of three layers: a convolu-
the traces that corresponds to the target leakage. Before wienal layery followed by a batch normalization laygr[13]
measure the traces for profiling attacks, we used SPA/SEMAnd a RelLU activation layes [16]. After stacking three
and CPA/CEMA techniques to narrow down the potentialresidual blocks, a global average pooling lagdés adopted
target interval. For DUT1, we first try to find the leakage of (instead of a fully connected layer), in order to reduce the
key data using a CPA by measuring the whole AES encrypaumber of weights to be trained. Finally a softmax layisr
tion command execution with a randomized AES key dataadopted to generate the class label of the input side-channe
per execution, so the interval is rather large. We try differ trace. In summary, the ResNet model can be written as:
ent alignments and calculate the correlation of key data aft I N
each alignment. For DUT2, we cannot find the leakage ofesNet =scdo[go[Boyof[oofoy™ @1, (1)
the S-box output because it is a masked implementation, byfe e, denotes the number of residual blocks (we set it
we figure out which interval |s'l|kely related to AES encryp- to 3 for all our experiments) ana is the number of basic
tion by SPA and SEMA techniques. The length of the targep s per residual block (we also set it to 3 in this work).
interval is changing when the input length is increasing. Inye fyrther use 128, 256 and 256 filters for these three resid-
order to recursively align the traces to the target interval, 5 piocks. That is, all the convolutional layers within one
we accordingly choose the distinguishable feature of moskgjga| block are using the same amount of filters. Fol-

traces step by step. After we recursively aligned the trace'%wing the original ResNet papef][ we also did not use
to the target interval, the segment around the target iaterva dropout layer

of each trace is taken off from the original traces to be used

for profiling attacks. In general, the required time of thés r

cursive alignment process depends on the number of traces4 Accuracy, Loss and key rank

the number of sample points per trace and the size of the

chosen interval. For DUT1 it takes less than one hour anéccuracy andLoss are twin metrics that are widely used in
for DUT?2 it takes about 7 hours. the machine learning community to monitor and evaluate

Fig. 1: Structure of ResNet.
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neural network models. Training accuracy is the successft Rank of 16 Sboxes AES subkey with ResNet model -- CWL
classification rate over the training data and training less
the error rate over the training data. After each epoch, th
trained model is applied to the validation data to calculate
validation accuracy and validation loss. These two value
indicate how good the trained model is at predicting output:
for inputs it has never seen before. Validation accuracy in
creases initially and saturates as the model starts to bverf

We also use the key rank (i.e., guessing entropy) as clssic oo
metric for side-channel security evaluatioGs] Sbox14
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In order to verify that the ResNet model is applicable in aFig. 2: Rank of correct subkey candidates of all 16 S-boxes

side-channel context, we used it to analyze an unprotectevt‘:fIth CWL data set.

AES implementation on the ChipWhisperer Lite board, and

fed the Hamming weight of the first-round S-box outputs

into the ResNet model as described2r8. We then per- observed that our ResNet model compares positively to the

formed key recovery by classifying the Hamming weight ofothers (in terms of convergence).

the S-box outputs of the attack traces and translating this

into key information. We followed the best practice of deep

learning to use balanced data per class (also for our other ex )

periments), and we captured 90,000 profiling traces as meff- Experimental results on DUT1 (AES key transfer)

tioned in Sectior2.1 Due to the uneven distribution of the 9 ) ] ) )

Hamming weight classes, in the end we have only 320 prowe start with an analy_3|s of a key traqsp_ortatlon layer Whlc_h

filing traces per Hamming weight class. We use 20% profiliS & less usual _target in the academic literature, but a qmte

ing traces as validation data to improve the training of thdMPOrtant one in industry. The fact that key transportation

weights and 3,000 sample points per trace to feed into thigaks mformatlon on the kgy is indeed a crltlcal-weakness.

ResNet model. Figur2 displays the rank of the correct sub- N this context, our profiling traces are obtained by ran-

key candidates of all 16 S-boxes. As can be seen, with a feflomizing all the 16 bytes of AES key and fixing the 16-

attack traces the correct subkeys of S-box 8 and S-box 1@Yt€ AES input to execute AES encryption (the fixed input

can be disclosed. All the other S-boxes show similar resultdat@ is not detrimental since we are targeting the key trans-

except that S-box 15 needs a few hundred traces to recovaprtation). For the attack traces, it is pretty differene are

the subkey. For the CWL experiments, we use a batch siZ8"9€ting the value of the first byte of a 16-byte AES key

of 32 and 100 epochs, “Adadelta” optimizer with an initial conS|der|ng the_other bytes are leaking in a similar way. We

learning rate of 1.0, adaptively reducing the learning ratg@ndomize the first byte fromx00 to FF, so that we have

with a factor of 10 if the validation loss is not decreased226 classes of attack traces for it and set the other 15 bytes

within 5 consecutive epochs. to fixed random values. That is a realistic scenario that the
attackers normally encounter: when an attacker wants to at-
tack a fixed AES key, he needs to attack the AES key bytes

3.1 Performance comparison with the state-of-the-art one by one while the other bytes are fixed random values.
From a security evaluation viewpoint, we want to simulate

To compare the performance of our ResNet model with othelhe attack scenario as realistic as possible. The key bytes

state-of-the-art neural networks in a side-channel cantexcannot be changed and we cannot attack all ti&gssible

we performed the similar attacks using other three neurdfeys (for 16-byte AES key). We still want to evaluate how

network models published inl}p,20,27]. well we can correctly identify all 256 possible values of one

Those three models are the best ones according to théiey byte (consider it as an example of all 16 bytes), so nor-

experiments and we are using their default hyper-parametemally we choose one example byte and vary it frorn@D

(We did not have enough information to replicate the CHESo0 OxFF, but the other 15 bytes are fixed random values just

2017 CNN model §]). We adapt those models to 9 Ham- like what the attacker will face for attacking a 16-byte key .

ming weight classes. Figucompares the rank of correct We use 256 classes of profiling traces to train the ResNet

subkey candidates of S-box 8 and S-box 16 respectively usnodel, and 20% of profiling traces as validation data to im-

ing our ResNet model and the other 3 models. It can b@rove the training. We then use the trained model in order
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many classes can be correctly identified. From attack pel
spective, it is a profiling-based SPA attack. So we conside .
the percentage of correctly identified classes during the a
tack phase. For the DUT1 experiments, we use a batch si. 45 |
of 32 and 40 epochs, “Adadelta” optimizer with an initial
learning rate of 1.0, adaptively reducing the learning rate  ss
with a factor of 10 if the validation loss is not decreased
within 10 consecutive epochs. 45

0 460 860 1260 1660
For this target, in order to figure out the impact of mis- (b) MisAligned
alignment with regards to the deep learning attacks, we con-
duct the deep learning attacks using the same ResNet modgly, 5: SOST traces of aligned and misaligned EM traces of
with two data sets: aligned traces (applying our syncheniz pyT1.
tion method 6 times) and misaligned ones (applying our syn-
chronization method 4 times). This impact of the alignment
is visually illustrated by Figurd.

We further calculate the SOST][trace per data set of
DUT1 as shown in Figurg for better showing the impact of
misalignment.
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Fig. 6: ResNet Model Accuracy with DUT1 data sets.
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Fig. 7: Percentage of correctly identified classes with DUT1
data sets.

4.1 Performance comparison with the state-of-the-art

Similarly, Figure8 shows the percentage of correctly iden-

Both aligned and misaligned traces have 1,600 sampltéﬂed classes using our ResNet model and the other three

points to be fed into the ResNet model, and we are usinmodels with both the aligned and misaligned DUT1 data

the same number of profiling and attack traces and the samgts' As can be seen for both aligned and misaligned traces,

. - .. our ResNet model converges faster and gives better results
batch size for both cases. The training accuracy and Va“dfﬁom the attack perspective (less epochs of training and
tion accuracy (as described in Sectidd) of the ResNet Persp P 9 )

model are given in Figuré. From the profiling perspec- In particular, considering the misaligned traces, our ResN

. - . : . model outperforms the others a lot. It further confirms that
tive, the training accuracy using aligned traces is converg,

ing much faster and higher than the one using misaligneore generalization of the ResNet model is can bing an inter-

traces, although we are using the same ResNet model. Bg§tlng alternative to the other models.

sides, from the attack perspective, as shown in Figutke

aligned traces also show much better percentage of correctl

identified classes results. With aligned traces, the peéagen 5 Experimental results on DUT2 (AES S-box)

of correctly identified classes already reaches 100% after

7 epochs and afterward the percentage of correctly identlWe now consider a more standard attack scenario where an
fied classes is stabilized at 100%. On the other hand, withdversary exploits the leakage of an S-box execution in the
the misaligned traces, the percentage of correctly idedtifi first round of the AES block cipher. In this case, for the pro-
classes reaches 100% after 18 epochs. filing traces, we randomize all the 16 bytes of AES key and



Title Suppressed Due to Excessive Length 7

AES input data to execute an AES encryption. And for the 256 overlapped EM traces -- DUT2 (Aligned_1)
attack traces, we fixed a random 16-byte AES key and rar
domize the input data per trace. Similarly to the previous
section, we train the ResNet model using 256 classes ca
responding to the S-box outputs with the profiling traces 100
and we also use 20% profiling traces as validation data. Fc
the DUT2 experiments, we use a batch size of 32 and 3

200

epochs, “Adadelta” optimizer with an initial learning rate % 200 400 600
1.0, adaptively reducing the learning rate with a factor®f 1 (a) Aligned1
if the validation loss is not decreased within 10 conseeutiv 256 overlapped EM traces -- DUT2 (MisAligned_1)
epochs. : | j

200

To evaluate the impact of misalignment in this attack
scenario, the same ResNet model is again used to perfor
deep learning attacks with aligned traces and misaligne
ones, this time considering three different data sets. én th
first one, next denoted as ti#¢igned_1 data set (applying
our synchronization method 9 times) and shown in the top
graph of Figure9, the traces are well aligned at the leakage
part marked red and every trace has 634 sample points. Tl
second data set (next denoted asriigAligned_1 data set
and shown in the middle graph of Figu®dgcorresponds to
the most misaligned traces. It is obtained by applying the
alignment method only three times to the raw traces. In thi:
case, to include the leakage part in the traces, every trac
consists of 11,598 sample points. Finally, for the last dat: o
set (denoted as theisAligned_2 data set and shown in the
bottom graph of Figur8), we apply only one alignment step
less than what we d(.) for thiligned1 data set. As a result, Fig. 9: 256 overlapped aligned and misaligned EM traces of
the raw traces are aligned very close to the leakage part, thUTZ.
still the traces are not aligned at the leakage interval, an
every trace contains 744 sample points.

100

0 1 1 1 1 1
o 2000 4000 6000 8000 10000
(b) MisAligned.1

256 overlapped EM traces -- DUT2 (MisAligned_2)

200

100

o 200 400 600
(c) MisAligned.2

To further demonstrate the impact of misalignment, we ] that dimensional reduction methods lead to worse results
also calculate the SOST trace per data set of DUT2 as shonH deep learning SCA context

in Figure 10, Following, we further conduct the deep learning attacks

Based on this setup, first we launch the deep learning abn themisAligned_2 data set. For this purpose, we first use
tacks using theligned_1 data set. All the 16 S-boxes are the same ResNet model and the same amount of profiling
getting similar results as depicted in the top graph of Figiraces as what we used in thesAligned_1 data set case,
ure 11. We then performed the same attacks as in the previwhich is 1,000 profiling traces per class of S-box output
ous section against theisAligned_1 data set. In this case, value including 20% of validation traces. In this case, the
it took about one week per S-box for 30 epochs with a sinfank of the correct subkey remained stuck at high values.
gle NVIDIA GTX 1080Ti GPU card, hence highlighting the We next tweak the hyper-parameters of the ResNet model
importance of alignment also for time complexity reasonsand still get similar results. Eventually, we increase then
The attacks took about 4 hours per S-box for 30 epochs fdver of profiling traces to 1,200 and add a dropout layer (with
theAligned_1 data set. Even after running it for a few weeksa dropout factor of () right before the last softmax layer.
with different hyper-parameters (e.g., optimizer, numtfer To speed up the tests, we use dual NVIDIA GTX 1080Ti
residual blocks, number of filters, batch size, number otbBppGPU cards. The best rank results are shown in the bottom
adding dropout layerf] right before the last softmax layer graph of Figurell. We also perform similar attacks (using
in Figure 1), the rank of the correct subkey candidate re-the same ResNet model with the same amount of profiling
mained very low and it was not possible to recover the subtraces and same dropout factor) on the other S-boxes using
keys. This result moderates the intuition that in a deemlear the samenisAligned_2 data set, this time with worse results.
ing context, the best practice is to use the raw data without From the profiling perspective, no big difference could
dimensional reduction, and the previous observationin [ be observed between the training accuracy using aligned
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Fig. 10: SOST traces of aligned and misaligned EM traced L Performance comparison with the state-of-the-art

of DUT2. To further check the performance of our ResNet model, Fig-

ure 12 displays the rank of correct subkey candidates us-
ing our ResNet model and the other 3 models with both
Aligned_1 andmisAligned_2 data sets. For both aligned and
misaligned traces, again, our ResNet model can recover the
correct subkey byte faster than the others. Especiallyhior t

traces from theAligned.1 data set and the one using mis- misaligned traces, our ResNet model outperforms the others
aligned traces from theisAligned_2 data set. alot.

However, from the attack perspective, as can be seen
from Figure 11, the aligned traces show much better key6 Comparison with ASCAD_CNN_Best model using
rank results. With aligned traces, the correct subkey &dile ASCAD data set
ranked at the top position with more than 750 attack traces.
The required number of attack traces for the misaligned casko further demonstrate the generalization of our ResNetihod
is about 16,294 (with more tweaks of the hyper-parameterae compare the rank results of 16 S-boxes based on the pub-
and more profiling traces). We note again the larger ratidished ASCAD data set using both the ResNet model and
between the number of profiling and attack traces, that typithe published ASCADCNN_Best model. For both models,
cally reflects a more challenging target. we use batch size of 100 and 200 epochs (the best choice for
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Fig. 12: Performance comparison of 4 NN models using-ig. 13: Performance comparison of ResNet and AS-
DUT2 data sets. CAD_CNN_Best models using ASCAD data set.

ASCAD_CNN_Best). For the ResNet model, we use “Adadel?aconcILISIOnS

optimizer with an initial learning rate of 1.0, adaptivelrr ]

ducing the learning rate with a factor of 10 if the validation OUr results confirm that neural network models are pow-
loss is not decreased within 10 consecutive epochs. For A Tul tools for black box leakage analysis and demonstrate
CAD_CNN_Best model, we use “RMSProp” optimizer with the good_ generalization of the proposed ResNet model com-
an initial learning rate of 1% and keep it fixed during the pared with the other state-of-the-art NN models in a side-

training (the best choice for ASCACNN Best). channel context. Yet, even with such powerful tools, pre-
) ) processing the leakage traces with alignment/re-synctation
Figure 13 shows the rank of correct subkey candidatesyethods (and possibly filtering, ...) can be highly benefi-

of all 16 S-boxes using both models. For both models, alkjg| 1o the attacks/evaluations’ success. This is true fiiuzn

16 subkey bytes can sgccessfully be recovered using leggi complexity point-of-view, and data complexity is gen-
than 4,000 traces. The first two S-boxes are not masked a'&’ally accounted for the most important complexity measure
the correct key candidates of them can be recovered witly sige-channel analysis. But our second DUT shows that
only 1 trace. For our ResNet model, all the subkey byte is g1so true from the time complexity point-of-view. In-
can be recovered using less than 600 traces. For the A%‘eed, alignment playing the role of data compressing due to
CAD-CNN.-Best model, 15 subkey bytes can be recoveregch shorter interval being used then allows significantly
using around 1,000 traces but S-box 10 requires 3,000 tracgsqycing the number of samples in the traces to be fed to the
to get stable results. It further confirms the gppd genealiz RegNet, which may reduce its execution time from weeks

tion of our ResNet model. to days (or even hours). The latter conclusions naturally be
come increasingly relevant for devices protected with a va-
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riety of countermeasures. As stated in introduction, oarco 9. Kaiming He, Xiangyu Zhang, Shaoging Ren, and Jian Sun. Iden-
clusions are specific to the investigated datasets. Incparti
ular, deep ResNets only outperform other tested models i
our case study (and are not claimed to be universally better,
as popularized by the no-free-lunch theorem). We believe
our concludion regarding the interest and sometimes need
of preprocessing to be more general (since consistently ob-
served with different models and datasets).
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