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Abstract. LWR has been introduced by Banerjee et al. in 2012 as a de-
terministic variant of LWE. Since then, it has found many applications
in the design of symmetric primitives and post-quantum schemes. De-
spite its deterministic nature, LWR is usually analyzed as LWE, under
the (implicit) assumption that no improved attack can take advantage of
the additional structure it provides. In this paper, we tackle this assump-
tion in the context of power-of-two moduli and investigate the security
of LWR against algebraic attacks in depth. For this purpose, we model
its samples as the outputs of a vectorial Boolean function. We first ob-
serve that there are corner cases where the state-of-the-art linearisation
attack of Arora and Ge does not apply. In contrast, we propose the first
LWR-specific cryptanalysis, which applies in any parameter regime as
long as the modulus is a power of two. We combine analyses of standard
criteria such as the algebraic degree and the number of monomials in the
secret with an analysis of the algebraic normal form, that we are able to
express exactly in a compact representation by leveraging group action
theory. Our results exhibit specificities in the structure of LWR that we
are able to exploit. They allow refining and strengthening the under-
standing of this important problem, and systematically improve over the
attack of Arora and Ge. They also put forward new tools for (symmetric)
cryptanalysis, which we believe can be of independent interest.

1 Introduction

State of the art. Hard learning problems are of central importance in post-
quantum cryptography. For example, the Learning With Errors (LWE) prob-
lem [40], and its variants Ring-LWE [38] or Module-LWE [19,35], are used as
hardness assumptions in many encryption and signature schemes, including the
new standards CRYSTALS-Kyber [42] and CRYSTALS-Dilithium [37].

One potential drawback of LWE is that it generates non-deterministic “noisy”
samples. This for example limits its suitability in the design of deterministic
(symmetric) primitives. In order to circumvent this problem, Banerjee et al. pro-
posed a deterministic version of LWE, called Learning With Rounding (LWR),
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where the noise addition is replaced by a deterministic rounding function [10,5].
LWR is known to be asymptotically as hard as LWE and has found applica-
bility in the design of symmetric cryptographic primitives for different appli-
cations [14,9,28,2,24,30,47]. It is also the basis of (asymmetric) post-quantum
cryptographic algorithms such as the SABER encryption scheme [26].

Despite LWE’s solid theoretical foundations [20], the selection of security pa-
rameters for lattice-based cryptosystems is for now mostly driven by heuristic
estimates, based on the best-known attacks [3]. In this context, a usual assump-
tion (e.g. found in the SABER specifications) is that “the hardness of (ring or
module) LWR can be analyzed as an LWE problem, since there is no known at-
tacks that make use of the additional structure offered by these variants”. Such
an assumption is of course questionable given that the aforementioned reductions
between LWE and LWR are not tight for the parameters typically considered in
practice. The lack of a deeper understanding of the differences and similarities
between LWE and LWR, and therefore the lack of LWR-specific cryptanalysis, is
actually mentioned as one of the reasons why the NIST favored an LWE-based
encryption scheme like Kyber over LWR-based ones like SABER [1].

In this paper, we question the assumption that attacks cannot use the struc-
ture offered by certain variants of learning problems, so that their application to
LWE and LWR is identical. In particular, we propose the first LWR-specific (al-
gebraic) attack and focus on the case of a power-of-two moduli 2%, which has been
considered in the design of PRFs [10,5], possibly specialized for distributed key
management [28,30] or leakage applications [28]. Such PRF's are typically instan-
tiated with a large noise level so that they can withstand adversaries obtaining
large numbers of samples. Besides, LWR with power-of-two moduli has also been
considered with more aggressive parameters, e.g. in constructions enforcing that
the noise accumulates [24], where the number of samples is limited [26] or where
additional secrets are used in the primitive [47].

Our contribution. As a first result, we show in Section 2 that the main alge-
braic approach to the cryptanalysis of LWE and LWR, namely the 2011 attack
of Arora and Ge [7], and extensions thereof [3,44,43], does not systematically
work when the modulus is a power of two. This is in line with the recent and
independent work of Chen, Ji & Li [23]. In particular, we exhibit corner case pa-
rameter regimes such that this attack is displayed as the best attack by lattice
estimators whilst it is not applicable. In the same section, we thus introduce an
LWR-specific approach which allows one to mount an algebraic attack regardless
of the parameter regime. By identifying Zsqs and F, we observe that LWR, sam-
ples are produced by a deterministic vectorial Boolean function mapping 2ng-bit
words to p-bit words. Indeed, the LWR function maps (a, z) € Z3, x Z3, (viewed
as F1" x ") to | (@, &) |20, where (a, @) = 327" " a; x x; denotes the dot product
over Zas and where the rounding function |- |o» removes the ¢ — p least signifi-
cant bits. The coordinates of this function allow us to build Boolean polynomial
equations in the secret. For example, the least significant coordinate function
maps (a,x) to the LSB of the sample |({a,x)|s», i.e. the bit of index ¢ — p of
(a,x). The rest of the paper then investigates the extent to which this approach,



besides working generically for any power-of-two modulus, can be improved in
order to be systematically more efficient than the Arora-Ge approach.

We begin by showing in Section 3 that, when using equations derived from the
LSB of the sample, the Boolean systems obtained have at most the same number
of monomials as the systems of Arora and Ge. This is a somewhat surprising
result given the number of variables and degree, which we also derive in the same
section. It allows us to demonstrate that our new approach does not come with
an additional cost compared to Arora and Ge’s, and in fact comes with a direct
improvement by taking advantage of the practical benefits of working over Fs.

Next, we tackle in Sections 4 and 5 a necessary step for the application of most
known-plaintext attack paths relying on Boolean functions! and in particular
algebraic attacks: the computation of the Algebraic Normal Form (ANF), i.e.,
the polynomial representation over Fo. Whilst our (tight) results on the number
of monomials suggest that computing - let alone storing - the ANF is out-of-
reach, we leverage group action theory to show that it is in fact possible using a
relevant system of representatives. This allows us to compute and store a compact
representation of the ANF of the least significant bit of LWR, samples for 2977
up to 16. Interestingly, the size of the system of representatives depends only on
the index of the bit considered and, in particular, not on n. More generally, we
show that understanding the ANFs for n = 2977 allows us to fully understand
the ANF for arbitrary large n values, thanks to scaling theorems.

Finally, we show in Section 6 that we can identify rank defects and spar-
sity phenomena, and leverage them in order to improve algebraic attacks. We
show that our system of representatives together with group action theory allow
computing metrics that are relevant for linearisation attacks. More precisely, for
2977 yp to 23 and for arbitrary n, we identify an improved linearisation family by
grouping monomials that appear or vanish together for any a, yielding a direct
and systematic improvement of linearisation attacks. Furthermore, for 2977 up
to 2% and for arbitrary n, we are able to compute the average number of non-zero
terms per equation, allowing to precisely evaluate whether sparse linear algebra
techniques allow additional improvements. We summarize our findings together
with conclusive remarks and open questions in Section 7.

All in all, we systematically improve the linearisation attack of Arora and
Ge, with the improvement varying depending on the exact parameters consid-
ered. Hence, our results are also the best attack in any parameters’ regime where
Arora-Ge was so far considered the best cryptanalysis method (including regimes
where it is, in fact, inapplicable). To the best of our knowledge, these improve-
ments do not impact existing schemes which either use large noise levels or
limit the adversaries in other ways (e.g., by limiting the number of samples in
SABER). Yet, we believe they can contribute to the general understanding of
LWR and help refining the security estimates of parameter regimes that could
be considered in future use cases. For example, using the linear algebra constant
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w = 3, and for the parameters 2977 = 8, n = 128 (resp. 256), we improve upon
Arora and Ge’s attack by 15 bits, obtaining a concrete complexity of 2119-® (resp.
2134.7) binary operations. More examples (including results with a conservative
linear algebra constant w = 2 as used in the lattice estimator of Albrecht et
al. [3]) and comparisons with the Arora-Ge attack are discussed in Section 7.1,
and our code is available at the link https://github.com/baudrin-j/ac2026_
concrete_hardness_lwr_power_of_two_modulus.

Finally, besides offering a complete characterization of an important attack
vector and exhibiting exploitable specificities in the structure of LWR, we also
introduce tools for the exact modeling of algebraic attacks that may be of in-
dependent interest for cryptanalysis. We hope their application to the under-
standing of the Boolean properties of the dot product can be applied to other
primitives. More generally, we also hope group actions which, to the best of our
knowledge, have hardly been used before to study ANFs (except for theoreti-
cal studies of some Boolean function families [21]), will also find cryptanalytic
applications beyond the LWR case in the future.

General notations. In the following, we denote by Fy := {0,1}. For any n € N,
[0,n] is defined by [0,n] := {0,1,...,n} and for any ¢ € N, the quotient ring
Z/297 is denoted by Zsa. The Hamming weight of a binary vector v € F§ is
denoted by hw(v), the support of v is denoted by Supp(v), and the dot product
of two n-long vectors is denoted by (-, ), or (-,-) if n is clear from context.

2 Algebraic attacks with power-of-two moduli

Whilst the algebraic attack of Arora and Ge is the best attack for ranges of
parameters with low noise and large numbers of samples according to lattice
estimators, we show in this section that the applicability of this technique is non-
trivial when considering power-of-two moduli. We begin this section by briefly
recalling the definitions of the LWE and LWR problems in their power-of-two
moduli versions. We let n, ¢ € N* be positive integers, k € Z3, be a secret drawn
uniformly at random, and x be a Gaussian distribution over Zoq.

Learning With Errors [40]. Learning With Errors (LWE) formalizes the problem
of solving a noisy linear system. In its search version, it consists in finding k € Z3,
given samples from the distribution

DWE — [ (a,(a,k) +e), a7, e x }.

Decision LWE is the problem of distinguishing D"WE from the distribution Dy =
{(a,r) |a & 25,0 & 7).

Learning With Rounding [10]. Learning With Rounding (LWR) can be viewed
as an LWE variant in which the noise is replaced by a deterministic rounding.
In the power-of-two modulus case, letting p € [1,¢q — 1], the rounding function
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|‘]2p : Zos —> Zopr removes the ¢ — p least significant bits. In its search version,
LWR consists in finding k given samples from the distribution

DR = { (a,(a.k)]20), a & 25} .

Similarly to Decision LWE, Decision LWR aims at distinguishing D"WR from
Dy ={(a,r) |a & 28,0 & 20} 2

LWE-to-LWR reductions. Naturally, our results do not contradict security reduc-
tions like [6,13]. These reductions essentially show that there exist LWE samples
such that an LWR sample can be deterministically computed from them. For
example, given an LWE sample (z,y + e) where y = (a,x), if the error e is
known to be in an interval [0,2¢ — 1], any sample such that y + e = 0 mod 2¢
satisfies |y + e|ot = |y]ot. Hence, our work directly applies to the LWE samples
that can be transformed to LWR samples, by paying in data the inverse of the
probability to receive such a sample (2! in the example above).

2.1 The Arora-Ge linearisation technique

We provide a brief description of the algebraic attack on LWE by Arora and
Ge [7]. Assume that the noise is drawn in a finite set F of cardinality |E|. In
this case, for any LWE sample (a, s) where s := (a, k) + €, the secret k is a root
of the following equation:

[[(s—(a.z)—e)=0,
eckE
where (a, x) is the linear equation Zie[[o 1] %% in the unknowns g, ..., z,_1.

If the attacker receives M samples {(a'", S(i))}igﬂl,Mﬂ, she can recover the secret
by solving the polynomial system:

{ H(s(i)7<a(i),a)>fe):0 } .
ecE i€[1,M]

As observed in the original paper of Arora and Ge, this system can be lin-
earised when M is of the order of the number of monomials. This multivariate

polynomial system has n unknowns xg,...,x,_1, and each equation has degree
at most |E|. The system thus has at most ("rblfl) monomials. Straightforward
n+|E|

linearisation yields a time complexity of ( )w, with w the linear algebra con-

|E]
stant (e.g. w = 3 using Gaussian elimination). Subsequent works have studied
the complexity of solving this system using Grobner bases, but their results ap-
ply only when the modulus is either odd [3] or prime [43] - in particular, not a

power-of-two.?

2 The only difference with Dy is that r is drawn in Zs» rather than Zoq.

3 In a nutshell, these results show that the data complexity, which is of the same order
as the number of monomials in the original attack, can be improved at the cost of a
higher time complexity.



In the LWE case, the noise is Gaussian. The aforementioned works [7,3,44,43]
compute the trade-off between a number of samples large enough so that the
system can be solved, and low enough so that the noise belongs to a set E of
smaller cardinality with high probability. We do not go into the details here as
this does not impact our analysis.

The case of LWR. In the case of LWR, the Arora-Ge attack can be adapted
by observing that any LWR sample (a, s := |(a, k) |2») provides an equation in
the secret Heezzq_p (slle — (@, x)) where s||e is the bit concatenation of the p-bit
sample s and the ¢ — p-bit “error value” e.

2.2 On the applicability of the Arora-Ge technique

As previously mentioned, the lattice estimator of Albrecht et al. [4] cites the
attack of Arora and Ge as the best attack for some parameters with low noise,
including with a power-of-two modulus (e.g. similar to the parameters of SABER,
n = 512, ¢ = 2'3, p = 219 but without the existing bound on the number of
samples). Yet, we argue in this section that in this case, the Arora-Ge attack is
not systematically applicable.

An important observation. Essentially, problems arise whenever the set F is a
somewhat large interval. For simplicity, we assume that the cardinality of F is
a power of two |E| := 2°, but it is straightforward to generalise our observation
to an arbitrary cardinality. A trivial yet significant observation is the following.
For any y € Zga, [[.c(y —e) is the product of 2¢ consecutive elements. Among
those elements, 2°~! are even, 2°~2 are dividable by 4, and so on. All in all, for
any y € Zoa, [[.cx(y — e) is dividable by

C

H 226—" _ 22“71 ]

i=1

In particular, the function y — [[.cp(y —€) mod 22 ~! is the zero function.
Thus, whenever 22°~1 > 27 the Arora-Ge equations provides no information on
the secret. In the case of LWR, using the exact same reasoning, the Arora-Ge
equations are the trivial equation 0 = 0 whenever 297 P — 1 > g. For example,
our observation implies that the technique of Arora and Ge is not applicable to
the distributed PRF LaKey [30] which has parameters ¢ — p = 4 and ¢ = 12 so
that 2977 — 1 = 15 > ¢ = 12.

Lattice estimator errors. In the lattice estimator by Albrecht et al. [4], Arora-Ge
is given as the best attack against LWE with parameters

(29,27) € {(27,29), (2°,2%), (2°,2%)}.



and n = 512 (and in fact, most reasonably large n values). This can be verified by
entering the following code with (q1,p1) € {(7,4), (6,3), (5,2)} in the estimator:

params = LWE.Parameters(n=300, g=2**ql,
Xs=ND.Uniform(-2%*q1-1,0), Xe=ND.Uniform(-2*x(ql-p1)-1,0))

LWE.estimate (params)

Yet, in these cases, ¢ — p = 3 and thus 2977 — 1 =7 > ¢q — the attack does not
apply.

Generalizations of the observation. The previous observation stems from the fact
that Zaa is not an integral domain (unless ¢ = 1) and can be generalized to other
rings Zg. In particular, when s admits small prime divisors, such corner cases
will occur frequently. As an example if s = 6 and if F is made of more than 3
consecutive values, then the Arora-Ge equation will provide no information since
a product of three consecutive integers is necessarily dividable by 6.

These observations are in line with the recent and independent work of Chen,
Ji & Li [23].

2.3 On the complexity of the Arora-Ge technique

The previous observation implies that in several cases, the Arora-Ge attack sim-
ply cannot be used in the case of power-of-two moduli. However, for real-life
parameters, the error set F is typically sufficiently small compared to the size
of q. For example, in SABER, ¢ —p = 3 and ¢ = 13 and thus 2777 — 1 < q.
Nevertheless, our observation impacts the concrete complexity of solving the
linearised system.

Solving a (homogeneous) linear system over a (finite) ring is not as straight-
forward as solving it over a field - classical techniques such as Gaussian elimina-
tion must be tailored to make up for the fact that not all elements are invertible.
In the case of Zsq, two approaches can be considered. The first one is to solve
the system directly in the ring, which costs upwards of ¢ - n* binary operations
for a square matrix of size n. In this case, ¢ is of course a generous lower bound
on the constant since any arithmetic operation in Zss beyond addition costs
strictly more than ¢ binary operations [41,15]. The second one, Hensel lifting,
allows in general to obtain a constant equal to g. It simply consists in solving the
system modulo 2, then lifting the obtained solution(s) to find solution(s) mod-
ulo 4, and so on by only solving a Boolean linear system at each step. Details
can be found in [29, Section 15.4]. However, our former observation shows that
it cannot be directly applied to the equations obtained with Arora-Ge. Indeed,
reducing modulo 2¢ for any ¢ < 2¢— 1 yields all solutions in the ring: in this case,
one is again solving the trivial equation 0 = 0. Thus, the smallest ring in which
the equations can be considered is Zgy2c. Solving the system thus costs upwards
of n* - 2¢ binary operations for a square matrix of size n, with ¢ = ¢ — p in the
case of LWR.



2.4 A new Boolean approach

In this paper, we propose a natural yet new approach to the cryptanalysis of
LWR. Instead of looking at the LWR function (@, x) — [(a,x)]2» as a function
from Z%, x Z5, to Zor, we can consider this function as mapping two vectors of
ngq bits to a p-bit vector. By identifying Zos and Fg (i.e. identifying integers of
[0,27 — 1] with their binary decompositions), the LWR function can be seen as
the following wvectorial Boolean function:

(F9)" x (FY)" —

(a,z) — [(a,x) ]| .

In particular, a function that maps two ng-bit vectors (a, x) to any (product of)
bit(s) of (@, x)]2r is a Boolean function. We will show in the sequel that this
approach allows us to generate Boolean polynomial equations which, contrarily
to the Arora-Ge’s equation, provide information on the secret regardless of the
parameter regime. Furthermore, we manage to exploit them in a way that is
systematically cheaper.

In the following, the coordinates of « are indicated by a single subscript:
x = (xg,...,Tn-1) € ZY,. BEach x; € Zsq is a g-bit vector. We refer to the bit of
index j of ; by using a second subscript, x; ; € F2, and reserve bold characters,
e.g. ¢, a,u,v for vectors of Z%,.

Algebraic Normal Form. It is well-known that any Boolean function f: F§ — [Fy
is a multivariate polynomial function in s variables Xy, ..., X;_1. This polyno-
mial representation is unique modulo the field equations X& — Xo,..., X2 | —
Xs—1 and known as the Algebraic Normal Form (ANF) of f. In the following,
any multivariate polynomial will thus by default be considered modulo X? — X;
for all 4. Since the LWR, function is a vectorial Boolean function, each coordinate
or product of coordinates admits an ANF. In particular, it is possible to mount
algebraic attacks on LWR by solving a Boolean polynomial system, as long as
one can compute and store it.

Generically, for any Boolean function F': Z, x Z5, — F3, the ANF of F' is
expressed as F': (a,x) — Zu,vequ Qv (F)a*z? where o, (F) € Fo and

u,v s UV Ui, 5, Vij
ax—Haixi—” Ilai,jxw.

0<i<n 0<i<n 0<j<q

Since we mostly consider Boolean functions, we emphasize that the exponential
notation ;" for integers z; and wu; does not denote the product of x; with itself
u; times, but the Boolean monomial Huﬁéo x;. In the sequel, we will use x to
denote a (modular) integer product.

Example 1. Consider variables a = (ag,a1) and & = (2, 1) in Z3, (each a;, z;
is a ¢-bit variable). Our notations yield

a(l’z)x(o’z) = aéa%x% = Q0,001,171,1 - >



In contexts where we need to refer to the transformation y — y™ as a func-
tion, we introduce the slightly redundant notation 7,,. This is particularly useful
for composition. By definition, when m is of Hamming weight 1, i.e. m = 27, my;
is nothing more than the projection on the coordinate of index j. For example,
s o (@, x) returns the bit of index j of the dot product between a and x. Under-
standing this function’s ANF can be viewed as understanding algebraically the
recursive propagation of the carries through the modular additions and multi-
plications involved in a dot product. When hw(m) > 1, m,, computes a product
of bits (whose ANF will mostly consist of an intricate product of carries).

Important notation. For shorter notation, F"™ stands in the following for the
Boolean function Z%, x Z%, — Fy (a,x) — 7y, 0 (@, x),.

Ezample 2. Since the rounding removes the g — p least significant bits, the func-
tion F2* """ = 7y p 0 (-,-) maps (a,z) to the LSB of the sample |(a,x)|w. >

Known-plaintext setting. Since the LWR function is evaluated on random inputs,
LWR should be studied in the known-plaintext setting. When F' is a function
of public variables a and private variables @, it is convenient to view it as a
polynomial in & with coefficients in Fs[a], i.e. as:

F= Z ay(F)x?, where o, (F) = Z Qyv(F)a® € Fylal. (1)

veZ}, u€ELyy

This decomposition can in fact be transformed by an adversary into an equation.
Indeed, if one has access to both the ANF of F and the value of a sample
a € (Zzq)™, then each evaluation «,,(F)(a) € F2 can be computed and one thus
obtains a Boolean equation in the unknowns .

We therefore distinguish between the set of exponents in a and x on the one
hand, and the exponents in & on the other, that we respectively define by:

Exp(F) = {(u,v) € (N")?, au,o(F) # 0} , Exp,(F) = {v € N, 0 (F) # 0} .

In the previous definition, we let v (resp. u) be a vector of positive integers,
and not of integers modulo 2¢. We will often make use of this notation which
is unambiguous : indeed, if u; > 29 for some 7 then for any * € Zgq, ¥ = 0
since there exists a bit of (high) index j such that u; ; = 1 and x; ; = 0. We also
define the algebraic degree of F' in @ and the coefficients in & of F' by:

deg, (F) == vlam(z%#o hw(v) and Coefficientsy(F) = {ay (F),v € Exp, (F)}.

Finally, for any fixed value a € Z7,, we define the specialized function F, by:

Fo:72% —Fy xw— F(z,a).



3 A new attack path against LWR

3.1 Challenges and objectives of our approach

Our goal is to explore the Boolean modeling of LWR. Overall, switching from
non-linear systems over Zsoq to systems over Fo might seem like a bad idea. In-
deed, independently of the technique that is used, the complexity of solving a
non-linear system is mainly driven by the degree and the number of monomials.
Without further investigation, this therefore implies switching from equations in

Zi9q with at most ("HEFp

294—p
tions which could have up to 2™ monomials in «, or up to Z?:o (
if the degree of the equations was known to be bounded by d.

The main result of this section is that our Boolean point of view does not
come with an increased number of monomials nor a higher complexity. On the
contrary, we prove that the number of monomials in the ANF of the bit of index
297P of (a,x) — (a,x), that is, the least significant bit available to an adversary,
admits at most (";25; p) Boolean monomials, i.e. the exact same number of
monomials as Zgq-equations of degree at most 27977 in n variables. The least
significant bits of the secret can thus be recovered in about (”;2:1; p)w binary
operations, that is, for a cost at least 297 P times lower than the cost of solving
Arora-Ge equations as discussed in Section 2.3. We further show in Section 3.3
that the rest of the secret can also be recovered for a negligible additional cost.

However, this improvement is obtained only if the ANF of each coefficient
in @, i.e. a,(F™™), is known. These ANFs are indeed necessary to derive an
equation in @ from each sample (a, s, ). The coefficients a,, (F™™) are a priori
random-looking polynomials of Fs[a] and it is rare to have information beyond
e.g. a bound on the algebraic degree of symmetric primitives [17,32]. As detailed
in Section 3.4, both the time and memory complexities to compute the ANF
are typically exceptionally high. The goal of Section 5 will be to prove that
this usually prohibitive step can be efficiently achieved in the case of the LWR
function, by taking advantage of symmetries described in Section 4.

For now, we prove in Section 3.2 the announced bound on the number of
monomials in the Boolean coordinates of the LWR function. We then discuss in
Section 3.3 the final step to mount a full key-recovery for a marginal additional
cost (under the assumption that the ANF can be computed).

) monomials in Zyq (see Section 2.1) to Boolean equa-

ng

; ) monomials

3.2 Number of terms of the Boolean coordinates of the dot product

Recall that F™™ stands for the Boolean function Z3, x Z35, — Fy (a,x) —
TTm © <a7 $>n-

ANF of modular addition. To study the ANF of (product of) bits of the dot
product, we rely on the ANF of modular addition, which has been previously
investigated by Braeken and Semaev [18]. We denote by SUM™ the modular
addition of n elements, namely: SUM™ : Z3, — Zo« x — Z?:_Ol x;. BEquiv-
alently, SUM™(x) = (1,x),, where 1 is the all-1 vector of length n. For any

10



n,m € N, the set of n-long vectors that sum to m is denoted by S;, =
e 2

Theorem 1 (ANF of modular addition [18, Theorem 1]). For any m €
N, and any x,y € Zsa, it holds that: (x +y)™ = Y ", a™ “y°. More generally
for any n € N*, it holds that:

Tm 0 SUM™ (@) = > a°. (2)

cesn,

We refer to the original paper for the proof [18, Theorem 1] or to an alter-
native one based on monomial prediction [34, Theorem 2]. It should be noted
that the ANF of m,, o SUM™ does not depend on the size ¢ of the integers.
Indeed, if ¢ € S}},, then each ¢; satisfies ¢; < m and is therefore of size less
than [logy(m)| + 1. This implies that only bits of index lower than or equal to
|logy(m)| + 1 are actually involved. This essentially captures the fact that the
i-th carry depends on the (i — 1) least significant bits of each term — a natural
consequence of the triangular nature of modular addition. Next, we derive the
exact degree and the set of exponents of the functions 7, o SUM™ from the

previous theorem.
Proposition 1. Let n,m € N*. The following statements hold.
(i) Exponents. Exp(m, o SUM™) = S and |Exp(m,, o SUM™)| = ("*mfl).

m

(ii) Degree. deg(my, o SUM™) < m. If m < n, then deg(my, o SUM™) = m.

Proof. (i). This is an immediate rewriting of Theorem 1. The cardinality of S,
is equal to the number of monomials of degree m in n variables (in R[z1,. .., %)
with R an arbitrary ring), which is well-known (see e.g. [7, Section 3]) to be equal
to ("*271) (as a consequence of the “stars and bars” reasoning and Pascal’s
triangle formula).

(ii). For any ¢ € S”, deg(z¢) = Z?:_()l hw(c;) < Z?:_()l ci =m. When m < n,
for any Z C {0,...,n — 1} of cardinality |Z| = m, the vector ¢ = (cg,...,cn_1)
such that ¢; =1 if ¢ € Z and ¢; = 0 otherwise belongs to S, and corresponds to
the monomial ¢ =[], ;" = [[,c7 ®i,0 which has degree m. O
ANF of modular multiplication. We now derive similar bounds for F"™™. To do
so, we also rely on the ANF of modular multiplication as described by Braeken
and Semaev [18].

Theorem 2 (ANF of modular multiplication [18, Theorem 2]). For any
m € N*, and any a,x € Zsa, it holds that:

(axz)™ = Z ad®ghe)
ecsS]

m

vV i€[0,q—1], 2° | e

with for any j, my; o g(€) = \/"2) wyr (2) and h(e) = \/"2) &.
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As pointed out in [18, Remark 2], this formula is not reduced because the function
e — (g(e),h(e)) is not injective: some terms a*z¥ may appear an even number
of times and cancel out.

Ezample 3 (Extracted from [18, Example 2]). Assume m = 5. The ordered par-
titions e of 5 such that 2ile; are (5,0,0), (1,4,0), (1,0,4), (3,2,0). Dividing e;
by 2¢, we obtain the vectors (5,0, O)7 (1,2,0), (1,0,1), (3,1,0). This yields:

(apxx0)® = apxy+ajry+airy+ajry = apry+ajry = ao0T0,070.2+a0,000,.2%0,0-
>
Corollary 1. For any m € N*, it holds that Exp, ((a,z) — (a x 2)™) C [1,m].

Proof. According to Theorem 2, it is sufficient to prove that for any e € SZ,
h(e) C [1,m], i.e. 1 < h(e) < m. By definition, Zg;ol e, =m > 1,50 e #
(0,...,0) and thus h(e) # 0. Furthermore it holds that:

1

[

g e, =m. O

g

_
Q

q

2

h(e) = <

3

I <<

[\3‘@

e;
2

I
=
I
=}

As for modular addition, this corollary captures the ‘triangular nature’* of
the ANF of modular multiplication, easily observed in the classical shift-and-
add multiplication algorithm in base 2. Indeed, the bit of index j of a x x only
depends linearly on ;, non-linearly on bits of index ¢ < j (because of the carries)
and the constant term 1 does not appear (as a x 0 = 0). This corresponds to the
142/ —1=2 terms of (a x )

Finally, we obtain the announced bound on the number of terms in « in the
ANF of (products of) bits of the dot product.

Theorem 3 (Exponents and degree of F™™). For any m,n € N* the
following statements hold.

(i) Exponents. Exp, (F™™") C J, S? and thus |Exp,(F™™)| < (/™) — 1.
(ii) Degree. deg(F™") < m. If m < n, then deg,(F™") = m.
(iii) Variables. F™" depends on at most n - (|logy(m)] + 1) variables of x.

Proof. By Theorem 1, F™™ = % o, H?;Ol(ai x x;)%. For any ¢ € S, and
any 4, by Corollary 1, it holds that Exp,_ ((a; x 2;)) C [[1 ci] Therefore the

monomials * in the ANF of F"™" necessarily satisfy > . 0 u; < ZZ 0 Ci=m
since ¢ € SJr and u # (0,...,0). This directly implies (i), of which (iii) is a direct
consequence since the binary decomposition of m is of size |logy(m)] + 1. The
algebraic degree of such a monomial is equal to >, hw(u;) < Y0 u; < m,
which implies (ii). It holds that deg, (F™") = maxqezy, deg(Fg""). As shown
before, if @ = 1 then FJ*" = (1,x) = 1, o SUM"(x). By Proposition 1, when
m < n, it then holds that deg(F ™) = m, which proves that deg,(F™™) =m
in that case. O

4 This triangularity property being also shared by modular addition, it also extends
to any polynomial function from Zsaa to itself, see e.g. [39].

12



Remark 1. Our experimental results suggest that the inclusion of Theorem 3,
Exp, (F™™) C U:r;l S7?, is in fact an equality whenever m is a power of two.
This has been verified for m up to 16 and for arbitrary large n, thanks to the
dedicated ANF analysis described in Sections 4 and 5. The proof of this fact is

an interesting open question.

Since a and x play symmetric roles in the dot product, the results of Theo-
rem 3 apply to the degree, set of exponents and number of variables “in a”. As
for modular addition and multiplication, Item (iii) above states that the ANF
of F™" (i.e., bits of the dot product) does not depend on the size ¢ of the input
integers. This is again due to the triangular nature of modular operations.

3.3 A solving strategy based on Boolean equations

As announced, applying Theorem 3 to the least significant bit available to an
adversary, i.e. the bit of index ¢ — p (or equivalently m = 297P)® indicates that
the corresponding Boolean equations will have up to (";rqu; p) monomials that
only depends in g —p+1 least significant variables x; ; (0 < j < g—p) for each 1.

This implies that these bits can be recovered by a straightforward linearisation
2

at the cost of about (”;{q;p) in data, (";2,(1:)) in memory and (";2:1))“) in
time.

While the entire secret is not yet recovered, the remaining bits of index
1 > q—p+1 can be recovered for a negligible cost. Indeed, for any ¢, FQZ*”(G,, x)
can be expressed as F2£’”(a7a:) = Z?;Ol ai 0% ¢ + ¢, where the carry ¢, only
depends on bits of index strictly lower than £ of a and @. Since the lower bits of
x are recovered and the ones of a are known, this carry value can be computed
and this provides a Boolean linear equation in n unknowns, g a¢,...,2,_1 .
The most significant bits of the secret can thus be recovered one after the other.
The extra cost corresponds to solving p — 1 linear systems in n unknowns over
F5, which is negligible before the cost of the initial non-linear system solving,
both in time and memory. The data cost is not increased since we leverage the
so-far unused bits of the samples that were collected in the first step.

3.4 Towards the computation of the full ANF

The benefits of this new attack path being clearly established, it remains to gauge
whether or not it can be efficiently implemented. In contrast with the Arora-
Ge equations where for each sample, the coefficients in a can be precomputed
(using multinomial expansions) and quickly evaluated to obtain an equation in
the unknowns, this is clearly less trivial with our Boolean equations.

To the best of out knowledge, the only known generic method to compute
the ANF of a Boolean function in r variables is the binary Mdobius transform. It
has complexity 72”1 (see e.g. [22]), independently of the degree or the number

5 By Theorem 3, since the number of terms, degree and number of variables grow
with m, this seems to be the most reasonable choice.
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of monomials, and is only applicable if the look-up table can be fully computed
and stored. This rules it out in almost all symmetric cryptographic contexts,
including ours, since primitives are designed with a large enough codebook.

When the primitive can be algebraically described in a simple way, for in-
stance as the composition of simple components (such as adder and multiplier
logical circuits in the case of LWR), it is theoretically possible to directly com-
pute the ANF as the composition of the ANF of each sub-functions, or to
use alternative methods® such as monomial prediction or perfect division prop-
erty [45,16,33,32,12]. However, all these methods suffer from the same bottle-
necks and become quickly impractical.

We show in the sequel that computing the ANF of F™™ — more precisely, a
relevant system of representatives of the ANF — is in fact possible. To solve both
memory and computational complexity issues and investigate the ANF for very
large values of n, we rely on a further understanding of the structure of F™™.
In Section 4, we show that F"™™ inherits strong symmetries from commutativity
of modular addition. We exploit those results to:

— reduce the study of the ANF of ™™ to the study of a relevant system of
representatives which captures the full ANF up to permutations, and to
— reduce the study of F™™ for all values m < n to the study of F™™.

The effective computation of the system of representatives of the ANF is de-
scribed in Section 5.

Finally, we provide an in-depth study of the ANF in Section 6. By exploiting
further the symmetries mentioned above, we compute additional metrics such
as an improved upper bound on the dimension of the subspace spanned by
the family of functions (FJ"", a € (Z4)") and the average number of non-zero
terms. As described in Section 7.1, this study allows us to systematically improve
the linearisation attack of Arora and Ge.

4 Formalising symmetries in the ANF of F"™"

In this section, we formalize the significant implications of two simple observa-
tions on the dot product.

1. By commutativity of modular addition, each pair of variables (a;, z;) plays
an identical role. This creates strong symmetries in the ANF of (products
of) bits of the dot product that are detailed in Lemma 2 and Theorem 4.

2. Furthermore, the dot product of n-long vectors can be seen as a dot prod-
uct of n/-long vectors where n < n’ and where the last n’ — n coordinates
are zeros. This implies that the ANF of F™" is “included” in the ANF of
F™"" Theorem 5 below shows a converse property: it is actually sufficient
to understand F™™ to fully understand Fmn’,

To achieve such goals, we rely on the formalism of group actions. Standard
definitions and results on group actions can e.g. be found in [27, Chapter 4].

5 While these formalisms are well-suited to use generic MILP, SAT or CP solvers, esti-
mating their memory and computational complexity remains also an open problem.
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4.1 Action of &,, on Boolean functions

We denote by &,, the symmetric group over the set {0,...,n — 1} and the
composition of two permutations o,7 € &, by o o7 or o7.

Action on vectors. Let E be a set. For any vector w € E™ and any permutation
o € G, we denote by o - u, the permuted copy of u with respect to o, namely:

g-Uu = (Ug—l(o), . ,ug—l(n_l)).

This corresponds to an action of the group &,, on the set £”. Similarly, G,, acts
on pairs of vectors and we denote by o - (u, v) the pair (0 u, o -v) for any n-long
vectors u, v and any permutation o € &,,.

Action on monomials and functions. The group &,, also acts on monomials
by permuting input variables. This is clearly equivalent to applying the inverse
permutation to the vectors of exponents and we denote:

o-(x?) ==z T = (0-x)? and o - (a®x?) = a’ vgT U= (0-a)*(oc-x)".

More generally, for any Boolean function f over Z3, we define o - f as:

o-f = f(g.a;) — Z au(o~:13)u = Z auma_l'u = Z Qg (3)

ueN” ueN” ueN™

For a function F over Z3, x Z3,, 0 - F' can be seen as:

o-F = Z Ao (upya”x’ € Fola,z], oras (4)
u,veEN"

g F=>Y (0-a)(0-2)" =) (0-ayy)x” € Fafalfa]. (5)
'UeNn UeNn

Ezample 4. Let ¢ = (z0,z1), let o be the 2-cycle 0 = (0 1) and let f: Z%l — [y
be defined by f(z) = 23 + 27 = 200201 + 21,1. Then (o - f)(z) = 23 + 22 =
T1,0%1,1+0,1. Next, let F : Z2, x Z2, — F5 be defined by F(a,x) = z3+z?+a;.
Then (o - F)(a,z) = 23 + 22 + a. >

For any of the actions of &,, defined above on a set E (E being a set of vectors,
monomials or polynomials), the orbit and stabiliser of e € E are defined by:

Orb(e) ={o-e,0 € 6,} CE and Stab(e) ={c €&, st.c-e=¢e} CG,.

Note that the set of orbits {Orb(e) | e € E} is a partition of E. Therefore, we
denote by ~ the equivalence relation defined by e ~ €’ if and only if ¢’ € Orb(e).
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Invariance under group actions. Let G be a subgroup of &,,. A Boolean func-
tion f over Z3,, is said to be G-invariant if o- f = f for any o € G or equivalently
if G C Stab(f). The same holds for functions over Z%, x Z%,. By identifying the
coefficients of f (resp. F') with the ones of o - f (resp. o - F') outlined in Eqgs. (3)
to (5), we obtain the following characterizations of G-invariance.

Lemma 1. Let f: Z%, — Fa be a Boolean function and G be a subgroup of &,,.
Then f is G-invariant if and only if:

Vo € G,Vu € N", a5 (f) = au(f).

Lemma 2. Let F': Z5, X Z5, — Fo be a Boolean function of @ and  and G be
a subgroup of &,,. The following statements are equivalent:

(i) F is G-invariant.
(ii) Vo € G,Vu,v € N", g (y0)(F) = auo(F).
(ili) Vo € G,Yv €N", 0 ap(F) = ag-1.,(F).

Finally, we emphasize that the action we consider permutes n tuples of ¢
variables without permuting the q elements of each tuple. The definition of &,,-
invariance is thus more general than the well-known notion of symmetric poly-
nomial [36, Def. 1.73] in ng variables: a symmetric polynomial in ng variables is
G, -invariant, while the converse is not true in general.

Ezample 5. The function f : Z32, — F defined by f(zo, 1) = 20,0201 +Z1,0%1,1

is & -invariant since for any « and any ¢ € S,, o - f(x) = f(x). Indeed
flx) =23 + 23 =23+ 23 = (0 1) - f(z). However, it is not symmetric since
f(xo.1,20,0, 71,1, 21,0) # f(21,1,%0,0,70.1,%1,0)- >

4.2 Symmetries in the ANF of the dot product

We can now capture the strong symmetries of the ANF of the (product of) bits
of the dot product.

Theorem 4. Let n,m € N*. Then F™" is G, -invariant.

Proof. Let ® stands for the coordinate-wise modular multiplication in Zsq. The
announced property is a direct consequence of the commutativity of modular
addition. Indeed, for any o € &,,, SUM"(x) = SUM" (o - «), which implies that:

(a,x), =SUM"(a ® ) = SUM" (0 - (a ® x))
=SUM"((c-a)® (0 -x)) = (o -a,0-x),. O

By Lemma 2, the &,,-invariance of F™" implies that effective gains can be
expected for both computing and storing the ANF of F"™.

— By Item (ii), for any (u,v), all coeflicients (in a and @) o, +(F™"™) with
(z,t) € Orb(u,v) are equal. This implies that investigating (and storing) a
single representative for each orbit is sufficient to understand the full ANF.
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— By Item (iii), the same holds for coefficients in & of F™". In that case, if
v,z € N™ are in the same orbit, the coefficients a,, (F™™) and o, (F™™) are
not necessarily equal but can be computed one from the other by applying
a permutation (or its inverse).

Ezample 6. The ANF of F?? is given by :

Orb((1,0),(1,0)) Orb((1,1),(1,1))

F22 — (L0 (10) | (00500 4 G(LD (1)
a1 520 | g0 £(02) | (2,0)5,(1,0) 4 4(02)4(0,1)

Orb((1,0),(2,0)) Orb((2,0),(1,0))

We observe that a term a*a® appears if and only if all terms in its orbit appear.
Furthermore, the coefficient of &9 is a0 = a9 4+ (29 and it is not
equal to the coefficient of z(®'), namely Q1) = a®b) + 02 despite the
fact that o - (1,0) = (0,1) where o is the 2-cycle (01). However, it holds that
0'71 . 04(1,0) = Qqp,1)- >

The next proposition provides two useful observations on the support of the
exponents of Exp(F"™) that will be decisive to capture the relationship between
the ANF of F™™ and F™" for n > m.

Proposition 2. Let n,m € N*. Let (u,v) € Exp(F™"). Then :

(1) w and v share the same support: V0 <i<n,u; =0 < v; =0.
(ii) This support has cardinality smaller than m: |Supp(u)| = |Supp(v)| < m.

Proof. By Theorem 1, F™" = m,, o (@, x), = ZCES:,LI H;L:_Ol(ai X x;)%. By
Theorem 2, the ANF of (a; x x;) only contains terms of the form a¥z? with
u # 0 and v # 0. Indeed, for any e € N?, it holds that g(e) # 0 if and only
if h(e) # 0 by definition of the functions g and h. Item (ii) can be seen as a
consequence of Item (i) of Theorem 3. Indeed the coordinates of v, which are
positive integers, must sum to less than m so v cannot have strictly more than m

non-zero coordinates. O

Together with Proposition 2, the next theorem allows us to show that the
ANF of F™™ for any n’ > n > m can be built from the ANF of F"™",

Theorem 5 (Scaling of the ANF). Let m,n,n’ € N* with n’ > n > m.
Let F': 75, x Z5, — Fy be a &y -invariant function that also satisfies Items (1)
and (i) of Proposition 2. Then there exists a unique &, -invariant function
F': 75y x 73, — Ty that satisfies Item (i), Item (i) and:
Va,x € Z3,, F(a,z)=F'(a]l0,...,0,2||0,...,0). (6)
—— ——

n’—n n'—n
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Proof. A simple procedure to prove the existence is the following: for each orbit
of monomials that appear in the ANF of F, select a representative a“x? and
add a®z?® to the ANF of F’ where @ = (ul|0,...,0) and © = (v]|0,...,0). Note
that a%z? is equal to a*x? (but the exponents are of length n’ instead of n, with
n’ —n trailing zeros). Then, add all terms in the orbit of a®2?. By construction,
F’ is thus &,/ -invariant, but also satisfies the properties of Proposition 2 (since
these properties are invariant up to permutations). It also satisfies the extension
property: all terms of F' appears in the ANF of F’. For the remaining terms of
F’, all of them depend on at least one of the n’ — n last variables, fixing these
variables to 0 then cancel them all. Regarding unicity, if F” shares the same
properties as F’, then F' — F" is also &,,-invariant and satisfies properties (i)
and (ii). Because F' — F" is 0 for all values (al|0,...,0,2]|0,...,0), either all
its terms involve one of the n’ — n last pairs (a;, z;), or it is the zero function.
But the first case is impossible since any a“xv satisfies Supp(u) = Supp(v),
and |Supp(u)| = [Supp(v)| < m < n so there always exists o € &,,» such that
o - a®zx" has support within the first n positions. So F/ = F”. O

By Proposition 2, F™" for any m, n satisfies properties (i) and (ii). Further-
more, F™™ and F™"™ for any n’ > n also satisfy Eq. (6) since the n-long dot
product Z?;Ol a;x; can just be seen as a particular case of n/-long dot product

Z?‘:gl a;z; where the last n’ —n a;’s and z;’s are set to 0. In particular, F™"" is
the “n’-extension” of F™", and the constructive proof of existence of Theorem 5
can be used in our context: when m < n < n/, the ANF of F™™ can be fully

deduced from the ANF of F"™™, or, when m = n, from the ANF of F"™™.
Example 7. The ANF of F?2 is given by :

F22 —q(10) 5(10) | 4(0.1)(0.1) 4 4(11)4(11) 4

@10 (20 | q(01)5(02) | (2,0)1(1.0) 4 ¢(0.2)5,(0.1).

By Theorem 5, the fact that the monomial a9 x(29) appears in the ANF of F2:2
implies that it also appears in the ANF of F2* under the form a(1:0:0:0) 2(2.0,0,0) —
a9 g0 Tt therefore implies that a(%1g(0:2) = ¢(0:1.0,0)4(0,2,0,0) 4156 appears
in F24, but also a(0:0:1:0)2(0:0.2.0) apd q(0:0,0,:1)2(0.0.0.2) which did not appear in
F22 but belongs to the orbit of a9 (29 when considering vectors of size 4. >

Combined together, Theorems 4 and 5 state that it is sufficient to study a
system of representatives of the terms of "™ to fully understand all terms of
F™™ for any m < n. In a similar manner, one can prove that studying the terms
of support of size d of F™% is sufficient to understand all terms of support of
size d in F"™"™ with d < n. We show in Section 5 how we leverage these results
to compute, store and analyze a system of representatives of the terms of F"™
in Python, on a 10-year-old standard laptop, in a few seconds for m < 20. The
relevance of storing and computing this succinct representation of the ANF is
illustrated in Section 6, where we provide results such as the average number
of non-zero terms or an upper-bound on the rank of the family of functions

(EI™) qenn for m < 20 and, most notably, for an arbitrary n.
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5 Effective computation of a succinct representation of
the ANF of F™™

In this section, we show how to effectively compute and store the full ANF up
to permutations using the results of Section 4. By &,-invariance of F™™ we
have shown that the coefficient a,, ., of a®x? is equal to the coefficient of any
monomial in Orb(a®x"). In Section 5.1, we show how to compute the value of
the coefficient of a representative monomial of each orbit. Finally, in Section 5.2,
we show how to compute a system of representatives of the ANF of F"™™ in a
suitable form for the cryptanalyst.

In the following, let C™ be a system of representatives of N/ ~, that is, a set
built by picking an arbitrary element in each equivalence class of N*/ ~ i.e. in
each orbit. For any v, we denote by v* the representative of Orb(v), that is, the
unique element in Orb(v) N C™. Similarly, let D™ be a system of representatives
for N xN"/ ~ and (u, v)* be the unique element of Orb(u,v)ND™ for any u, v.

5.1 Computing a system of representatives of the oy, ,

Decomposing F™™ into sums and products of subfunctions. Recall that
Spo= {c eN" | ZZ 0 Ci = m} By Theorem 1, it holds that:

F™"(a,x) E Halxxl

ces?, i=0

Since permuting a vector preserves the sum of its coordinates, it is clear that S},
can be decomposed as a disjoint union of orbits and that C}, := C™ NS}, contains
a single representative of each of these orbits. In particular, one can write

n—1

F™"(a,x) Z Z Haqxxz

ceC;, ¢’€0rb(e) =0

m

We introduce some auxiliary functions H., G, for ¢ € N", that we define by:

n—1 n—1
H.(a,x) = H(ai x ;)% and Ge(a,z) = Z H(ai x ;)
=0 c’€O0rb(e) =0

so that one can express F™"™ as:

F™"™(a,x) ZG a,x) Z Z (7)

ceCy, ceC; ¢’e€Orb(e

We first state important properties of these auxiliary functions.
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Proposition 3. Let ¢ € N™. Then:

(i) For any z € Orb(c), G, = G¢. Furthermore, G is S, -invariant.
(i) For any 0 € 6, 0 - H. = H,-1... In particular, for any z € Orb(c),
H, € Orb(H,) and H. is Stab(c)-invariant.

Proof. Let z € Orb(e). The equality G, = G is an immediate consequence
of the fact that Orb(e) = Orb(z). Before proving the &, -invariance of G, we
show (ii). It holds that:

n—1 n—1
o- Hc(a,m) = H(aafl(l-) X J)U—l(i))c"' = H(aj X xj)CU(J') = H071,c(a,w),
=0 j=0

where the second equality is obtained using the change of variable i = o(j).
The Stab(c¢)-invariance of H, is clear from the previous equality. Regarding the
&, -invariance of G, by the previous equalities, it holds that:

o-Gela,x) = Z o-He(a,x)

¢’€O0rb(c)
= Z Hy-1.o(a,x) = Z Ho(a,z) =Gela,z). O
¢’€O0rb(c) ¢’€O0rb(c)

Theorem 6 below shows that the value of o, (Gce) can be computed by
considering the ANF of a single H./, where ¢’ € Orb(c), instead of all elements
in the orbit of ¢, as the definition of G, suggests.

Theorem 6. Let c,u,v € N* x N". Let E.(u,v) = Exp(H.) N Orb(u,v). It
holds that:
|Ec(u, v)| n!

duo(le) = GO ey o4 2 ®)

Proof. For any (u,v) and any ¢ we have:

au,v(Gc) = Z au,v(Ha-c) = Z ao_l‘(u,'v) (HC)7

c€6,, /Stab(e) c€S, /Stab(c)

since for any o € &, it can be shown that . o(Hs.c) = Qo1.(u,0)(He) using
Proposition 3. Therefore it holds that:

Stab(c)] quw(Ge) = D Ouw(Gre)

TEStab(c)

Z Z adfl-(u,v)(H‘r‘c)

TEStab(c) c€6,, /Stab(T-¢)

Z Z Qr—15-1.(u,v) (Hc)

TEStab(c) 0€S,, /Stab(c)

Z agpA(u,v) (HC) 3

PEG,
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Algorithm 1 Compute_Exp_star_Gc > Computing Expy, ,.(Ge).

: Initialize an empty dictionary MAP and an array Exp_star_Gc.

: Exp_Hc < Compute Exp_Hc > Exp, 5 (He)
: for all (u,v) € Exp_Hc do

Compute (u,v)*

MAP[(u,v)*] +=1

> MAP|(u, v)*] = |Ee((u,v))|
: for all (z,t) such that MAP[(z,t)] # 0 do
if MAP[(z,t)] - n!/(|Stab(e)| - |Orb(z,t)|) = 1 mod 2 then
Append (z,t) to Exp_star_Gc

© %>

return Exp_star_Gc. > Exp}, .. (Ge)

where we use again Proposition 3 for the third equality, but also the fact that
Stab(7 - ¢) = Stab(c) since T € Stab(c). Finally, we obtain

n! n!
Z Ap.(u,w) (He) = [Orb(w, v)| Z Qzp)(He) = [Orb(u, 0] |Ec(u,v)] .

pEG, (z,t)€0rb(u,v)

Efficient computing a system of representatives of the a,,,.’s. The pre-
vious results enable us to simplify the computation of the ANF of F™". By
Equation 7, the ANF of F™"™ is the sum of all G.,c € C}},. By Theorem 6,
any coefficient of G, can be efficiently determined by considering the ANF of
a single He,¢' € Orb(e). Finally, by &,-invariance of G. (Proposition 3), it
is sufficient to determine a single coefficient v, (G.) per orbit to determine
whether the entire orbit appears or vanishes. Based on these results, we devise
two algorithms.

1. First, Algorithm 1 computes a succinct but comprehensive description of
the ANF of G, from the ANF of H., ¢’ € Orb(c). More precisely, it returns
the set Expy, ,(Ge) = {(u,v)* € D" | q(yv)+(Ge) = 1}. which contains a
single exponent for each appearing orbit. The initial computing of the ANF
of H. can be done using a direct and efficient procedure described in the
long version of this work [11, Appendix A.1].

2. Secondly, Algorithm 2 internally uses Algorithm 1 to determine the value of
the set Expg, ,(F™") = {(u,v)* € D" | qy ) (F™") = 1}, which again
contains a single representative per orbit. As implied by the &, -invariance
of F™™ (Theorem 4, Lemma 2), this fully determines all the coefficients of
the ANF of F™™,

All the subroutines of our algorithms are described in [11, Appendix A.1].
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Algorithm 2 Compute_Exp_star Fmn > Computing Expj, ., (F™").

1: Initialize an empty dictionary Coeff _Fmn and an empty array Exp_star_Fmn
2: for all c € C;;, do

3: Exp_star_Gc < Compute_Exp_star_Gc(c) > Algorithm 1.
for all (u,v) in Exp_star_Gc do

Coeff Fmn[(u,v)] +=1

: for all (u,v) in Coeff Fmn do
if Coeff Fmn[(u,v)] =1 mod 2 then
Append (u,v) to Exp_star_Fmn

return Exp_star Fmn > Expj, . (F™™).

5.2 A more convenient representation for the cryptanalyst

The algorithms of the previous section allow us to obtain a succinct description
of the ANF of F™™"™ as a polynomial in @ and in « — a system of representatives
of the exponents (u,v) such that a*x¥ appears in the ANF (i.e., ay o = 1).
However, this representation is not well-suited to the cryptanalyst because the
variables a and x play very different roles: the variables a are public but ran-
dom, whilst the variables @ are secret. As detailed at the end of Section 2.4, a
more convenient representation is to view F""™ as a polynomial in x, with each
monomial & having a coefficient «,, € Fy[a]. Indeed, this allows us to efficiently
compute the polynomial FJ"" in « for any random a.

Recall that Exp,,(F™") = {v € N", a,, (F™"™) # 0}. A priori, the goal of this
section is thus to compute the |Exp,, (F™")| different a,, for all v € Exp,, (F™™").
However, as before, we can exploit the &,,-invariance of F"™": for any v and any
v’ € Orb(v) such that o - v/ = v, the coefficient o, can be computed from o,
aS 0 gy = Qg—1.,, = Q by Item (iii) of Lemma 2. In this section, we thus aim
at computing the following set:

Pairsg (F™") = {(v*, ap+) : v* € Expi(F™™)} .
where ExpZ, (F"") = C" N Expy, (F™") = {v* € C", o (F™") # 0}

Remark 2. We emphasize that we purposefully consider a set of pairs. Indeed,
we do not only want exponents as the cryptanalyst must know the ANF of
each coefficient «,, to build the linearised system. Furthermore, we do not only
want a system of representatives of the coefficients, as in this case, we lose some
important information to build the system:” there may exist v} # v} such that
Q= Qg OT, more generally, vi # v3 such that a,: € Orb(awy).

The following proposition enables us to derive Pairs,(F™™) from the set
Exp}, (F™™) output by Algorithm 2.

" In fact, even in Section 6.2 where we exploit the fact that some monomials in
have the same coefficient, we need to know which ones in order to compute the new
linearisation family.
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Algorithm 3 Compute Pairs Fmn > Computing Pairs, (F™™).

: Initialize an empty dictionary Pairs_Fmn.

: Exp_star_Fmn < Compute Exp_star Fmn. > Algorithm 2.
: for all (u,v) € Exp_star_Fmn do

Compute 7 € G, s.t. 7-v = v*.

Pairs Fmn[v*] + Pairs Fmn[v*] U {a”"*, o € Stab(v*)}.

return Pairs Fmn. > Pairs, (F™™) (as a dictionary).

Proposition 4. Let v € N*. For any t € Orb(v), let oy be a permutation such
that o -t = v. It holds that:

Q,U = E E aTO'tuz.

(z,t)€BExpy ,(F™™) | teOrb(v) TE€Stab(v)

Proof. Tt holds that:

ws Y >

(24)€Bxpy, o (F™") (w,0)€0rb(z,t)

Let (z,t) € Exp}, ,,(F™™) such that ¢t € Orb(v) and let P be the projection
P : (u,v) — wu. Since Orb(z) = P(Orb(z,t)), there exists u such that (z,t) €
Orb(u,v), which is equivalent to (u,v) € Orb(z,t). Moreover, for all such w,
Orb(u,v) NExpy, ,(F™") # 0 which implies that c., ., = 1. Letting oy to be a
permutation such that oy - t = v, we show that

{u, (u,v) € Orb(z,t)} = {70 - z,7 € Stab(v)}.

Let 7 € Stab(v). It holds that (ro¢)~!(70¢ - 2,v) = (2,t), and thus (z,t) €
Orb(ro¢ - z,v). Conversely, let uw such that (z,t) € Orb(u,v). There exists o
such that (o-u,0-v) = (2,t). Since 07t = v, 0~ ! € Stab(v)oy, and 071 = oy
for some ¢ € Stab(v). Thus, u =012 = oy - 2. O

From Proposition 4, we derive Algorithm 3 below that outputs Pairs, (F™™).
All the implementation details and subroutines can be found in the long version
of this work [11, Appendix A.2].

6 Exploiting our succinct description of the full ANF

In the previous section, we presented how to take advantage of the symmetries
of the ANF of ™" to fully capture the ANF without having to fully store it
nor compute it. We implemented the algorithms described above in practice.
They work well and fast on a standard computer for m up to 20. In this section,
we show the relevancy of this succinct description of the ANF. As a main con-
tribution, we show how to compute exact metrics about the Boolean non-linear
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system described in Section 3 for arbitrary large n by only computing and storing
a succinct description of the ANF for n = m. The computation of these met-
rics can be seen as a proof of concept as it illustrates both the efficiency of our
method and the relevance of the system of representatives. Moreover, as detailed
in the sequel, they allow to assess further the security of LWR. In particular,
our results show that we can improve the linearisation attack of Arora-Ge [7]
beyond the natural benefit of working over Fo rather than Zs. (see Section 3.1)
for all parameters considered, with various degrees of improvement.

6.1 Average number of non-zero terms in an equation

Many linear algebra algorithms take advantage of the sparsity of the involved
matrices (e.g. the Block-Wiedemann algorithm [46,25]). It is thus interesting to
measure the average number of non-zero terms in @ in a Boolean LWR equation
when a is uniformly random [31]. This corresponds to the sparsity of a random
row in the linearisation matrix (see [31] for more details).

In our context, this quantity can be computed efficiently. Indeed, by &,,.-
invariance of F™™ for any v* € Exp} (F™™), there exist |Orb(v*)| permuted
copies of au» in the ANF of F™" namely all a,, for w € Orb(v*). The bias
of ay+ (or equivalently the probability p,,. that a,-(a) = 0 when a € Z3, is
drawn uniformly at random) remains unchanged when the inputs are permuted,
and is therefore constant within the orbit of qy« since ay.pr = 01 - @y+. All in
all, over uniformly random a, the expected number of terms in « in the ANF of
F"(x) is given by:

Y (1=pa,.)[Orb(w)] . (9)

v*€Expy (Fmn)

When the number of variables is small and the ANF is available, p, . can be
effectively computed e.g. through a (Fast) Fourier Transform. While Equation 9
depends on the length n of the vector (since the size of each orbit does), the
next proposition states that we can easily extrapolate the results for n > m
from the case n = m. Let 0"~? the zero vector of size n — d. For any v €
N¢ such that |Supp(v)| = d and for any n > d, we denote by Orb, (v) the
orbit of v seen “as a vector of size n”: Orb,(v) == {o- (v|[0"" %) o€ &,}.
Let o € Coefficients, (F"™™). By Proposition 2, for any u € Exp,(«) and any
v such that a,(F"™") = a, it holds that Supp(u) = Supp(v) and thus that
Supp(a) = Supp(v). For any n > |Supp(«)|, we can thus define Orb,(c) in a
similar manner.

Proposition 5. Let v € N" and d = |Supp(v)|. Let a € Coefficients, (F™™"),
and d' = |Supp(a)|. It holds that:

01b, o) = [Oba(o)] - () and [0rb, (@] = [Orbae]- (1)
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Fig. 1: Average fraction of terms in a random equation F"""(x) as a function of
n, for n € [m,4096] w.r.t the spanning families Exp,,(F™™) and Q™™.

Proof. Let I',I" be two distinct subsets of [0,n — 1] of cardinality d. The set
{v’ € Orb,(v), Supp(v’) = I'} is of size exactly Orbg(v). It holds also that:

{v’ € Orb,(v), Supp(v’) =1I'} N{v"” € Orb,(v), Supp(v”) =1"} = 0.
The same holds for « since Supp(a) = Supp(v) for any v such that c,, = . O

As a direct corollary, for n > m, the average sparsity can be efficiently and
exactly computed from the case n = m thanks to the following formula:

> (l—pav*)Orb|Supp(,U*)(’U*)( " ) (10)

*
ot €Bxmg (Fmm) |Supp(v*)]

This is illustrated by the solid-lines of Figure 1; dashed lines are explained later.

6.2 Rank defect for LWR Boolean equations

Identifying a better linearising set. As already observed with Equation 1 of
Section 2.4, expressing F"™ under the form F™" =37 . o, (F™")x? allows
the attacker to build an affine system S of the form

Fm,n(a(O)am) = Yo, F"L7n<a(1)a 13) =Y, e Fm,n(a(M_1)7 33) =YM-1-

where, for any i, a(? is the i-th random-input and y; the corresponding out-
put bit (or product of bits). Each equation is simply obtained by evaluating
all coefficients ., (F™") € Fala] at point a®. In this context, an interesting
metric to evaluate resistance to linearisation attacks is the rank of the polyno-
mial system, that is, the dimension of the Fs-linear space V' spanned by the set
{Fm’7L(a(i)7w)}i€H07M71]] or, more generally, by the set {F[f’"(w)}aezgq.

Assume for example that some monomials £, ..., V=~ always appear and
vanish together in the equations of S. For a linearisation attack, it is then better
to consider the polynomial Zf;ol x¥ as a single auxiliary variable instead of
introducing s independent ones. Terms that appear and vanish at the same
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iy 9. 1Q™"] ;
Fig. 2: TEp_ (P &S & function of n, for n € [m, 4096].

time depending on a are in fact terms which share the same coefficient o €
Coefficients, (F'). We thus express F™" as:

rmn = Z a@, where @, = Z ¥ € Falz].  (11)

aeCoefficientsg (F™>m) vEN"s.t.
a (F™ ™) =q

The set of polynomials Q™" = {Q,,«a € Coefficients, (F"™™)} is a gener-
ating set of V since, by design, any equation can be written as a linear com-
bination of some Q. Its cardinality satisfies |Q™"| = |Coefficientsy (F™™)| <
|Exp, (F™™)| < (") — 1, which implies that it is a (strictly) smaller family
than the family of the appearing monomials. When the first inequality is strict,
a change of linearising set from Exp,, (F"™) to Q™™ improves the complexity
of a linearisation attack from |Exp,(F™™)* to [Q™"[*, sce e.g. [31] and the
theoretical reason of the associated rank defect [8].

Remark 3. Note that |Q™"| is not the rank of the polynomial system, but a bet-
ter upper bound on the rank than the number of monomials. Indeed, there may
exist sets of coefficients that are linearly dependent but not all equal. Computing
the exact rank and an associated basis remains an open question.

We managed to compute the set Q"™ for values of m < 20 and n up to
(an arbitrary value of) 4096. Our results are illustrated in Figure 2, where we
compare |Q™"| to the number of monomials |Exp,(F™")|, the latter value
being easily computed thanks to the results of Sections 4 and 5. As mentioned
in Remark 1, in the case of a power-of-two m, we observed that |Exp,, (F™™)| =
(”flm) — 1, matching the upper bound of Theorem 3.

Our upper bound on the rank suggests that the rank significantly dr'('?gs com-

0.22,0.27,0.45 for n = 64, 128, 256 respectively) but could still tend to ("F™) -1

m

for large values of n. We detail the gains provided by this drop in Section 7.1.
For now, we describe our method for computing Q" ™.

pared to the number of monomials when n is small (when m = 16

Computing a system of representatives of the Q,’s. In Theorem 7, we
provide an orbit-by-orbit decomposition of each @, € Fa[x] defined above and
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show that Q... = 0-Qq. From there, our strategy will again consist in leveraging
these structures to efficiently build a system of representatives of Q™" / ~ from
the output of Algorithm 3 i.e., Pairs, (F™") := {(v*, a+) | ©v* € Expy (F™™)}.

Theorem 7. Let n € N*, a € Coefficients, (F™™). Let BZ be defined as B} =
{w € Expy(F™") | u € Orb(a)}. Then, it holds that:

(i) Qr = Z Z ¥ and (it) for any o € S, QL. , =0 QL.

vEB? weOrb(v)
Q=0

Proof. Item (i) holds because F™"(a, @) = 3, cpxps (Fmn) Dweorb(v) T Cw

by &,,-invariance of F"™™". Ttem (ii) stems from B} = B?., and:
-1
o- E ¥ = E 7 Y= E xt = E xt. O
weOrb(v) weOrb(v) teOrb(v) teOrb(v)
Q=0 Q= Ayt = ar=0-«

Algorithm 4 of [11, Appendix B] thus enables us to compute a system of
representatives of Q™" / ~ using the following strategy. For each a,« output
by Algorithm 3, we efficiently go over Orb(a,+) by leveraging the fact that,
since F™™ is G, -invariant, o - s (F) = ay—1.4+(F) for any o and therefore oy,
is Stab(v)-invariant.® Two things can happen while going through Orb(ay,»):

— Either we detect ay.x € Orb(auy+) such that @y« = up+ for some w* # v*
that we already scanned before. In this case, we add 7% t0 Qu+, as well
as all monomials 7% that satisfy Qur.pr = Qp» .

— If no such element exists in Orb(auy«), then a,« lies in a new orbit that will
have a,~ as representative. Thus we create an entry for Q.. , and add zv
to it, as well as all monomials 27?" that satisty Qr.px = Q.

Since @, is defined (see Eq. (11)) as the sum of all ¥ such that a,, = «, Algo-
rithm 4 of [11, Appendix B] also immediately provides a system of representatives
for the ay,’s.

Scaling of the pairs («, Q). The one-to-one correspondence between the a’s
and Q,’s implies that it is easy to compute the size of |Q™"| for an arbitrary n >
m by scaling the size of the orbits of each a,, in a system of representatives of the
coefficients, namely Coefficients,(F"™™)/~. We obtain the following formula:

n
"] = 2 Orbisupp(a)) (@) - ( ) :
a€Coefficientsy (F™ ™) /v ‘ Supp(a) |

As illustrated in Figure 2, we computed the cardinality of Q"™ for m up to
16 and scaled it for » up to (an arbitrary value of) 4096. It is also possible to
compute the average number of non-zero coefficients « € Coefficientsy (F™™) for

8 In fact, this holds for any coefficient a,, of a &,,-invariant function F: Z% xZ5; — Fs.

27



a uniformly random sample a. It exactly corresponds to the sparsity of equations
w.r.t this new generating set and, similarly to Equation 10, it is given by:

> (1—pa)0rb|supp(a)|(a)( " )

a€Coefficientsg (F™ ™) /v |Supp(a) |

We computed the average sparsity for m up to 8, and Figure 1 displays the value
obtained through scaling for n up to (an arbitrary value of) 4096.

7 Conclusion and open problems

7.1 A systematic improvement over the attack of Arora and Ge

Our techniques allow to systematically improve the attack of Arora and Ge
(or to launch a valid attack when the one of Arora and Ge is not applicable,
see Section 2.2). In Table 1, we compare the cost of a linearisation attack using
the generic method of Arora-Ge, applicable to both LWE and LWR, with our
work. As detailed in Section 2.3, the complexity of applying the Arora-Ge tech-

nique to LWR is at least 2977 - (”+f:7p)w. We look at the LSB of the sample
— which corresponds to m = 297P — since our results show that this yields the
lowest complexities. We provide a comparison with Arora-Ge using two metrics.
First, we compare with the cost improved thanks to the rank drop using the
formula |Q™"|“ (see the dashed curves of Fig. 2).? Next, we compare with the
cost improved by additionally taking into account the average sparsity in this
new representation. We estimate!'® the cost to be 27342 . ppm.n - |Qm7”|5 using
the Block-Wiedemann algorithm [46,25] where ppm.» is the average number of
non-zero terms per equation in the new linearisation family (see Fig. 1).

In Table 1, we propose comparisons for the linear algebra constants w = 3 and
w = 2. This first choice seems fair in the sense that it has no hidden constants as
compared to e.g. Strassen’s algorithm, while the second is here for completeness
as it makes sense from a design perspective (and fairness, as w = 2 is e.g. used
in the lattice estimator by Albrecht et al. [4]). Since the square of the size of
the linearization matrix is a strict lower bound on the complexity of Block-
Wiedemann (see [31]), we do not compare with this method of resolution.

7.2 Open problems

Ezplaining the rank defect. In Section 6.2, we identified a rank defect as |Qyy, 1|
yields a strictly tighter upper bound on the rank than the number of monomials.

9 We emphasize that we verified that our generating family Q™™ allows to recover
the secret as it contains all degree-1 monomials.

19 The constant 27342 is borrowed from [31, Section 5.1]. For a matrix with & rows
and s coefficients per row on average, the authors estimate the time complexity to
be6-s- 52/51 elementary operations where ¢; is the size of a word on the considered
processor. As in [31], we use 1 = 64 yielding log,(6/64) ~ 27342,
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m n 7] Our work | Our work 7] Our work
(rank only) | (rank/sparsity) m " (rank only)
64 2103.4 997.8 2872 64 270.0 265.2
128 [2126.3] 91218 9110.8 198 | 985:2 981.2
8 256 |2149.7 9145.9 9134.7 8 256 |2100.1 997.3
64 2167.7 2],37.2 N/A 64 2113.2 2'1(,)'1})’
211.7 5202.0 142.4 5134.6
16 128 |2 2 ) N/A 16 128 |2 2% i
256 2257.5 22.)11.1 N/A 256 2173.0 21()().:

Table 1: Comparison to the linearisation attack by Arora and Ge [7] using w = 3
(left) and w = 2 (right) with m = 297P,

However, determining the exact rank of the family {F""(x)} remains an

a€Zyy,
open problem. We exploit &,,-invariance, which stems from the commutativity
of addition ; a step towards a full understanding could be to exploit symmetries
coming from the commutativity of multiplication. We refer to [11, Appendix C]

for a first observation of a rank drop associated to this symmetry.

ANF of modular multiplication. It remains an open problem to find an exact
formula for the ANF of modular addition, i.e. with no term cancellation as in
Theorem 2. Our experiments suggest that the bound on the number of terms of
F™™ given in Item (i) of Theorem 3 to be tight when m is a power of two.

On solving strategies. Recall that, by Item (i) of Theorem 3, a necessary con-
dition for &* to appear in F"™" is that the coordinates of u sum to less than
m. This implies that for any fixed i, u; must satisfy u; > 27 for z; ; to appear
and thus the higher j is, the more “costly” x;; is. These asymmetries in the
role played by x;0,...,%; 1 may be beneficial to an adversary, for instance for
guess and solve approaches (or hybrid strategies). As an example, guessing the
LSBs z;0 seems more interesting than guessing more significant bits, e.g. be-
cause highest-degree monomials ezclusively depend on them (since maximizing
the number of variables, implies minimizing the cost of each of them). From a
dual point of view, values of a such that most a; are even (i.e. a; o = 0) lead to
strictly less high-degree monomials. Time-data trade-offs could thus be consid-
ered, and be even more efficient for variants such as Ring or Mod-LWR where
such a property is spread over several equations. Finally, a natural question is
whether it would be possible to use other solving strategies. Grébner bases, for
example, could allow to attack with less samples.

This non-exhaustive list of examples suggests that the Boolean modeling of
LWR leads to new attack paths that deserve further investigation.
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