Simulating Noisy Leakage with Bounded Leakage:
Simpler, Better, Faster
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Abstract. Theoretical treatments of leakage-resilient cryptography typi-
cally work under the assumption that the leakage learned by the adversary
(e.g., about an n-bit secret key) is arbitrary but bounded, in the sense that
the leakage is an ¢-bit string for some threshold ¢ significantly smaller
than n. On the other hand, real-world side-channel attacks on physical
implementations of cryptographic protocols produce leakage transcripts
that are much longer than n. However, unlike the bounded leakage model,
these transcripts are inherently noisy. We would like to generically claim
that cryptographic schemes resilient to bounded leakage are also resilient
to realistic noisy leakages. This boils down to showing that noisy leak-
ages can be simulated using only one bounded leakage query. Prior work
(EUROCRYPT 2021 and CRYPTO 2024) made important progress on
this problem. Yet, barriers to applicability and interpretability remain,
such as the need for large noise levels, the difficulty to estimate the nec-
essary parameters of the leakage distributions, undesirable independence
assumptions, and inefficient simulation in certain regimes. In this work,
we resolve (or make progress towards resolving) these shortcomings:

1. We show that simple modifications to the simulation strategies in
prior work simultaneously allow a cheaper computation of simulation
parameters and better parameters than previous results.

2. Leveraging the first item, we obtain a reduction whose amount of ex-
tra bounded leakage to simulate correlated signals only increases very
mildly. This captures the limited incentive for an adversary to over-
sample a side-channel signal leading to correlated signal, improving
previous results treating these samples as independent.

3. We establish a new “bounded leakage vs. simulation efficiency” trade-
off, roughly trading O(A) bits leaked by the bounded leakage query



for a #A(A)—factor reduction in simulation complexity. This widens
the applicability of our results in the context of computational secu-
rity, as former simulators were only efficient when simulating from
O(log \) bits of bounded leakage, with A the security parameter.
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1 Introduction

Physical implementations of cryptographic schemes are often vulnerable to side-
channel attacks that are not covered by classical theoretical models of security.
This includes, for example, attacks based on measuring the power consumption
or the electromagnetic radiation of a chip, which are cheap to carry out and
have led to serious breaks [39]. The devastating effect of side-channel attacks
has led to the rise of leakage-resilient cryptography, focusing on the design of
cryptographic schemes resilient to a wide class of side-channel attacks.

Leakage-resilient cryptography has seen extraordinary developments over
the past 25 years. However, there remains a mismatch between its theory and
practice. On the one hand, the theory community has mostly focused on the
bounded leakage model, which assumes that the adversary can learn an arbitrary
function of the secret component (say, a secret key) with at most £ output bits,
for some predefined threshold ¢. In particular, £ must be smaller than the secret
key length, as otherwise no security guarantees are achievable. Arguably the
main reason behind this choice is that the bounded leakage model allows us to
obtain clean proofs of security, even for advanced functionalities. See the survey
of Kalai and Reyzin [33] for an excellent account of research in this direction.
On the other hand, real-world side-channel attacks do not inherently produce
bounded leakage. In fact, side-channel attacks produce long transcripts (much
longer than the secret key under attack) that, however, are noisy, and so carry
only imperfect information about the secret key, i.e., noisy leakage [46].

Ideally, we would like to claim that any scheme that is resilient to an appro-
priate amount of efficient bounded leakage is also resilient to a large family of
realistic noisy leakages. Furthermore, we would like there to be simple, trans-
parent methods for practitioners to test whether their noisy leakages fall into
this large family. These noisy leakages are estimated from concrete side-channel
measurements on a given device, combined with some standard assumptions.
And, to top it off, we would like such an “automatic lifting” claim to hold in
the realistic scenario where the adversary can learn multiple correlated noisy
leakages across multiple rounds of computation on the same secret key.

The exploration of these questions was kickstarted by recent works [14, 43]
that consider a general simulation-based paradigm from bounded leakage, which
captures the claims above. More precisely, for some secret X supported on X
and some leakage Z = f(X) from X, with f a randomized leakage function,
the goal is to design a simulator which can only access X through an arbitrary
{-bounded leakage query and, based only on this query and the joint distribution



Pxz, produces a simulated leakage Z such that the secret-true leakage joint
distribution Pxz and the secret-simulated leakage joint distribution Py ; are
close in statistical distance. The main result in [43] is that, if the conditional
distributions Py x—, have small t-hockey-stick divergence with respect to some
distribution @ on average over z ~ Px, i.e.,

Eonpy [SDi(Pzx=0; Q)] = Y Px(2) Y max(0, Pzjx—(2) —2'Q(2)) <6, (1)

then the leakage Z can be simulated from approximately ¢ bits of bounded
leakage to within statistical distance approximately J. Empirically, they give
evidence that concrete leakage models widely used by practitioners (such as
“Hamming weight plus Gaussian noise” and its variants) achieve a good tradeoff
between ¢ and § in Equation (1), leading to good “simulation theorems” from
bounded leakage for such noisy leakages.® Despite conceptually pointing towards
an ideal match between theory and practice, these results remain with a number
of shortcomings that may imply the need for additional heuristics, limiting their
usability and the interpretability of the resulting proof-based security claims:

— High noise requirements. Simulating the generalized noisy leakages of [43] with
bounded leakage and small errors requires high noise levels, characterized by
Signal-to-Noise Ratios (SNRs) below 1072 in the Hamming weight case [38]. In
practice, such SNRs are more likely observed under the heuristic assumption
that side-channel adversaries are computationally-bounded and only exploit
the leakage signal of small (e.g., 8-bit or 32-bit) intermediate computations,
so that the remaining (e.g., 120 or 96) bits produce so-called algorithmic
noise [51]. Ensuring security without such an assumption (i.e., assuming a
128-bit leakage signal) and for larger SNRs would therefore strengthen the
link between theory and practice (i.e., enable to rely only on physical noise)
and allow covering more use cases of less noisy leakage functions.

— Computationally-intensive estimation of parameters. Despite noisy Hamming
weight leakages being a natural first step towards assessing the practicality of
the reductions between bounded leakage and noisy leakage, concrete leakage
functions typically deviate slightly from such an idealized model. A popular
generalization to capture these deviations is to consider noisy linear leakages,
where the Hamming weight function is replaced by a weighted sum of bits [47].
Unfortunately, computing the parameters of the generalized noisy leakages
in [43] becomes inefficient as the cardinality of the leakage function increases.
More precisely, in [43] for each value of ¢, § is computed as

52 Y B(X = 1) / max(0, f. (2) — 2" (2))d=. @)

zeX 2€RFK

The direct computation is unfeasible for 128-bit values, unless the leakage
function has some special structure (e.g., Hamming weight leakages, which

8 These empirical results are obtained by choosing Q = Py.



enable summing over n+ 1 events rather than 2™). As a result, evaluations for
these practically-relevant (linear) leakages were only provided for 8-bit values
so far. Furthermore, as a security parameter, ¢ should typically be less than
2780 This can make the numerical approximation of (2) very challenging
(e.g., if Monte Carlo methods are used). While such an issue could again be
solved under additional heuristics or assumptions, models enabling a more
efficient estimation of the security parameters would also strengthen the link
between theory and practice and allow covering more use cases.

— Physical independence assumptions. Concrete implementations give multiple
leakage samples to the adversaries. To capture this, [43] considers multivariate
leakages Z1,...,Z,,, but only obtain simulation theorems from bounded
leakage under the assumption that the Z;’s are conditionally independent
given the secret X. This assumption is known to be incorrect: signal and noise
correlations have been observed in practice and are recognized as difficult to
deal with in related contexts like masking [6]. So capturing them in reductions
would once more strengthen the link between theory and practice.

— Inefficient simulator. For t > 0, the simulator of [43] runs in time roughly
2¢, assuming oracle access to the joint probability density function Pxz and
to i.i.d. samples distributed according to Pyz. The efficiency of the simulator
is of fundamental importance since it directly impacts the security claims
for (computationally-secure) cryptographic primitives proven in the bounded
leakage model (e.g., simulating with complexity 212® makes claims for AES-
based designs void). So improving it would be a useful contribution.

Contributions. Given this state of the art, our contributions are as follows:

— Simpler and better simulation (Section 3). Our first contribution is a
new simulation theorem for noisy leakages from bounded leakage. It attains
better parameters and allows a simpler computation of simulation parameters
(i.e., the amount of bounded leakage required and the simulation error) than
the previous results of [43], for realistic classes of noisy leakages.

— Sampling from likeliest conditional, maximal leakage (Section 4).
Our second contribution is another simulation theorem which achieves even
better still easy to compute parameters at the cost of harder to sample
distribution Q. Namely, we choose ) proportional to the likelihest conditional
distribution of Z|X = z, i.e., Q(2) o max, Pz x(z|z). This theorem is very
generic and can be expressed nicely in terms of the maximal leakage L(X — Z)
which is a standard leakage measure from information theory [31].

— Treating signal correlations (Section 4.5). A well-known tension be-
tween noisy leakage observed in practice and theoretical bounded leakage
is that while the first one can be represented using a large amount of data
determined by the sampling rate that the adversary uses when measuring, the
second one should be at most a few bits. However, in practice, it is expected
that increasing the sampling rate beyond some threshold should lead to
very correlated signal (and noise), which does not significant increase the
leakages’ informativeness [3]. Existing reductions are unable to leverage such



correlations. We obtain the first reduction whose amount of extra bounded
leakage to simulate correlated signals only increase very mildly.

— Trading bounded leakage for simulation efficiency (Section 5). We
modify the simulator to exploit several sampling distributions (Q;) where
samples from @ are transformed into samples from a well chosen @); using
an extra short hint ¢. This yields a new “bounded leakage vs. simulation
efficiency” tradeoff, roughly trading O(A) bits leaked by the bounded leakage
query for a #A(A)—factor reduction in simulation complexity.

— Applications (Section 6). We discuss different applications of our results
to obtaining cryptographic primitives with computational security under
leakage attacks from the memory and/or the computation.

Differences with respect to the Setting of Masking Compilers. Over the
last two decades, there have been efforts to bridge the gap between theoretical
and practical leakage models in the separate context of masking. We believe
that it is interesting to make a parallel and explain the differences compared to
our setting. Ishai, Sahai, and Wagner [30] designed a compiler that transforms
any stateful arithmetic circuit into an equivalent implementation that is resilient
against (random) probing leakage, where an adversary learns the value of a given
wire with some probability p.? This stimulated a line of work aiming to extend
this result to resilience in more realistic noisy leakage models where the adversary
learns noisy leakage from every wire in the circuit. In particular, the ISW
compiler [30] produces masked circuit implementations resilient to various types
of noisy leakages, where noise is measured according to different metrics (such as
Euclidean norm [46], statistical distance [20, 21, 22], and others [45, 4, 43]).

Our work departs from this line of research in two ways. First, we study
leakage-resilience in a general setting, beyond circuit implementations. Second,
we connect noisy leakage and bounded leakage. The bounded leakage model is
fundamentally different from the probing leakage model. As discussed in [14],
simulating probing leakage from a secret X € {0,1}" using bounded leakage
from X requires = n bits of bounded leakage. It is also not possible to simulate
even simple bounded leakage such as f(X) = X; using probing leakage.

2 Preliminaries

2.1 Notations

Sets may be denoted by uppercase roman letters or uppercase calligraphic
letters such as § and 7. The product distribution P ® @ of two distributions
P,Q is defined by (P ® Q)(z,y) = P(z)Q(y). When P admits a probability
density function (pdf) with respect to Lesbegue measure, we denote it fp so
that P(T) = [ fp(z)dz. Random variables are denoted by uppercase roman
letters such as X, Y, and Z. The probability mass function of a discrete X

9 There are various flavors of probing leakage essentially equivalent to each other.



is refered to as Px. The expectation, variance and support are, respectively,
E[X], Var(X) and supp(X). z ~ P means that x is sampled according to P. U,
stands for the uniform distribution over {0, 1}". We use N (0, X) to denote a zero-
mean multivariate Gaussian distribution of dimension k with covariance matrix
Y € RF*F. When k = 1, ¥ = 02 € R. & is the cumulative distributive function

w2

of N'(0,1) defined by ®(z) = [*_ e\_/; du. The base-2 logarithm is denoted by
log while In denotes the natural logarithm. [2] and [z]| denote the ceiling and
floor of x € R. Let v € R¥ and p > 1, the p-norm of v is ||v||, = (Zle |vg|P)L/P.

We model the secret X by a discrete random variable supported on a finite set
X (e.g. X ={0,1}" for some n). The leakage from X modeled by Z is supported
on R¥ for some integer k > 1. We further assume that for every = € X, the
conditional distribution of Pz x_, exists and admits a density with respect to
the Lesbegue measure. This setting captures most cases of practical interest.

Remark 1 (Concrete cost of oracle accesses). The computational complexity
of the simulation is determined assuming oracle (i.e., O(1)) access to certain
samples and densities. Things are stated this way to have general statements
whose concrete complexity depends on the leakage under consideration (e.g.,
whether the leakage is efficiently computable from the secret or not). This was
also done in prior work (see [43, Remark 2]). Under common assumptions, oracle
accesses are cheap to implement in practice, in which case the stated running
time with oracle access corresponds to the real running time.

2.2 Statistical Distance and Hockey-Stick Divergences

The t-hockey-stick divergences generalizes statistical distance as follows.

Definition 1 (Hockey-stick divergence). Given t € R, the t-hockey-stick
divergence between distributions P and Q, denoted SD:(P; @), is defined as

SD:(P; Q) = sup[P(E) 2'Q(E)]
where the supremum is taken over all events and the worst-case event corresponds
to the set E = {z: fp(z) > 2" fo(z)}.

When P and @ on R¥ admits pdfs fp and fg with respect to Lesbegue measure,
SD¢(P; Q) can be rewritten as

SD:(P; Q) = - max (0, fp(r) — 2" fo(z))dz.

When t = 0, the 0-hockey-stick divergenc is the statistical distance: SDg = SD.

2.3 The Leakage Simulation Paradigm

Simulation of one family of leakages by another was introduced in [14]:



Definition 2 (Leakage simulation). Given two families F(X) and G(X) of
leakage functions from X, we say that F(X) is e-simulatable from G(X) if for
all f € F(X) there is a (possibly inefficient) randomized algorithm Simy such
that

SD (P(X,Z); P(X,Sim;ea”"“))) <e, (3)

where Z = f(X) and the oracle Leak(X, ) accepts a single query g € G(X)
and outputs g(X), and Siml}eak(X") denotes the output of the simulator with
access to this oracle. Furthermore, when G(X) is the family of all £-bounded
leakage functions g : X — {0,1} and Equation (3) holds, we say that F(X) is
e-simulatable from ¢ bits of bounded leakage.

Remark 2. We often think of Sim as made of (possibly randomized) sub-routines
(Sim1, Simsg), where Sim; is an algorithm taking as input a description of f € F(X)
and outputting g € G(X) with state o € {0,1}*, while Sims is an algorithm
taking as input g(X) and o and outputting the simulated leakage Z.

2.4 A Useful Lemma on Rejection Sampling and Applications

The following lemma controls the parameters for rejection sampling according to a
target distribution P using i.i.d. samples from a “source” distribution Q. A proof
of this lemma is implicit [43] for discrete distributions P and @, although this
lemma was not explored to its full potential there. The lemma below generalizes
rejection sampling to the case of continuous distributions P and Q; the proof
can be found in the full version [5].

Lemma 1. Let P and Q be two continuous distributions over R* with pdfs fp
and fq, respectively, such that

SDy(P;Q) = 0.
For an arbitrary integer T, the following algorithm which:

1. Produces T i.i.d. samples z1,...,zp according to Q;

2. Fori=1,...,T —1, accepts and returns z; with probability min (1, 2{?(52));

3. If none of z1,...,2zr—1 were accepted, outputs zr;
has an output distribution that is max(d, (1 — (1 — 8)274)7T)-close to P in SD.

As a consequence, the following simulation theorem for noisy leakages charac-
terized by hockey-stick divergences is proven in [43].

Theorem 1 ([43, Theorem 4], adapted). Let Z be a random variables and
0 € (0,1). Suppose that there exists t € R and a probability distribution Q such
that for all x € X,

SD¢(Pz,; Q) < 4.



Then, Z is max(0, (1—(1—0)27%)T)-simulatable from ¢ = [logy T bits of bounded
leakage. Furthermore, the simulator runs in time ©(T) assuming oracle access
to the pdfs of Q and Pz, for any x € supp(X), and oracle access to i.i.d.
samples from Q. More generally if SDy(Pz,; Q) < 0, then it is € = FEle;] =
E,[max (6, (1—(1—6,)27H7T)]-simulatable. Furthermore, ift > 0, let § = E,[d,

by convezity we have

E,[max(d,, (1 — (1 -6,)27))) <1 -2"9T +5(1 - (1 —-279T).

IfT =2"InL, we obtain e < a+4.

2.5 Dummy Leakage Dimension Can be Removed

The following lemma shows that simulating leakages that do not carry any
sensitive information (i.e., are independent of X) is trivial.

Lemma 2 (Removing Dummy Dimensions). Let Z = (Zy, Z1) be a random
variable modeling a leakage about X . Suppose that Zy is efficiently simulatable up
to SD error € from £ bits of bounded leakage from X, and that Py x = Pz, xQz,
where Q@ = Qz, is efficiently samplable by an algorithm Sampleg. Then, Z is
efficiently simulatable up to SD error € from £ bits of bounded leakage from X.

Proof. By hypothesis, 3 Y € {0,1}! and an efficient algorithm Sim so that

X — ‘ Bounded Leakage ‘ —-Y — — Zgim;

where
SD(PXZOHPXZ(?‘““) <e.

By defining Sim(y) = (Sim(y), Sampleg ()), we directly obtain a simulation of of
the leakage variable Z with total SD error at most ¢. O

3 Simple and Transparent Simulation

In this section, we show that choosing ) # Pz in Theorem 1 uniformly distributed
in a parallelotope containing Z with high probability, we obtain simple simulation
theorems from bounded leakage with various advantages compared to the results
from [43], for a class of noisy leakages that captures a wide range of models
considered by practitioners, formalized by the notion of noisy leakage:

Definition 3. Z supported on R* is (R, M, )-noisy leakage from X if for every
r € X and z € R¥ it holds that fz (2) < M and Pz, (R) > 1.

We then need the following intermediate lemma to obtain our theorem:

Lemma 3. Let Z be (R, M, §)-noisy leakage from X, where R C R* has Lebesgue
measure p(R) > 0. Then, for Q uniform over R, t =log(u(R) - M), and every
x € X we have

SD(Pz,;Q) = Pz,(R) < 0.



Proof. Fix x € X and let fz, be the pdf of Pz, = Pz x—,. Since @ is uniform
over R, it has pdf fg(z) = u(R)~*! for every z € R, and fo(z) =0 for z ¢ R.
Therefore, for every z € R we have

f2.(2) =2'Q(2) = fz,(2) = u(R) - M - W(R) ™" = fz,(2) = M <0,

by definition of M. Consequently, we have

SDu(P:Q) = [ max(0, f7. (=) — 2 fol2))dz = /ﬁ f2.(2)dz = Py, (R).

Rk
by definition of (R, M, d)-noisy leakage. a
Combining Lemma 3 with Theorem 1 immediately leads to the following.

Theorem 2. Let Z be (R, M, d)-noisy leakage from X. Then, Z is max(d, (1 —
(1—6)2=YT)-simulatable from £ = [logy T'] bits of bounded leakage from X where
t = log,(W(R)M). Furthermore, the simulator runs in time O(T') assuming oracle
access to the pdfs of the uniform distribution over R and Pz, for every x € X,
and to i.i.d. samples according to the uniform distribution over R.

For a discussion on the complexity of oracle accesses, see Remark 1.

Simpler and Better Simulation Some remarks are due about Theorem 2.
First, its proof is very simple, on top of the framework from [43]. Second, its
simulation parameters depend only on the Lebesgue measure of the region R
and an upper bound on the pdf of the conditional distributions Z,. These
parameters are easy to compute for realistic noisy leakages. For example, under
the widely used “additive noise” assumption that X € {0,1}" and the leakage
Z satisfies Z = d(X) + N with d : {0,1}" — R a deterministic function (a
popular choice being d(X) = Y7, ¢;X; for some real-valued coefficients ¢;) and
N an independent real-valued noise with fast-decaying tails (a popular choice
being Gaussian noise), then (1) we can take R to be an interval in R, and
(2) sup, fz,(z) < sup, far(z) for all x € {0,1}". Concretely, this means that
w(R) is just the length of an interval in R, and upper bounding the pdfs of
the conditional distributions Z, is equivalent to upper bounding the pdf of A/.
Furthermore, oracle accesses in Theorem 2 are cheap for practically-relevant noisy
(e.g., Hamming weight or linear) leakages and simple regions R.

3.1 Additive Gaussian Noise Leakage

In this section, we discuss an instantiation of Theorem 2 to the special and
practically-relevant case of leakages with additive Gaussian noise. As in [4,
Section 3.3] we use a whitening transform in order to treat this case.

Lemma 4. Consider leakages of the form

Z =d(X)+ N,



where N ~ N(0, X). Let W be a whitening transformation (e.g., W = X% ) and
let Z=WZ = (W-d)(X)+ N, where N=WN ~ N(0,I;). Then, Z can be
efficiently simulated from ¢ bits of bounded leakage from X if and only if Z can
be efficiently be simulated from £ bits of bounded leakage from X.

Proof. Let S be the output of the simulation of Z. Define S = WS to be the
output of the simulation of Z = WZ. Both simulations have the same simula-
tion error with respect to statistical distance. Therefore, we have SD(Z;S) =
supp P(Z € E)-P(S € E) =supp P(WZ € WE)-P(WS € WE) = supi P(Z €
WE)—-P(S € WE) =sups_yxz P(Z € E) —P(S € E) = SD(Z; S).

Hence, without loss of generality, we may always assume that X = I in the
proofs. Furthermore, if the noise is white (i.e., X' = I) then any orthogonal
transformation of the leakage leaves the noise white.

Lemma 5. Let N ~ N(0, 1) and O € Ok(R), then ON ~ N (0, I,).

Proof. The covariance matrix associated to ON is O' IO = 07O = I. a

3.2 Axis-Aligned Parallelotope and Orthonormal Transformation

Let Z = d(X) + N, where N ~ N(0, I;). Since by Lemma 5 any orthonormal
transformation O leaves the noise white, we can transform Z to OZ = (O -
d)(X) + ON in order to find the smallest possible axis-aligned parellelotope
containing (O - d)(X), Ro = {(r1,...,716) | l1 <71 < ug,... .l < rp < ug}.
Up to a translation by (uq,...,ux), we may assume that the parrallelotope is
anchored at the origin

Ro={(r1,-..,m6) |0 <11 <wi,...,0 <71, <wg},

where w; = u; — l; is the width of the parallelotope on the j-th dimension. Let
J & {j| w; =0} C{1,...,k}, then Z; = N7 is independent of X. As a
consequence, Lemma 2 allows us to simulate Z only by simulating Z, = Z ..
Without loss of generality we may assume that Z, = (Z1, ..., Z,), where kg < k.
Hence, we are interested in the parallelotope

R;=A{(r1,...,rk,) |0<71 <wry,...,0 <rp, <wg,,}
with strictly positive widths.

Minimum Volume Enclosing Box Finding the orthonormal transformation O that
minimizes the volume of the smallest axes-aligned enclosing box of a set of points
in R* is known as the minimum volume enclosing box problem in computational
geometry. When k = 2,3 the rotating calliper [48, 50] algorithm provides an
efficient and optimal solution. When k > 3 a computationally efficient suboptimal
solution is to take O as the PCA of the set of points [3]. In particular, if d(X) is
supported on a subspace of R of dimension kg, the PCA will effectively identify
a rotation such that w; > 0 for i < kg and w; = 0 otherwise.

10



3.3 Augmenting the Parallelotope

In order to contain the leakages with high probability and given some § € (0, 1),
we search R§ D R§ such that P(Z, € R§) > 1 —0:

Ri é {(T17"'7rkd) | —ni Srl Swl +n13"-a_nk¢d Srkd kad +nkd}

Since Z, = do(X) + N, where N, ~ N (0, I, ),

P(Z, € RS) > [[(®(ni) + D(n; +w;) — 1).
=1

Choosing the n; constant equal to n, it simplifies to find the smallest n such that

ka
[[@(n) + o +w)—1)>1-0.

i=1

We cannot find a simple closed form expression for n since it depends on all the
w;. However, it is very easy to find a numerical solution to this problem (e.g.,
via dichotomy) since the expression is monotonically increasing with n. In the
sequel, let y(w,d) be the solution to this optimization problem. Observing that
P(n + w;) > P(n), we obtain the following upper bound on :

~(w,5) € {o,qs—l (; (1+0 _5)1;))] .

3.4 Main Results using the Parallelotope

Let Z =d(X)+ N where N ~ N (0, X). Let W be a given invertible whitening
transformation of the noise (e.g., W = X2). Let w = (wy,...,w;) be the
width of a parallelotope of dimension & that contains (W - d)(X). Without loss of
generality, we can assume that w; > wy > ... > wy, and let kg = max{i | w; > 0}.
We therefore obtain the following proposition:

Proposition 1. Let 6 >0, Z, is (R,M = (27r)*k7d,5)—n0isy from X where R
is a kq-dimensional parallelotope with widths w; + 2y(w,0).

Proof. By construction, we already have constructed R such that, P(Z, ¢ R) < 6.
Furthermore, since Z, = d(X) + N,, where N, ~ N (0, I};,), it follows that for all
z € X, and for all z € R¥<,

Faaes(s) = ()% oxp (=l ~ ) ) < (2m) ¥ = .

Theorem 3. Let .
s (=9emF

(0 '
fw () 15, (w; + 2v(w, 8))

11



Then, Z is e-simulatable from £ = [log, T'] bits of bounded leakage from X where

. 1 _ 1 _

7= it [ Dm0 )| < [mbena- e o
5€(0,e] € €

The simulator runs in time O(T) assuming oracle access to x — d(x),X and i.i.d.

samples from the normal standard distribution.

Proof. Let 6 > 0 and Z. be defined as above. By Proposition 1, Z, is (R, M =

(27r)*kT'i ,0)-noisy from X, where R is a k4-dimensional parallelotope with widths
w; + 2y(w,0). It follows from Theorem 2 with @ the uniform distribution on
R of volume u(R) = [I¢, (w; + 2v(w,d)) and ¢ = log,(u(R)M) that Z, is
max(d, (1 — (1 — §)27%)7)-simulatable from ¢ = [log, T'] bits of bounded leakage
of X and simulator complexity O(T"). Now, for a targeted simulation error ¢, the
best simulation parameter T*(¢) that we achieve is

T*(¢) = inf{T | 36 > 0, max(d, (1 — (1 —6)27)T) <&},

)
=inf{T |35 € (0,¢],(1 — (1 —0)27H)T <¢},
. 1 —t\y—1
= dut [ D - -9

) 1 1
= ant [ D= fue)) |

Lemma 2 ensures that if we can simulate Z, using ¢ bits of bounded leakage from
X then we can simulate Z using £ bits of bounded leakage from X. a0

As a corollary we obtain in the single-variate case the following expression:

Corollary 1. Let Z = d(X) 4+ oN(0,1) and w = max, d(x) — min, d(z). Then
Z is simulatable with statistical error e from £ = [log, T'| bits of bounded leakage
from X where

T = [(lni)(—ln (1 T @(11(_16—) §)>)1] .

Furthermore, the simulator runs in complexity O(T) assuming oracle access to
the pdfs of Z and Q and to i.i.d. samples from Q.

Overcoming limitations of prior works. Theorem 2 and Theorem 3 directly
contribute to significantly mitigate two limitations of previous works.

First, and as will be detailed in Section 3.5, we can simulate noisy leakage
with bounded leakage in considerably less noisy contexts than [43], to the point
that applying Theorem 3 is possible without relying on the algorithmic noise
heuristic. This gain derives from our simplified simulation approach, where the
amount of bounded leakage needed to simulate mostly depends on the width of
the (deterministic part of the) leakage function d(x) (i.e., w in Theorem 3).
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Second, our simplified simulation approach allows a much more efficient
estimation of parameters. Namely, the computationally expensive sums/integrals
that were limiting the general application of the theorems in [43] to secrets
X € {0,1}™ with very small n (or leakage functions with small cardinality)
is replaced by the need to characterize the width of the leakage function’s
deterministic part and the noise level (i.e., a covariance matrix in the Gaussian
case). This can be done trivially for the aforementioned linear leakage functions.
Remarkably, the ease of computing parameters extends to larger dimensions
k > 1. In contrast, for the simulation theorems from [43], this computation
becomes extremely expensive as k grows, even for very short secrets X.

3.5 Comparison with [43], Hamming Weight Leakage Model

To compare the theorem above with the result from [43], we consider the simple
Hamming weight leakage model where Z = HW(X) + oN, N ~ N(0,1) is an
independent additive gaussian noise and X is a uniformly distributed secret in
{0,1}™. The signal to noise ratio (SNR) can be computed as SNR = ;% in this
setting. We obtain the curves in Figure la. The approach from [43] only yields
better results for large values of €, which have limited practical interest. By
contrast, for € in the 27!2® range, the slow decay of this former work is a limiting
factor and implies that simulation requires large ¢ values. Our proposal gets rid of
this limitation and succeeds with mild amounts of bounded leakage. As depicted
in Figure 1b, the same conclusion holds for bivariate Hamming weight leakages,
where the adversary gets HW(X) twice with independent noise samples.

n =128, SNR =[0.01, 0.1, 1, 10] n =128, SNR =[0.01, 0.1, 1, 10]

—— Marginal 28
~—— Parallelotope

—— Marginal Composition
e | B e e PPN Marginal exact
—— Parallelotope

0 5 10 15 20 25 30 0 5 10 15 20 25 30
L 2

(a) Univariate Hamming Weight Leakage. (b) Bivariate Hamming Weight Leakage.

Fig. 1: Comparison between our approach and the one from [43] . The number
of bit is set to n = 128. The red curves correspond to Theorem 3 while the
green curve is the main theorem from [43]. For the bivariate case the plain
curve is bound using the composition theorem of [43] while the dotted curve
is optimal (without composition). We compare the results for SNRs ranging in
{1072,1071,1,10}. The lower the SNR, the lower the curve is in the figure.
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3.6 Limitations of the Parallelotope

One remaining problem with Theorem 3 is its dependency on the rank of the
deterministic part of the leakage model (i.e., kq). In particular, and while we
would expect that if wy, ~ 0, the effect of the corresponding dimensions on the
final bound should be mild and vanishing as wy,, approaches zero, this expectation
is not consolidated by provable guarantees. This is reflected by the fact that
even when ¥ — 0, we still have to pay for the 20~ (1 — 3) term in Corollary 1.
Concretely, this problem is due to “jumps” in the parameters each time kg
increases, which is inconvenient since, for leakage models evaluated on real data,
it is very likely to obtain a PCA with close to zero but non zero singular values [3].
In the next section we propose another solution which bridges this gap.

4 Beyond Parallelotopes : Maximal Leakages

A concrete consequence of the aforementioned limitations is that increasing the
number of dimensions of the leakage traces that have to be simulated unavoidably
implies the need of more bounded leakage, as for example captured by the
composition theorems in [43]. Unfortunately, in practice, the size of a leakage
trace is at least partially under adversarial control. That is, by increasing the
sampling rate of an oscilloscope, it is possible to obtain a large number of leakage
samples per operation (e.g., a block cipher round in a hardware implementation).
Yet, it is also expected that all the leakage samples corresponding to an operation
are very correlated. This raises the question whether one can take advantage of
such (signal) correlations in order the improve the results of the previous section.
In this section, we propose another reduction based on a more complicated
sampling distribution ) that solves this problem (and is able to take advantage
of the close to zero but non-zero singular values mentioned above). Interestingly,
this construction provides reduction parameters which can be expressed in terms
of the maximal leakage information measure [31, Definition 1] introduced in
information theory. Note that with this construction we obtain a generic theorem
and we do not rely on the additive gaussian noise assumption.

4.1 Alternative Sampling Distribution : Likeliest Conditional

We consider the alternative sampling distribution ) defined as follows:
Q(z) £ C™! max Py x=2(2),

where C € [1,|X]] is a normalization constant so that @Q is a valid distribution.
In fact, C is the exponential of the maximal leakage whose definition is recalled
below:

AL _ 9L(X—=2Z)
C /zrzneaf((me:z(z) 2 .

Maximal leakage [31, Definition 1] is a standard leakage measure in information
theory which belongs to the broader family of Sibson’s a-information [49].
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Definition 4 (Maximal Leakage). Consider a given channel X — Z the
mazimal leakage provided by Z on X is defined by

L(X = Z) 2 log, < / max pZX(z|x)dz> . (5)

Then, by construction, for
t=1log, C=L(X — 2),
we have for all z, SDy(Pz|x—,; Q) = 0. We then obtain the following theorem:

Theorem 4. Z is e-simulatable from £ = [log, T'| bits of bounded leakage of X
and complezity O(T) where

T= [(1115)(111(1 - Q*WHZ)))ﬂ .

Proof. Z is € = max(0, (1 — (1 — 0)279)7) = (1 — 272X =>2))T_gimulatable from
£ = [log, T'] bits of bounded leakage of X. The minimum value of T that achieves
simulation error € is hence given by T = [(In¢)(In(1 — 2_£(X_’Z)))_1]. O

Remark 3. Implicitly, this improved sampling strategy has the advantage of
grouping the values of x with the leakage channel Pz x_,, which is expected
since they are indistinguishable based on the leakage Z.

4.2 Application to Additive Gaussian Noise

In this subsection, we apply Theorem 4 when Z = d(X)+ N, where N ~ N (0, X).
The first ingredient is to compute maximal leakages for monovariate additive
leakages as it was done for Doeblin coefficient in [4, Proposition 2]:

Lemma 6 (Maximal Leakages for Additive Gaussian Noise). Assume
Z=d(X)+ N,

where N ~ N(0,1) is an additive gaussian noise. Furthermore, let Aq,..., Ay,
be the spacing between the points in d(X) sorted by increasing order. Let A =
Yot A, be the total the width of the deterministic part of the leakages. Then,

cx - 2= ows (143 (05 - 05} ).
<tog, (14m (#(2) 0~ 1)) ).

2m

A

Proof. See the full version [5].



We can then compute easily the maximal leakage in the multivariate case,
since it is sub-additive in the following sense [31, Lemma 6]:

Lemma 7 (Sub-additivity). Let Z = (Z1, Z2) and assume that conditionally
to X, Z1 and Zy are independent. Then:

LIX—=2)<L(X = Z1)+ L(X = Z7).

As a consequence, for additive leakages, the maximal leakage can be easily evalu-
ated using only the widths sides of a parrallelotope supporting the deterministic
part of the leakages. It leads to the following theorem.

Theorem 5. Let Z = d(X)+N where N ~ N (0,X). Let W be a given invertible
whitening transformation of the noise (e.g. W = O - X=% where O is an or-
thonormal transformation). Let w = (wq, ..., wg) be the width of a k-dimensional
parallelotope containing (W - d)(X). Then Z can be simulated from ¢ = [logy T']
bits of bounded leakage from X with statistical error € where

1 LI
i=1 2m

Furthermore, the simulator runs in time O(T).

Again, the parameters can be easily computed as they depend only on the width
of the deterministic part of the leakages. Compared to Theorem 3, the theorem
does not depend on the rank k; which makes its expression more suitable for
practical evaluation. Indeed, as w; approaches zero, 1 + \;”ﬁ approaches 1 so
that the contribution of this term smoothly disappears from the theorem. As a

particular case, we obtain the following expression in the monovariate case:

Corollary 2. If Z =d(X)+ oN(0,1) and w = max, d(z) — min, d(z), then Z
is simulatable with statistical error e from € = [logy, T'] bits of bounded leakage
from X where

T= [(m %)(m(l +2 w%))lw .

Furthermore, the simulator runs in complexity O(T) assuming oracle access to

the pdfs of Z and QQ and to i.i.d. samples from Q.

Overcoming limitations from prior works. Theorem 4 and Theorem 5 solve
one of the most important limitations from the state of the art. Indeed, if Z
contains many correlated samples, then for an appropriate choice of O (e.g.,
using Principal Component Analysis [3]), we can ensure that w; =~ 0 for most
of the w;, so that their contributions cancel. This captures (to the best of our
knowledge, for the first time) the limited interest for an adversary to oversample
her measurements as soon as it mostly adds correlated signal.
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4.3 Limitations of Maximal Leakage

The main drawback of the approach described in this section is that for large ||,
it may be hard to sample from the distribution Q. As an example, if X € {0,1}"
and the leakage model d is linear (i.e., there exists a € R™ such that d(z) =
(alz) = Y1 | z;a;), then computing Q(z) requires finding = € {0,1}" which
minimizes |z — Y., ;a;|. This problem is a variant of the closest subset sum
problem [35] which can be prohibitively expensive for large values of n in general.
In particular, the cost of sampling from @ is higher than for the parallelotope
where the sampling was very cheap. In the next sub-section, we describe an
hybrid approach which efficiently bridges the gap between both approaches.

4.4 Maximal Leakage for Tight Parameters
Parallelotope for Efficient Sampling

To motivate this hybrid construction, we start with two observations:

1. The statistical error in the simulator using a parralelotope is due to the tail
of Pz. The widths of the parralelotope therefore need to increase in order to
contain Pz with high probability and simulate accurately.

2. Using maximal leakages, we can avoid this problem but the corresponding
distribution may be complicated to compute for large alphabets. However, it
is actually easy to compute this distribution when z is not in d(X): it is then
sufficient to know the maximal and minimal value of d(X).

For simplicity, we begin with the monovariate case where Z = d(X)+ N(0,1). Let
dmin = ming d(z), dpax = max, d(z) and w = dpax — dmin. The two observations
motivate to define the following sampling distribution:

Copn(z — dmin);, 2 < dmin,
Q(z) = ¢ C, dmin < 2 < dmax,
CopN (2 — dmax), 2 > dmax,
where Cy, C; are normalization constants so that @ is a valid probability density
function. Now observe that fz<dmm pn (2 — dpin)dz + fz>dmax PN (2 — dpax)dz =
[.copn(2)dz+ [, pNn(2)dz = [pn(2)dz = 1. Then, necessarily, Co + C1w =

1 so that we always have C; = % It follows that SD:(Pz,;Q) = 0 for
all z provided that 2!Cy > 1 and 2¢(1 — Cy)/w > —~—. That is, we need

Vor®
2 > max(Cy?, m) The best choice for Cy equalizes both terms in the
maximum, i.e., Co = (1+ \/%)’1. The corresponding value for ¢ is log, (1 + \/%)
We therefore obtain a simulation with statistical distance error & from £ = [log, ']
bits of bounded leakage from X where

1 1
T= =) (=|1-—— )],
ben (- )|

which is the same parameter that we obtained by upper bounding the maximal
leakage with Lemma 6. We have the following generalization for arbitrary &
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Theorem 6. Let Z = d(X)+N where N ~ N (0,X). Let W be a given invertible
whitening transformation, of the noise (e.g. W = 272 ). Let w = (wy, ..., wy) be
the width of a k-dimensional parallelotope containing (W - d)(X). The Z can be
simulated from £ = [log, T'| bits of bounded leakage from X with statistical error

€ where
1 LA .
T = {(lng)(ln <1ZH1H&%>) w .

Furthermore, the simulator runs in time O(T).

Proof. Let Z. = WZ. Observe that Py |x—, = ®f:1 Pz, ,|x=2- We apply the

same construction to obtain a sampling distribution @); for each Z.; with ¢; =
w k

10g2(1—|—ﬁ). Let Q= Q1®...®Qrand t = ), t; then, SD¢(Py, |x—; Q) < 0.

The theorem follows from Theorem 1. a0

As a consequence, we obtain similar simulation parameters while using a distri-
bution @ which is simple to sample from (since the probability density function
is simple, it can be obtained via inversion of the repartition function).

4.5 Observing Close but not Identical Functions

In this subsection, we first consider simulated multivariate leakages to discuss
the impact of noise and signal correlations in a controlled setup (we then validate
our method with real multivariate leakage in Section 4.6).

We expect from a satisfying theorem that when an adversary oversamples the
leakages (i.e., observes very correlated samples), leading to increasing the size
of the measured traces significantly, the amount of bounded leakage needed to
simulate should not increase. To discuss that, we model both the leakage function
(which differs from the Hamming weight leakage model used in Section 3.5) and
the additive noise between two samples as autoregressive processes. This enables
us to discuss the impact of signal and noise correlations and their interplay.

Let (a|X) £ Y7 ,a;X;. When a = (1,...,1) this corresponds for instance
to the Hamming weight function. We consider k leakage coefficients ay,...,ay
such that

Z=({Xla),....,(X |an)) + N,

where N ~ N (0, X)) and X) = U(p%)lgmgk is the Kac-Murdock-Szeg6 [32]
(KMS) matrix of dimension k and parameter pﬁ scaled by o2, which would
appear if the noise components Ni,..., N; are obtained from a white noise
€1,...,€, of variance o2 via an autoregressive relation of order one defined by
N1 = € and Nyjyq = pﬁNi + (1 - pﬁ)%ﬁi_i'_l. The choice to take pﬁ as
the parameter is made so that for all choice of k, Cov(Ny, Ni) = 02p. (When
k = 2 it reduces to the covariance matrix considered in [4].) We choose the
leakage model coefficient as a; &~ ... ~ ay ~ (1,...,1) which corresponds to a
perturbated Hamming weight leakage model. More precisely, for all j € {1,...,n},
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we draw (aivj)lgigk- as (1, ey 1) +N(O, Ea,k) where Ea,k = Ja(pak_l )1§i,j§k’ is
another KMS matrix of dimension k. The parameter o, controls how far the
coefficients are drawn from the Hamming weight leakage model while p, controls
the correlation between these modications between two time samples. If o, > 0,
as k increases the rank kg of the leakage model (which is the rank of the (k,n)
matrix A obtained by stacking the a;) is quickly equal to the number of bits of
X, (kq = n). Hence, the approach using parallelotope quickly degrades while the
maximal leakage approach better captures that observing close but not identical
leakages does not help the adversary. This shows the effect of oversampling the
measurements to observe increasingly similar leakage functions.

Concretely, we have five parameters in this simulation (k, p, o, pa,04) As
oq — 0 or p, — 1, the observed signal is more and more correlated for the
different samples. As p — 1, the observed noise becomes more and more correlated.
Overall, we can make the following observations from Figure 2:

— If the signal is very correlated, noise correlation is detrimental to the attacker.

— If the signal is less correlated the noise correlation helps the attacker.

— The attacker’s incentive to use more samples (e.g., by increasing the sampling
rate of her oscilloscope) decreases with their signal correlation.

4.6 Targeting Real Measurements

In order to confirm the ability of the previous theorems to deal with correlated
samples as observed in practice, we finally measured a 10-cycle FPGA imple-
mentation of the AES and estimated linear models as prescribed in [47]. We
first modeled the leakage of the first S-box in the first cipher round (and clock
cycle) for this purpose, for which we measured ten (correlated) samples. For
each sample we then estimated the eight (real-valued) weights of a linear model.
We additionally estimated the noise covariance matrix for these samples. The
maximum noise correlation observed between consecutive samples was estimated
at 93%, and dropped at 62% for the most remote samples. The signal correla-
tions turned out to be even higher, with each sample itself strongly correlated
with the Hamming weight model. In Figure 3 we apply our theorem for Z with
k=1,...,10 samples and compare it with the approach of the previous section.
Results obtained via maximum leakages almost superimpose, confirming that
nearly no additional bounded leakage is needed to simulate (very) correlated
samples. By contrast, the approach with the parallelotope requires an amount of
bounded leakage that grows roughly linearly with the number of dimensions.

Note that this theorem is particularly useful for dealing with the (possibly
many) time samples of a single clock cycle in an implementation, which are
expected to be correlated. It is less relevant in the case of samples corresponding
to different operations (e.g., two cycles corresponding to two AES rounds) since
in this case, the side-channel signal is expected to be uncorrelated.
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(c) (p.0.paro) = (0.3,10,1072,0.3) (d) (p, 0, pas ) = (0.9,10,1072,0.9)

Fig. 2: Simulation results for different set of parameters (p, o, pq, o) and k ranging
from 2° to 2'°. We consider a single byte n = 8 in these experiments.

5 Trading Bounded Leakage for Simulation Efficiency

When dealing with a computational objects we sometimes need the simulator to
be efficient, otherwise the mere act of translating the leakage from one family
to another would not preserve the security of underlying object. Eventually,
the simulator behind Theorem 2 runs in time roughly px(R)- M -Inl if Z is
(R, M, §)-noisy leakage from X. Therefore, this result hits the same efficiency
barrier as the results from [43]: the simulation is efficient with respect to some
security parameter A for up to O(log A) bits of bounded leakage. While this
covers many noisy leakage functions of practical interest, we find it natural to
explore efficient simulation beyond the settings with O(log \) bits of bounded
leakage considered so far in the literature.
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Fig. 3: Simulation results for a 10-sample leakage trace with correlated samples
corresponding to one cycle of a 128-bit FPGA implementation of the AES.

5.1 High Level Idea

The original simulation framework in [43] requires that the source distribution @
be independent of X, in the sense that in

SD:(Pz,; Q) = ) max (0, fz, (2) — 2" fo(2))dz < 6, (6)
R
the distributions Pz, are compared to the same @, for all choices of x. We extend
the framework of [43] to choose a potentially different source distributions @, for
each x, which turns out to be the key for the new efficiency vs. bounded leakage
tradeoffs. First, recall that the simulator in the framework of [43]:

1. Generates L = 2¢ i.i.d. samples z1, ..., 2L, according to a fixed in advance
source distribution @);

2. Uses z1,...,2r to create a bounded leakage query to X that, upon seeing
X =z uses z1, ...,z to rejection sample from the true leakage distribution
Pz, and returns to the simulator the selected index i € [L];

3. Outputs the accepted sample z; as the simulated leakage.

This requires log L = ¢ bits of bounded leakage. The statistical simulation error
corresponds to the probability that none of the L samples is accepted.

The bounded leakage query above could, in principle, perform rejection
sampling from Pz_ based on a different source distribution @, depending on the
observed secret x. There is, however, the apparent barrier that the simulator
must generate the i.i.d. samples to be used in the rejection sampling procedure
without seeing X = x. We overcome this by using extra bounded leakage in the
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bounded leakage query to tell the simulator how to transform a sample from some
distribution ) independent of z into a sample from the “correct” distribution
Q. More precisely, the barrier above disappears if the simulator:

1. Generates L i.i.d. samples z1, ...,z according to some fixed in advance
distribution Q;

2. The bounded leakage query sees z1,...,z;, and X = zx, and transforms
z1,...,2r into i.i.d. samples 21,..., 27, from a distribution Q, that depends

on x. This is possible since the bounded leakage query knows z;

3. The bounded leakage query performs rejection sampling from Pz  using
2y 2T

4. Returns the selected index i € [L] to the simulator, along with a short
explanation of how to turn z; into z/;

5. The simulator compute z from z; using the short explanation, and outputs
2z} as the simulated leakage.

This strategy works so long as we can compute z; from z; and a small amount of
bounded leakage. This means that we must choose @) and the tuple of distributions
(Qz)zecx above carefully: On the one hand performing rejection sampling based
on @, should be much cheaper than doing it based on @ to obtain a significant
improvement in the efficiency of the simulator. On the other hand, we must be
careful about not requiring a lot of information (bounded leakage) to transform
a sample from @ into a sample from Q.

We now explain how we construct the Q),’s taking inspiration from Riemann
integration, where the integral of a function is approximated by the integral
of finer and finer step functions. Without loss of generality Z lands in the
interval Z = [0, D] with probability at least 1 — d, possibly with extremely large
D = exp(A). Then, for a parameter d < D, we partition Z into m = D/d disjoint
intervals Zy,...,Z,, each of length d. A first idea for defining @}, would be to
have @, first pick the interval Z; with probability proportional to the likelyhood

that Z,|Z, € T lands in that interval: I;ZZ’” ((IIJ)), and then sample uniformly from

Z;. If we have good control over the maximum of fz_ in Z;, then we could use
the ideas behind Theorem 2 to rejection sample from Z, over Z;, which would be
much cheaper than rejection sampling from Z, based on the uniform distribution
over [0, D]. Furthermore, if we take @ to be uniform over [0, d], then in Step 2
above we can transform z; ~ @ into z; ~ Q, by sampling j € [m] with probability
Pz (Z;) and setting 2, = z; + (j — 1)d. Therefore, in Step 4 above, the short
explanation the bounded leakage query needs to return to the simulator is simply
j, which requires log m bits of bounded leakage.

The above almost works, except that over intervals Z; with extremely small
mass Py, (Z;) the guarantee on fz, that we obtain are not enough for our end
goal of bounding the ratio between fz and Q.. To handle this, we modify the
definition of @), so that




In other words, with probability 1/2 we follow the procedure above, and with
probability 1/2 we sample uniformly from the whole Z = [0, D]. Intuitively, the
second term will handle the intervals Z; with extremely small Pz (Z;). Moreover,
taking @ uniform over [0,d], we only need logm additional bits of bounded
leakage to turn z; ~ Q into z] ~ @, in Step 2 above.

5.2 Splitting The Support

We introduce a generalization of Definition 3 to exploit different maximums in
different sub-intervals of the support of the leakage Z. Later on, we will show
that having a Lipschitz property on the pdfs of Z, for z € X is sufficient to
appropriately bound all such maximums. This can simplify the computation of
simulation parameters with respect to the more efficient simulator designed in
this section.

For the sake of simplicity, we focus on the one-dimensional case where the
leakage Z is supported on R. These results are easily generalizable to Z supported
on R* for k > 1.

Definition 5. Let Z be a random variable supported on R. Let T = (Z4,...,T,)
be a collection of disjoint intervals in R and M = (M j)zex jeim) € RIXIxm 7
is said to be (Z, M, 0)-noisy leakage from X if

— fz.(2) < M, ; forallz € Z;, j € [m], and x € X,
= Eonri [Pz, (Ujepm Zi)l 21— 6.

The following lemma is an important component of the correctness argument
for our more efficient simulator in Algorithm 1.

Lemma 8. Let R be a length D interval in R, and let T = (I4,...,L,) be a
partition of R into disjoint intervals each of length d < D. Suppose that Z is an
(Z,M,d)-noisy leakage from X. For a given x € X with 6, =1 — Pz (R) <1,
consider a distribution Q, with pdf fo, satisfying

Pz, (L)) ,
fq.(2) = 2 (d(zlfai) + %) ,  ifz €T,
0 if ¢ R.

Then, for

t = m[ax] log <2Mw,j (P (T;)-d + D—l]*l)
jelm

it holds that SDy_ (Pz,; Q) < 0.
Proof. See Appendix B. ad

We are now ready to prove the simulation theorem. For simplicity, we focus on
one-dimensional leakage and on the case where R is an interval, but our argument
generalizes beyond that which is presented in Appendix E. For a discussion on
the complexity of oracle accesses, see Remark 1.

23



1 Function Leak (:c, (zi)iE[T])
2 fori:=1to T do
3 sample jo uniformly at random from [m];
4 jl < 0;
5 for c:=1 to B =log(T/a) do
6 sample y according to Pz, ;
7 if y € [a,a + D] then
8 Set j1 € [m] to be the unique index such that y € Z;, ; /* This
loop attempts to sample from Py, |z, cr */
9 break;
10 end
11 end
12 if j1 =0 then
13 return (1,1) ; /* If sampling from Pz |z, cr failed, abort
and output default pair */
14 end
15 sample b uniformly at random from {0, 1};
16 7 Jv;
17 Zi—zi+(a+(j—1)-4d); /* Shift z; to I; to get 2 ~ Qy */
18 if i < T then
19 ‘ with probability szz_;cij()zg) return (4, j);
20 end
21 else
22 return (7,j); /* If first T — 1 samples are rejected, the
T-th sample is accepted */
23 end
24 end
25 end
26 Function Sim*2k(@)
27 Sample z1, -, zr independently and uniformy at random from [0, dJ;
28 1,J < Leak (a:, (zi)iem);
29 Z—zi+(a+(j-1)-4d)
30 return z;
31 end

Algorithm 1: The new rejection sampling simulator. The distribution
Q. is defined in the statement of Lemma 8.
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Theorem 7. Let R = [a,a + D] C R for some a,D € R and T = (Zy,...,Zy)
be a partition of R into m = D/d disjoint intervals of length d. Suppose that Z is
(Z, M, 6)-noisy leakage from X. Then, for any o > 0, Z is (2 + 39)-simulatable
via Algorithm 1 from

{=[t+logln(1/a) +log(D/d)]
bits of bounded leakage from X, where

= 1 (2Mw»~P Z,)-d~' + D! ’1).
BTy o8 (P [P (By) 74 D

Furthermore, the simulator from Algorithm 1 runs in time O(2%log(1/a) - (t +
log(1/))) assuming oracle access to the pdfs of the uniform distribution over
[a,a+ D] and Pz, for every x € X, and oracle access to i.i.d. samples from [0, d]
and Pz, .

Proof. Fix a > 0. We run the simulator from Algorithm 1 with 7" = 2!In(1/c).
First, we claim that Lines 3-17 in Algorithm 1 transform a sample z; into a
correct sample z} of @, for all i = 1,...,T, except with probability 2§ + « over
x ~ Px and the randomness of the algorithm. Observe that if after Lines 4-11 we
have j; # 0, then Pr[j; = j*] = le%gi*) for any j* € [m]. Suppose that j; # 0.
With probability 1/2 we have j = j;. In this case, since Z; is uniformly random
over [0, d], after fixing j the random variable Z! = Z; + (a+ (j — 1)d) is uniformly
distributed over Z;. Therefore, Z! conditioned only on b =1 on Line 5 assigns

density 55{_%3 to all z € Z;. On the other hand, with probability 1/2 we set
J = jo, and so in this case j is uniformly random over [m]. Since z; is uniformly
random over [0, d], it follows that z; = z; + (a + (j — 1)d) is uniformly random
over [0, D].

Putting together the observations above shows that z/ is distributed according
to @, provided that Lines 4-11 produce j; # 0. We proceed to upper bound
the probability that j; = 0 on Line 12 for at least one i € [T]. Call x good if
0, < 1/2, and bad otherwise. Since E,. p, [0] < 4, an averaging argument gives
that Pry.p, [x is bad] < 24. In particular, for 2 good we have

Pr [y ¢[a,a+ D]] =6, <1/2.
y~Pz,
Suppose that z is good and fix an arbitrary ¢ € [T]. The probability that j; =0
on Line 12 in the i-th iteration of the For loop on Line 2 is

6B <27B —q/T

by our choice of B =log(T'/«). Then, a union bound over the T iterations gives
that we have j; = 0 on Line 12 for at least one iteration i € [T'] with probability
at most T - a/T = a.

Suppose that j; # 0 holds for all 4 € [T]. Then, the bounded leakage query
Leak(w, (2i)ie[r)) in Algorithm 1 performs rejection sampling from Pz, based
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on the z’s, which the paragraphs above showed are i.i.d. samples from Q,.
Combining Lemma 8 and Theorem 1 with our choice of T = 2'In(1/«a) gives
that this rejection sampling procedure with L = 2¢1n(1/a) samples produces an
output distribution Py that is €, = max(d,, (1 — (1 —6,)27%)T) close to Pz, in
statistical distance. It follows that

SD(sz;sz) = EQJNPX [SD(PZ 7PZ$)]
< Pr [z is bad] + Z Px(x)-SD(Pz,; Pz_)

x~Px
z is good
< Pr [z is bad]
x~Px
+ > Px(z)-(Pr[Fi€ [T] st j1 = 0|X = 2] + ¢,)
z is good
<26+a+ Y Px(a) e

z is good

<20+ a+E,opy €] <30+ 2.

The second inequality follows from the fact that for good x we have either j; =0
for some iteration ¢ € [T, or, by the paragraph above, Pz and Pz, are e;-close in
statistical distance. The third inequality uses the fact that Pr,.py [z is bad] < 26
and that Pr[j; = 0 for some i € [T]|X = z] < a for all good z. The last inequality
uses the fact from Theorem 1 that E,p, [e.] < a+ § given E,[d,] < 4.

It remains to account for the total amount of bounded leakage output by
the Leak procedure and the overall running time of the simulator. Revealing the
accepted index in the rejection sampling procedure requires log(7T In(1/a)) =
t +logln(1/a) bits of bounded leakage. Additionally revealing j requires logm =
log(D/d) bits of bounded leakage. Therefore, the bounded leakage query leaks a
total of £ = [t + logIn(1/a) 4 log(D/d)] bits.

Regarding the running time of the simulator, first recall that we assume
oracle (i.e., O(1)) access to i.i.d. samples from the uniform distribution over [0, d)
and from Pz , and also oracle access to the pdfs of the uniform distribution
over [a,a + D] and of Pz, for every x € X. Note that the operations in all lines
of Algorithm 1 take time O(1). Therefore, the running time of Algorithm 1 is
O(T - B) = O(2tlog(1/a) - (t +log(1/a))). 0

5.3 Lipschitz-Noisy Leakage

Theorem 7 tells us that we can get a bounded leakage vs. simulation efficiency
tradeoff as long as we control the maximum of fz, in every sub-interval Z;.

For this, we assume the y-Lipschitz property on the pdfs fz_. This motivates
to introduce the (R,~, §)-Lipschitz-noisy leakage:

Definition 6 (Lipschitz-noisy leakage). Let X and Z be random variables
with Z supported on R¥. Let R be a region over RE. We say that Z is (R,7,6)-
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Lipschitz-noisy leakage from X if for each x € X the pdf fz, is vy-Lipschitz °
and ]E:chx [PZI (R)] Z 1-94.

First, we consider the one-dimesnional leakage case. The extended framework in
multi-dimensions is presented in Appendix E. We will soon show that the family
of (R,~, §)-Lipschitz-noisy leakages from X is a subfamily of (R, M = /27, ¢)-
noisy leakages from X. It will also allow us to bound maximums per interval (this
somewhat mirrors the Lipschitz’s functions behavior under Riemann’s integral).

Furthermore, computing the v parameter in the definition of (R, ~, d)-Lipschitz-
noisy leakage is simple if it is easy to compute and bound the derivative of fz, .
For example, this is the case in the “additive noise” case discussed throughout
this work where Z = d(X) + N with NV independent noise with a well-behaved
pdf fur. Typically, v = (v2mea?)~! when N' = N (0, 02).

The following lemma formally captures the connection between the y-Lipschitz
property and the maximum over an interval.

Lemma 9. Let f: R — Rx¢ be y-Lipschitz. Fixz an interval T C R of length d
and let B = fI f(z) dz. Then, max,cz f(x) < max(v/28v,28/d).

Proof. A direct corollary of Lemma 10 in Appendix E with dimension £k =1. O

We can now combine Lemma 9 with Theorem 7 to get a simulation theorem
for Lipschitz-noisy leakage.

Theorem 8. Let R = [a,a + D] for some a,D € R. Let T = (I1,...,Zy) be a
partition of R into m = D/d intervals of length d. Suppose that Z is (R,~,9)-
Lipschitz-noisy leakage from X. Then, Z is also (Z, M, d)-noisy leakage from X
with

Mx,j = max < QPZI (I])"/7 2PZI (IJ)/d> .

In particular, Z is e-simulatable from

{= max( [2+log(D/d) + logIn (5—23(5>—‘ ,
log D+ 3 log(27) + 3 log (D/d) + logh | — ) +1|)
og 5 0g(27) + 7 log ogln p—y

bits of bounded leakage from X.
Furthermore, the simulation runs in time O(1 + /Ddy - log(2/(e — 36)) -

log(Ddy) + log(2/(e — 35))}) assuming oracle access to the pdfs of the uniform

distribution over [a,a + D] and Pz, for every x € X, and oracle access to i.i.d.
samples from [0,d] and Py, .

Proof. See Appendix D. a0

19 A function f : R¥ — R is v-Lipschitz if |f(x1) — f(x0)| < 7||x1 — %ol for all
xo0,%1 € R¥. Note, we can consider the standard ¢2-norm or £>°-norm here.
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Simulation efficiency vs. bounded leakage tradeoffs. We now discuss the
tradeoff between simulation efficiency and bounded leakage that can be achieved
via Theorem 8 compared to our original approach in Theorem 2. For simplicity,
we focus on the case of (R,~,0)-Lipschitz-noisy leakages Z from X, as the main
improvements and underlying ideas are already apparent in this setting.

We begin by working out the application of Theorem 2 to simulating Z. If Z
is (R,~, §)-Lipschitz-noisy leakage from X, then fz_(z) < /27 for all z € R and
x € X (for example, this is implicit in the first case of the proof of Lemma 9).
Suppose that for R = [a,a + D] C R we have E,p, [Pz, (R)] > 1 — 4.

Then, it follows that Z is (R, M = /27, §)-noisy leakage from X, and so
Theorem 2 guarantees that Z is e-simulatable from

ln% 1 1
In(1 D\/ﬂ) € 2

bits of bounded leakage from X.

Furthermore, this simulation runs in time ©(D,/y1In(1/¢)), assuming oracle
accesses.

On the other hand, applying Theorem 8 to Z, and assuming that the product
Dd~ is not extremely small (this ensures the second term dominates the first
term in the expression of £ in Theorem 8), we conclude that Z is e-simulatable
from

1 1 2
0y = PogD 4 3 log(2v) + 5 log (D/d) + logIn <5—35) * 1—‘

bits of bounded leakage from X.

Furthermore, this simulation runs in time O(1 + /Ddy - log(2/(e — 30)) -
[log(Ddy) + log(2/(e — 36))]) , ignoring oracle accesses.

We can observe, that the amount of extra bits of bounded leakage when going
from Theorem 8 to Theorem 2 is A = £, — {; ~ 3 log(D/d), while the simulation
time drops from O(D/7) to O(y/Ddr) (omitting log(1/e) factors in both).

As one illustration of this tradeoff, suppose that D = 29(") and D~ = 200
and that we target a simulation error of ¢ = 27*. In particular, simulation via
Theorem 2 is inefficient in this case, requiring simulation time 28 If we set
d= %v =279 then we obtain simulation running time

O(1 + \/Ddr - log(2/ (e — 38)) - [log(Ddry) + log(2/(s — 36))]) = O(A\?)

at the cost of an additional

1 1

B log(D/d) =log D + 3 logy = O()\)
bits of bounded leakage from X.
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6 Overview of Applications

We explore applications of simulation theorems for noisy leakage from bounded
leakage to obtaining leakage-resilient cryptographic primitives in the computa-
tional setting. Following the literature [33], we distinguish between applications
in which either the memory or the computation leaks information. For space
reasons, we only provide a brief overview here and refer the reader to the full
version [5] for formal statements and proofs.

6.1 Leakage from Computation

A prominent line of research in the setting of computation leakage aims at
constructing specific primitives which exploit the existence of a leak-free memory:
the values that are stored in the memory cannot leak, but whenever some of
these values are moved from the memory to the CPU in order to perform some
computations, they become subject to leakage. This assumption was introduced
for the first time by Micali and Reyzin [40] and became known as the axiom that
only computation leaks information.

For concreteness, let us consider the case of leakage-resilient stream ciphers. A
stream cipher is a function sc: {0,1}™ — {0,1}™ x {0,1}™ that for every secret
state Xy € {0,1}" defines a sequence of ¢ + 1 outputs Y7, ...,Y,41 € {0,1}™, for
q € N, that are determined recursively as (X;11,Y;41) = sc(X;). The standard
security notion of a stream cipher requires that, for random X, = U,, the
outputs Yi, ..., Y11 are pseudorandom. Leakage resilience, on the other hand,
requires that Y, is pseudorandom even given Y7, ..., Y, along with the leakages
Z1y. .., Zg, where Z; = f;(X;") and X' is the part of the state that is needed in
the ¢-th round of the computation.

The first construction of a bounded leakage-resilient stream cipher was pro-
posed by Dziembowski and Pietrzak [23] and later simplified by Pietrzak [44].
These initial results were improved in subsequent works [53, 26, 52]. In the full
version [5], we show that any stream cipher secure against bounded non-adaptive
leakage is also secure against noisy non-adaptive leakage via any family F that
is simulatable from bounded leakage with efficient simulation and small error.

6.2 Leakage from Memory

In the memory leakage model, the attacker obtains some leakage from the
memory of a cryptosystem, which usually contains the secret key X € X. Most
of the results consider ¢-bounded leakage, which basically means that the leakage
consists of at most ¢ bits for some parameter £ € N (shorter than the length
of X). In the full version [5], we study memory leakage resilience for arbitrary
cryptographic primitives and protocols with either game-based or simulation-
based security. In particular, we show that any cryptosystem secure in the
presence of bounded leakage (as defined above) is also secure in the presence of
noisy leakage, so long as we can simulate the noisy leakage with bounded leakage
efficiently and with negligible simulation error. The above statement holds for a
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large family of leakage-resilient primitives, including public-key encryption [1,
41, 17, 29], digital signatures [34, 25, 17, 27, 12, 42, 15, 24], and identity-based
encryption [37], as well as leakage-tolerant interactive protocols for different ideal
functionalities, including coin tossing [11], zero-knowledge [28, 8], secure message
transmission, message authentication, commitments, and oblivious transfer [8].

Conclusion

In this work, we modified the simulator from [43] to provide easier-to-determine
and better parameters. A first approach, based on bounding the volume of a
parallelotope containing the leakage with overwhelming probability, already yields
nice improvements despite very simple. A second approach, based on sampling
the likelihest conditional, provides even better parameters which can be expressed
in terms of maximal leakage, but at the cost of a more complex simulation.
Finally, a third approach trades extra required bits of bounded leakage for
a better simulation efficiency, by splitting the support of the simulation into
multiple sub-intervals. These results have direct applications to leakage-resilient
cryptographic primitives as mentioned in Section 6. In turn, they narrow the gap
for the applicability of reductions from noisy leakages to bounded leakages.
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Supplemental Material

A  Proof of Lemma 1

Our proof follows that of [43, Theorem 4] closely. Let R be random variable
produced by the rejection sampling algorithm. The probability distribution of
the index of the returned sample follows a truncated geometric distribution. For
one pass, the probability that a sample is accepted is

= 2z) min 7fp(z) z
p= [ famin(t, 5

= /min(fQ(Z)7 27" fp(2))dz

_ gt / min(2* fo (2), fp(2))dz

=27"(1 - SDy(P[Q))
=271 -4).

The probability that the sample is rejected is

r&l-p=1-(1-6)2"

We can check that the probability of the output distribution is

_T 3 i . fp(2) -1
fr(z) = ' fo(z) mln(l,m)—FrT fo(z)

~.

= " rmin(fo(2), 27 fp(2)) + 17 fo(2)

=0

!
N}
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Now,

SD(P;R) = /maX(O,fp(z) — fr(2))dz

1-

1—
< [ max [ 0, fp(2) — min

1—
= / max (O fp(z) — min
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B Proof of Lemma 8

For every j € [m] and z € Z; we have that

f2,(2) _ M, < 2M, < ots
T 1 ( Pz, (Z;) 1\ 7 | Pz (T) 1|~
sz (2) 3 (d(Zlf(S;) + 5) [% + 5}

for the choice of ¢, in the lemma statement. Hence, fz_(z) — 2! fg_(2) <0 for
every z € Z;. Consequently,

Sy, (Pz,.Qu) = / max (0, fz, () — 2 fo.(2)) dz
- / max(0, f7, (2) — 2 fo. (2)) dz

R
+ /ﬁ max(0, fz, (2) — 2= fo. (2)) dz

<0+ /ﬁ max(0, fz, (=) dz

= Pz,(R)
= 517
as desired.
C Proof of Lemma 6
Let di,...,dmn+1 be the images of d. Without loss of generality, we can assume
that di < ds < ... < dppt1. For convenience let dy = —oo and dy,42 = +o00.

Now, if the additive noise N has a probability density function Py which is
radially symmetric and decreasing then on the interval (dizﬁ, %), we
have max Py x—,(2) = ¢(z — d;), i = 1,...,m + 1. As a consequence,

x

di+di—1 di+disa
’ 2

);

[\)

Now, since ¢ is radially symetric and decreasing, the mapping z € [0, +00) —
P(N € [—z,z]) € [0,1] is concave. As a consequence, for a fixed A = Y1 A;,
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YL P(N € (=2 > A2"' )) is maximised when A; = ... = A,, = m ' A. Indeed, if

it was not the case, then by the absurd we would have a maximiser with at least
one pair A; # A;. But then by concavity, 2P(N € (7(A1‘4+Aj)7 AiZAj ) >P(N €

(= QA A ) +P(N € (_A , Az )) which is a contradiction. As a consequence,

BN € (50, 5 S mB(N € (55, o))

2m’ 2m

Finally, by upper bounding the integral by a rectangle,
A A A A

) < mep(0) = ——.

mP(N € ( N

2 2m

D Proof of Theorem 8

To see that Z is (Z,M,0)-noisy leakage from X, we invoke Lemma 9 with
f = fz, and T = I; to conclude that for each interval Z; and z € X we have

max fz.(2) < max ( 2Pz,(Z;)v,2Pz, (L-)/d) :

Fix a > 0. Combining the fact that Z is (Z, M, §)-noisy leakage from X with
Theorem 7 we conclude that Z is (2« + 30)-simulatable from

= [t+logln(l/a) + log(D/d)] (7)

bits of bounded leakage from X, where

t 1 2M 1]
= max (0] — .
seXogem) Pro(Ty) 4 L

We now proceed to upper bound t appropriately, using the fact that Z is
(R,~, d)-Lipschitz-noisy leakage. Define

tr ; = log 72Mm"j
J PZ:cd(Ij) _|_ %

Then, we may write t = maxmex j€lm] ta,j-

For z and j with \/2Pz (Z;)y < 2Pz, (Z;)/d we have

2P,(Z;)/d 2Py, (Z;)/d
tz; <log (1 P (Z,) T <log I PLT) < 2. (8)
D d

3+ 31 3

On the other hand, for « and j with \/2Pz_ (Z;)y > 2Pz, (Z;)/d we have
2Pz (Z; 2d\/2P /7
ota,j < M < min Zs 2D 2PZ
Pz, (Z;) 1 PZ
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If Pz, (Z;) <d/D, then Equation (9) implies that

2lei < 2D\/2d/D -y = 21/2Ddn. (10)
On the other hand, if Pz, (Z;) > d/D then
2d\/2P, (I,
gtes < 2WV2PL L)Y o spg (11)
Pz, (Z;)

Combining Equations (8), (10) and (11), we conclude that

; < max(2,log(2+/2Ddy)). (12)

t= max t,
T€X,j€[m]

s

Combining Equations (12) and (7) finishes the proof. Furthermore, We get the
simulation run time by invoking Theorem 7 with Equation (12).

E Trading Bounded Leakage for Simulation Efficiency in
Higher Dimensions

First, let us prove a useful lemma that bounds the supremum of a continuous
Lipschitz function (wrt /> norm) over a hypercube in R* given the integral of
that function over that hypercube.

Lemma 10. Let f : RF — R>o be a continuous, non-negative function that is
~v-Lipschitz with respect to the £*° norm, i.e.,

[f(x) = f@)| < 7lx — ¥l for all x,y € R,

Let C = [0,d)* C R* be a hypercube with side length d > 0 and it satisfies
Jo f(x)dx = B. If M := sup, ¢ f(x) we have

M < max(((k:—i— 1)7kﬁ)1/(k+1)7 (k + 1)£> .

Proof. Set r := % Suppose f(x*) = M for some x* € C. By the £>°-Lipschitz
condition,
f(x) > M —9||x — x"|| forallx e C.

Define the ¢*° tent function centered at x*:
9(x) = max(M — 7]x — X", 0).

Its support is the £ ball By (x*,7) = {x : ||x — x*||ec < 7}, which is the
hypercube [x* — r1,x* + r1] of side 2r centered at x*. Since f > g on C and
f=0,

ﬁzlj&ﬂxzégﬁmx:A&W
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Now, we shall use the Cavalier’s principle to estimate A(z*). First we notice,
{x:x € C and g(x) >t}
={x:x€Cand |x —x"||looc < (M —t)/7} = Boo(x*, (M —t)/y) N C

By the layer-cake representation,
M
A(x*) = / Vol(Boo (x*, 2=4) N C) dt
0

Since Boo(x*, p) N C' is an axis-aligned box with side lengths ¢;(z, p) = min(z} +
p,d) — max(xf — p,0), and each ¢; is minimized at the endpoints of [0, d], the
volume Vol(By (x*, p) N C') and hence A(x*) is minimized at a corner of C for
every p > 0. Therefore, in what follows we work with the corner x* = 0, so
g(x) = max(M — v||x||0c, 0). We have

/Rk g(x) dx

. " » - M 2(M—t) k B ok prk+1
_/0 Vol(Boo(O,MT))dt—/O (7> dt—m

Case 1: Small Radius (r < d): At the corner x* = 0, the support of g is
Boo(0,7) = [—7,7]¥. When r < d, this ball is contained in [—d, d]¥, so it does not
reach the far faces {x; = d} of C. The intersection B, (0,7) N [0,d]* therefore
equals Boo(0,7) N [0,00)% = [0,7]*, the corner hypercube of side r.

Since g(x) = max(M —v||x||s0, 0) is symmetric under sign-flips of coordinates,
and B..(0,7) is likewise symmetric, the 2% orthants each contribute equally.
The positive orthant [0, 00)* thus contributes exactly 1/2* of the integral over
B (0,7):

1 1 2kppk+l ML
A(0) = dx = — dx = — - — .
o /[o,erg(x) Bk /Rk 9N X = S D~ D

Since > A(0):

Mk+1

k+1)
(k+ 1)~k '

8> — M < ((k+1)78)"

Case 2: General Radius: For any r > 0, we have max(t,0) > t.
9(x) = max(M — y|[x[loc; 0) = M — 7[|x]| o
Integrating over C = [0, d]*:

A(O)>/ (M — x| )dx—Mdk—'y/ [BS] dx—Mdk—w
— Jo,a* * [0,d]* > kE+1
Thus,
kydktt B  k~d
> > k_ <42
FzAO)=2Md" - == = M< gty

Additionally, in case of r = % > d we have M < (k + 1)%.
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Finally, combining case 1 and 2 we get
1/(k+1) 8
M<max<((k+1)7kﬁ) : (k+1)dk>.
O
Remark 4. We note, if we assume the Lipschitz condition on the pdf fz, of the
k dimensional leakage Z in 2 norm (instead of /> norm), which may be easy

to test for practical purposes, we by default, recover the £°° Lipschitz condition
with a vk factor blow-up in the Lipschitz constant.

We are now ready to extend the framework of Definition 5 and Algorithm 1 where
the leakage Z comes from RF instead of R assuming an additional Lipschitz
structure on fz,. Lemma 8 from above evolves in the following way

Lemma 11. Let R be a hypercube of each side length D in R¥. Set m = [D/d]
and let T = (I;) jem) be a partition of R into disjoint hypercubes each of side
length d < D. Suppose that Z is an (I, M, d)-noisy leakage from X (where

M = (Mg j)rex jepm) € R‘Mxmk) in the following sense

— fz.(2) <M, j for all z € Z, j € [m]*, and x € X,
= Bonry [Pz, (Ujepmr Zi)] 2 1= 6.

For a given x € X with 6, =1 — Pz (R) < 1, consider a distribution Q, with
pdf fq, satisfying
1 ( Pz, (Z5) 1 :
fo.()=12 (Fe#5+80). T2t
’ 0, ifz¢R.

Then, for
ta = max log (2Mw- P (T) - d T+ D—k}‘l)
JjE[mM
it holds that SDy_ (Pz,; Q) < 0.
Proof. Exactly analogous to the proof of Lemma 8 with additionally taking into
account the partition in dimension k instead of 1. a
In a similar way, we extend Algorithm 1 in the following ways

— All the leakages are now element of R” instead of R i.e. we have (2;);e[r) to
start with.
— All the partition indices are now elemnts of [m]* instead of [m].

In line 3, sample jo uniformly at random from [m]*. In line 8. set j; to be
the unique vector representing the hypercube index such that y € Zj, .

In line 17, the translated leakage sample becomes z;’ < z; + (a + ( — 1).d)
where 1 is the all 1 vector.

Analogously, in the extended version of Theorem 7 we have

— t:=maXgex to
— 0= [t+logn(l/a) + klog(D/d)]

— Simulation time (assuming oracle accesses) remains unchanged in terms of t.
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Comparison of bounded leakage and simulation efficiency in R* obtained via the
baseline simulation due to Theorem 2 and efficient simulation due to the extended
version of Algorithm 1: First we assume that the pdf of the leakage fz, satifies
the £°° ~-Lipschitz property of Lemma 10. We have

. | oM, ;

We now proceed to upper bound ¢ appropriately, using the Lipschitz property.

Define
2M,, ;
tej = log ( rJ ) .
PZZISIJ) + #

Then, we may write t = maX,c x jefm)» te,j- Also, set 3 := Pz_(Z;)
For x and j with ((k +1)~* ﬂ)l/(k—H) < (k+ 1)(% we have

by <1 (2(“1%5/4’“

ATl ) < tost2(i+ 1)

On the other hand, for z and j with ((k+ 1)+* 6)1/(k+1) > (k+ 1)% we
have

2 (k +1)~* 1/(k+1)

B + 1
a5 T DF
<log (2((k +1)4* B)l/(kﬂ).min(ﬁ/dk,Dk))

Considering both the cases 8 < (d/D)* and 3 > (d/D)* we have, in the both

the cases
1/(k+1)
(k+ l)vkdk

we conclude that

xeX,jE[m] Dk

k gk 1/ (k+1)
t= max ;< max |}0g(2(k +1)),log (2.D1C [(k—i_l),yd} )]
O
Now, for the leakage model described in Lemma 10, if we use the base-
line simulation Theorem 2, we have u(R) = D¥ M = ((k+1)7’“)1/(k+1),
T = p(R).M.In(1/e)/(1 — §). For e simulation error, We need ¢; = [logT]
bits of bounded leakage and the simulation runtime is O(T") assuming oracle

accesses.

Using the extended version of the simulation Algorithm 1, we need ¢y =
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[t +logIn(2/(e — 346)) + klog(D/d)] bits of bounded leakage with simulator
runtime of O(2").

This entails an extra bounded leakage of ¢35 — ¢1 = kk—_il log(D/d) bits to gain a

simulation efficiency of (D/d)*/(*+1) ignoring the terms involving ¢, d.

F Applications

We explore applications of simulation theorems for noisy leakage from bounded
leakage to obtaining leakage-resilient cryptographic primitives in the computa-
tional setting. Following the literature [33], we distinguish between applications
in which either the memory or the computation leaks information.

F.1 Leakage from Computation

A prominent line of research in the setting of computation leakage aims at
constructing specific primitives which exploit the existence of a leak-free memory:
the values that are stored in the memory cannot leak, but whenever some of
these values are moved from the memory to the CPU in order to perform some
computations, they become subject to leakage. This assumption was introduced
for the first time by Micali and Reyzin [40] and became known as the axiom that
only computation leaks information.

Below, for concreteness, we focus on the case of leakage-resilient stream ciphers.
A stream cipher is a function sc : {0,1}™ — {0,1}™ x {0, 1}™ that for every secret
state X € {0,1}"™ defines a sequence of ¢+ 1 outputs Y3,...,Y,41 € {0,1}™, for
q € N, that are determined recursively as (X;11,Y;+1) = sc(X;). The standard
security notion of a stream cipher requires that, for random Xy, = U,, the
outputs Y1, ..., Y11 are pseudorandom. Leakage resilience, on the other hand,
requires that Y, is pseudorandom even given Y7,..., Y, along with the leakages
Z1y. .., Zg, where Z; = f;(X;") and X, is the part of the state that is needed in
the i-th round of the computation.

The definition below formalizes the latter guarantee. Let X,Y be discrete
random variables with support Z. Throughout this section, we write

CDt(X’Y) - D:ZHi)a{)((),l} zfﬁx[D(Z) - 1] B zFE’Y[D(/Z) - 1] ’

where the maximum is over all distinguishing algorithms D running in time t¢.

Remark 5. In Sections 3 to 5 we consider real-valued leakages. To stay within
standard computation models, in this section and in Appendix F.2 we assume
that algorithms receive as input a discrete representation of the leakage. Since our
simulation guarantees in other sections are always obtained with respect to the
statistical distance (e.g., see Definition 2 and Theorem 2) and any discretization
process can be seen as post-processing of the leakage, the discrete representations
of the true leakage and the simulated leakage are still statistically close (with
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the same parameters) even when the secret X is revealed to the distinguisher.
We will use this fact throughout this section.

Definition 7 (Leakage-resilient stream cipher). Letsc: {0,1}" — {0,1}"x
{0,1}™ be a stream cipher. We say that sc is (F,e,t,q)-noisy leakage-resilient if
for Xo uniformly distributed over {0,1}™ and for every sequence of adaptively
chosen leakage functions fi,..., fq € F it holds that

CDt((Yqul,Yl,...,Yq,Zl,...7Zq);(Um,Y1,... ,Y;],Zh...,Zq)) S g,

where for each i € [q] we have (Xi11,Yit1) = sc(X;) and Z; = fi(X;}).

In case F = G coincides with the set of £-bounded leakage functions, we simply
say that sc is (¢, ¢, t, q)-bounded leakage-resilient. Moreover, in case the sequence
of leakage functions is chosen non-adaptively, we say that sc is non-adaptive
leakage-resilient.

The first construction of a bounded leakage-resilient stream cipher was pro-
posed by Dziembowski and Pietrzak [23] and later simplified by Pietrzak [44].
In these constructions, the initial state consists of three n-bit strings X, =
(Ko, K1,Y0), where Y can be made public, and at round ¢ € [g] the stream cipher
sc takes as input state X; = (K;_1, K;,Y;—1) and uses X;” = (K;_1,Yi_1) to
produce (K;11,Y;) = prf(K;_1,Y;_1), where prf is any (weak) pseudorandom
function. The alternating structure avoids the so-called leakage pre-computation
attack, in which the adversary at round 7,7 + 1, ... leaks ¢ bits of a future state
at round j > i, thus eventually revealing the entire state X; and breaking
security. Yu, Standaert, Pereira, and Yung [53] simplified the construction even
further, assuming the leakage is both bounded and non-adaptive. In their con-
struction, the initial state consists of three n-bit strings Xy = (Ko, Ro, R1), where
both Ry and R; can be made public, and at round i € [¢] the stream cipher
takes as input state X; = (K, Ry, R1) and uses X;r = (K, R; mod 2) to produce
(Kiy1,Yit1) = prf(K;, Ri mod 2), where prf is any (weak) pseudorandom function.
The pre-computation attack is avoided by the assumption that the leakage is non-
adaptive and thus cannot depend on Ry, R;. Unfortunately, this construction is
not provably secure unless one assumes an arbitrarily long sequence of uniformly
random values Ry, Rz, ... [26]. Yu and Standaert [52] get around this limitation
by using a single public value R that is expanded using a PRG. However, this
construction can only be proven secure in minicrypt (i.e., assuming that there
is no black-box construction of public-key encryption from one-way functions).

The theorem below shows that every stream cipher that is secure against
bounded non-adaptive'! leakage is also secure against noisy non-adaptive leakage
via any family F, so long as F is simulatable from bounded leakage with efficient
simulation and small error. In order to make precise statements about the
running time of the leakage simulation, we will simply write that F is (e, t)-
simulatable from bounded leakage, where ¢ represents the simulator’s running
time. For simplicity, we count the complexity of the simulator’s oracle calls as

11 The results in Appendix F.2 consider the case of adaptive leakage.

43



O(1) overhead; as we discussed, this is a reasonable assumption for many realistic
leakage families (see Remark 1).1?

Theorem 9. Let F be (€gim, tsim )-simulatable from € bits of bounded leakage.
Then, for any stream cipher sc : {0,1}" — {0,1}" x {0,1}"™ that is non-
adaptive (¢, s, tse, q)-bounded leakage-resilient is also non-adaptive (F,e,t,q)-
notsy leakage-resilient for e = 2q - £gim + €sc and tsc = q - tsim + t.

Proof. Fix any ¢ € IN and any sequence of leakage functions fi,..., f;, € F. We
start with the initial distribution:

V:(}/q-‘r].a}/la"'aY:]aZla"qu))

where Xy = U, and for each i € [q] we have (X;y1,Y;+1) = sc(X;) and Z; =
fi(X;5). Next, we modify the distribution V' using the simulator Sim of Definition 2
(see Remark 2): . . )

V=Yt Vi, Yy 20, Zy),

where, for each i € [q], we set Z; = Sima(g;(X;")) for the f-bounded leakage
function g; returned by Simi(f;). The lemma below says that the distributions
V and W are computationally indistinguishable.

Lemma 12. CD; (V;V) < ¢ €4im.

Proof. The proof uses a hybrid argument. Let H; be the distribution defined
as (Yy41,Y1,...,Y,, Ziy. Ziy iy Z,) where the leakages are as defined
above. Note that Hy =V and H, = V. Thus, it suffices to show that for each
i € [0,q — 1] we have that H; and H;1; are indistinguishable. Fix an ¢ € [0,q — 1]
and any sequence of leakage functions fi,..., f; € F. By contradiction, assume
that there is a distinguisher D with running time ¢4, telling apart H; and H;
with probability greater than ey,. We build a distinguisher'® D’ that contradicts

Definition 2 w.r.t. target distribution X = Xo =U,.

— Let f € F be the leakage function that for each j < i determines (Xj;41,
Yj+1) = sc(X;) and then outputs fi11(X;},). At the onset, D’ forwards the
leakage function f to its challenger and receives back a pair (X' , Z)

— Next, for each j € [g], D’ computes (X;41,Yj11) = sc(X;) and sets Z; =
Simy(Simy(f;)) for each j <4 and Z = fj(X;L) for each j > ¢+ 1.

— Finally, D’ passes (Yy+1,Y1,...,Y,, 21y 2 2, Zitva, ..., 2Z4) to D and out-
puts whatever D outputs.

We note that in case Z equals the output of Sima(Simy(fir1)), the view of D
is identical to that of H;y1; on the other hand, in case Z equals the output of
fi+1(Xi':_1), the view of D is identical to that of H;. Hence, the statement of the

lemma follows by Definition 2. ad

12 We remark that most prior works on leakage-resilient stream ciphers consider a
non-uniform model of computation where distinguishers are circuits of bounded size.
These results can be translated to the uniform model of computation considered here.

13 While D’ will be efficient, its running time does not matter as Definition 2 guarantees
statistical (rather than computational) distance.
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Next, we change the distribution V by replacing Y,+1 with uniform U,,:
W= Upn,Yi,..., Yy, Z1,. .., Zy).
Lemma 13. CD,(V; W) < &.

Proof. By contradiction, assume that there exists a distinguisher with running
time ¢ telling apart the distributions V and W with probability larger than ee.
We build a distinguisher D’ with running time q - tg;n + t = ts. that contradicts
non-adaptive (¢, g, tse, ¢)-bounded leakage resilience of the stream cipher. The
distinguisher D’ proceeds as follows.

— At the onset, D’ receives from D the sequence of leakage functions f1,..., f; €
F. For each i € [¢], the distinguisher D’ runs Sim;(f;) and obtains a corre-
sponding ¢-bounded leakage function g; € G.

— For each i € [¢], let §; € G be the leakage function that for each j < i deter-
mines (X1, Y;41) = sc(X;) and then outputs g;(X;"). The distinguisher D’
forwards (g1, ...,§q) to its challenger for target X = Xy = U, and receives
back (Y,Yl, e ,Yq,Zl, .. ,Zq).

— Finally, D’ passes (Y, Y1,...,Y,,Sima(Z1),.. .,Simg(Zq) to D and outputs
whatever D outputs.

We note that D’ perfectly simulates the distribution of the leakage values in
both V and W. FurthermoAre, the view of D is either identical to V or to W
depending on Y =Y, or Y = U,,. Hence, the statement of the lemma follows

by Definition 7. a

Finally, let W = (Up,, Y1, ...,Yy, Z1, ..., Z,) be the distribution that is identi-
cal to W except that we replace the simulated leakages Z; = Simy(Sim; (f;)) with
the real leakages Z; = fZ(X;L ). An argument almost identical to that used in the
proof of Lemma 12 shows that CD;__(W;W) < ¢ - €4im. Theorem 9 follows. O

By combining Theorem 9 with Corollary 1, for example, we obtain noisy
leakage-resilient stream ciphers in the practically-relevant settings in which the
leakage outputs are Gaussian-noisy. We omit to count the overhead due to oracle
access in the leakage simulation.

Corollary 3. Let F = {f : X — Z} be the family of leakage functions specified
as Z = f(X) =d(X)+oN(0,1), and let w = max, d(x) — min, d(x). Then, for
€sim > 0, any stream cipher sc: {0,1}" — {0,1}"™ x {0,1}™ that is non-adaptive
(£, esc, tse, q)-bounded leakage-resilient is also non-adaptive (F,2q - Esim + Esc, tsc —
q-O(T),q)-noisy leakage-resilient, for

0= Tlogy (T)] and T=|— (T
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F.2 Leakage from Memory

In the memory leakage model, the attacker is allowed to obtain some leakage
from the memory of a cryptosystem, which usually contains the secret key X € X.
Most of the results consider ¢-bounded leakage, which basically means that the
leakage consists of at most ¢ bits for some parameter ¢ € N (shorter than the
length of X). In the subsections below, we study memory leakage resilience
of arbitrary cryptographic primitives and protocols with either game-based or
simulation-based security.

Let X = {X)}xeny and Y = {Y} }ren be distribution ensembles. Throughout
this section, we write X ~. Y to denote that X and Y are computationally indis-
tinguishable, namely, for all probabilistic polynomial-time (PPT) distinguishers
D it holds that |Pr[D(X,) = 1] —Pr[D(Y)) = 1]| < negl(A), where negl(\) denotes
a negligible function in the security parameter A € N (i.e., negl(A) = A~«1),
Sometimes, we also write X =, Y to denote that the statistical distance between
X and Y is negligible. We write poly(\) to denote an unspecified polynomial in
the security parameter A € N.

As noted in Appendix F (see Remark 5), to stay within standard computation
models, even though in the rest of the paper we consider leakage functions
outputting real values, in this section we assume that algorithms receive as input
a discrete representation of the leakage.

Game-based Style. Let IT be a cryptosystem; we do not make any assumptions
about the algorithms underlying I7, except that we assume that there exists
a PPT algorithm Gen(1*) taking as input some security parameter A € N and
outputting a secret key X € X along with public information Y € Y (possibly
empty). Furthermore, we assume that there exists an optional PPT algorithm
Update(X) taking as input a secret key X € X and outputting a uniformly
random secret key X’ € X without changing the public key Y. We model leakage
resilience of I via an interactive game between a PPT attacker A and a PPT
challenger C (whose behavior is dictated by the security property for IT). The
game proceeds for ¢ rounds, where ¢ = poly(A), and where each round 7 € [g] is
structured as follows:

— Key update / generation. In the first round i = 1, the challenger C(1%)
runs (X,Y) s Gen(1") and forwards Y to A(1%). In the generic i-th round,
with i > 1, the challenger C(1*) runs X;,1 <s Update(X,).

— Leakage. The attacker A(1%) outputs an efficiently computable leakage
function f; : X — Z and obtains leakage Z; = f;(X;) from C(1*), where

— Playing the game. The rest of the interaction between A(1*) and C(1*) is
completely arbitrary. At the end of round g, the challenger C(1*) outputs a
bit b where b = 1 indicates that A(1*) has won the game.

Following [19], we consider two kind of games:

— For unpredictability games, we define the advantage of attacker A(11) against
challenger C(1*) fixed by IT as Pr[b = 1] in the above game.
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— For indistinguishability games, we define the advantage of attacker A(1%)
against challenger C(1%) fixed by IT as |Pr[b = 1] — 1/2] in the above game.

Definition 8 (Game-based leakage resilience). We say that II is (F,q)-
noisy leakage-resilient if for all PPT adversaries A, the advantage of A(1) against
challenger C(1%) fized by IT is negligible in \, where in each round i € [q] the
leakage function f; belongs to the set F(X;) of leakage from X;. In case F =G
coincides with the set of £-bounded leakage functions, we simply say that II is
(4, q)-bounded leakage-resilient.

When g =1 and F = G, the above definition captures several cryptosystems
with bounded leakage resilience, including public-key encryption [1, 41, 17, 29],
digital signatures [34, 25, 17, 27, 12, 42, 15, 24], and identity-based encryption [37].
When ¢ = poly(\) and F = G, we obtain instead cryptosystems with continual
leakage resilience [13, 16, 36, 18].

The theorem below says that any cryptosystem that is secure in the presence
of bounded leakage (as defined above) is also secure in the presence of noisy
leakage, so long as we can simulate the noisy leakage with bounded leakage
efficiently and with negligible simulation error.

Theorem 10. Let F be (gim, tsim ) -stmulatable from £ bits of bounded leakage
for tsm = poly(\) and egm = negl(A). Then, for any cryptosystem II, if I is
(¢, q)-bounded leakage-resilient then II is also (F,q)-noisy leakage-resilient for
any q = poly(\).

Proof. We consider a sequence of ¢+ 1 hybrid experiments Hyb, ()), for i € [0, ¢],
specified as follows:

— Experiment Hyb, () proceeds identically to the original game defining (F, q)-
noisy leakage resilience of I1, except for the way it handles leakage queries
fij € F(X;). In particular:

o If j < i, the challenger upon input f; runs the leakage simulator of
Definition 2. By Remark 2, we think of such a simulator as being made
of two algorithms (Simy, Sims); algorithm Sim; takes as input f; and
outputs a single {-bounded leakage query g;, whereas algorithm Sim,
takes as input g;(X;) and produces the simulated leakage Zj which is
then returned to the adversary.

e If j > i, the challenger upon input f; returns Z; = f;(Xj).

Note that Hyb,(\) is the original game defining noisy leakage resilience of IT;
the lemma below implies that this experiment is statistically close to the last
experiment Hybq()\), in which all leakage queries are answered using the simulator
(Simy, Simz) of Definition 2.

Lemma 14. For each i € [q], we have that {Hyb;(A\)}xen ~s {Hyb,_1(A\)}ren-

Proof. Fix an ¢ € [q]. By contradiction, assume that there is an unbounded
distinguisher D and a polynomial p(A) = poly(\) such that:

|Pr [D(Hyb;(A)) = 1] — Pr [D(Hyb; 1 (A) = ]| > 1/p(N).
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We build an unbounded distinguisher D’ that contradicts Definition 2 w.r.t. a
target distribution X which is specified in the reduction below.

— At the onset, D’ samples (X1,Y) +s Gen(1*) and returns Y to D.
— Next, for each j € [¢], D’ answers leakage queries f; from D as follows:
e If j < i, the distinguisher D’ returns the value Zj = Sima(g;), where g;
is the ¢-bounded leakage function determined by Sim;(f;), and later sets
Xj+1 s Update(Xj)
o If j = i, the distinguisher D’ forwards f; to its challenger for target
X = Update(X;_1) and receives back a pair (X, Z) The value Z is then
returned to D. Furthermore, D’ sets X, s Update(X).
o If j > 4, the distinguisher D’ returns Z; = f;(X;) and later sets X1
s Update(X).
— The remainder of the interaction between D and its challenger (after the
leakage) can be perfectly simulated by D" as it knows X for each j € [q].

We note that in case Z equals the output of Sima(Simy(f;)), the view of D is
identical to that of Hyb,;(A); on the other hand, in case Z equals the output of
£;(X), the view of D is identical to that of Hyb; ;()\). Hence, the statement of
the lemma follows by Definition 2 and by the fact that egm, = negl()\). O

Next, assume by contradiction that there exists a PPT adversary A that wins
in Hyby(A) with non-negligible probability > 1/p(\) for p(A\) = poly(A). The
above lemma implies that the same PPT adversary A wins in Hyb,(\) with
probability > 1/p(A) — negl(A\) > 1/poly(A). Moreover, the latter is true both for
indistinguishability and unpredictability games.

We now construct a PPT adversary A’ that breaks (¢, ¢)-bounded leakage
resilience of IT with the same advantage. A description of A’ follows:

— At the onset, A’ receives the public value Y and forwards it to A.
— Next, for each round j € [g], the reduction simulates the queries made by A
as described below:

e Upon input the leakage query f; € F(X;), the reduction A’ runs the
simulator Sim;(f;) of Definition 2 in order to get an {-bounded leakage
query g; € G(X;) that is forwarded to the challenger. Hence, the reduction
A’ returns to A the output Z; of the simulator Simy on input g;(X;).

e Upon input any further query, this query is passed to the challenger and
the corresponding output is returned to A.

— Finally, A’ outputs whatever A outputs.

For the analysis, we note that the reduction is perfect in the sense that it
perfectly simulates the view of A in experiment Hyb,()). Thus, A" has the same
advantage of A. To finish the proof it suffices to note that the running time of
A’ is dominated by the running time of A plus the time required for running
the simulator Sima(Simy(f;)) for each j € [g]. Since the simulator runs in time
tsim = poly()), the reduction runs in polynomial time. O
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By combining Theorem 10 with Theorem 3 and Theorem 8, setting a,§ =
negl()\), we obtain cryptographic primitives with game-based noisy-leakage re-
silience in the practically-relevant settings in which the leakage outputs are either
Gaussian-noisy of Lipschitz-noisy.

Corollary 4. Let F = {f : X — Z} be the family of leakage functions specified as
f(X)=d(X)+N = Z, where d(X) is polynomial-time computable and supported
on an interval T of length wq = poly(\) and N' = N(0,0?) is independent of X
and follows a centered Gaussian distribution with variance o = poly(\). Then,
assuming that i.i.d. samples from N and the uniform distribution on I can be
sampled in polynomial time, and that the pdf of N can be computed in polynomial
time, any cryptosystem II that is (O(log \), q)-bounded leakage-resilient is also
(F, q)-notsy leakage-resilient.

Corollary 5. Let F = {f : X — Z} be the family of leakage functions such that
f(X) = Z is any polynomial-time computable (R,~,0)-Lipschitz-noisy leakage
with R = [a,a + D], a,D € R, D = 29V, Dy = 29N and § = negl()).
Then, assuming that i.i.d. samples from [0,d] and the distribution Py, (for every
x € X) can be sampled in polynomial time, and that the uniform distribution over
[a,a+ D] and the pdfs Py, (for every x € X') can be computed in polynomial-time,
any cryptosystem II that is (O(X), q)-bounded leakage-resilient is also (F,q)-noisy
leakage-resilient.

Simulation-based Style. Next, we consider leakage resilience of interactive
protocols (rather than cryptosystems) with simulation-based security. The latter
basically means that the adversary, besides corrupting parties, can also leak
from the state of the honest players. Since the state includes the inputs, it is
often'* impossible to obtain simulation-based security in the standard sense, but
the ideal world functionality needs to be weakened to allow the simulator to
get partial leakage from the inputs of honest parties. The latter corresponds to
the intuition that a secure protocol does not reveal any information beyond the
output and the leakage obtained by the adversary. Sometimes, this guarantees is
known as leakage tolerance [8].

Below, we consider a basic definition of leakage tolerance for interactive
protocols. For simplicity, we stick to standalone executions, but our results can be
extended to capture universal composition. A multi-party protocol problem is cast
by specifying a random process that maps vectors of inputs to vectors of outputs
(one for each party). We refer to such a process as a functionality and denote it
@ : ({0,1}*)" — ({0,1}*)™, where n is the number of parties. For every tuple of
inputs (X7q,...,X,), the output vector is (P1(X1,...,Xn), .., Pn(X1,..., X3)).
Leakage tolerance can be defined by comparing two experiments:

— In the ideal world experiment, the parties submit their inputs X; to a trusted
party that computes the outputs on their behalf. An honest party receives

14 For some tasks, e.g. coin tossing, it is still possible to obtain the standard flavor of
simulation-based security.
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its input X; for the computation and just directs it to the trusted party,
whereas a corrupted party can replace its input with any other value of the
same length. The corrupted parties are controlled by a single adversary S
that is additionally allowed to specify a single -bounded leakage function
h; for each honest party, and obtain the output of h; applied to the input
X;. For some functionalities, it is impossible to achieve fairness, and thus
the trusted party first sends the outputs of the corrupted parties to the
adversary, and the adversary then decides whether the honest parties should
also receive their outputs or an abort symbol 1; this is called security with
aborts. Let @ be a multi-party functionality, let S be a non-uniform PPT
machine, and let Z C [n] be the set of corrupted parties. Then, the ideal
execution of @ on inputs (A, X1, ..., X,,), auxiliary input £ € {0,1}* to S and
security parameter A € IN, denoted Idealg s(¢),z(A, X1, ..., Xy), is defined as
the output pair of the honest parties and the adversary in the above ideal
execution.

— In the real world experiment, the parties interact directly following the
instructions of an interactive g-round protocol II. The adversary A sends
all messages in place of the corrupted parties, and may follow an arbitrary
polynomial-time strategy. The honest parties follow the instructions of the
specified protocol I1. Additionall(y,) the adversary, at each round, is allowed

J

to leak from the entire state X’ of honest parties via functions fi(j ) e

.7-'(2-(3-))7 where the state Ei(j) of party 7 at round j is defined as a tuple

K3

(Xi,Rgl), .. .,REJ)) where REJ) € {0,1}* is the random tape of party i at
round j. Let @ be as above and let IT be a multi-party protocol for computing
@. Furthermore, let A be a non-uniform PPT machine and let Z be the set of
corrupted parties. Then, the real execution of IT on inputs (A, X1,...,X,),
auxiliary input & € {0,1}* to A and security parameter A € IN, denoted
Realjzace),z(A X1,...,Xy), is defined as the output vector of the honest
parties and the adversary in the above real execution.

Definition 9 (Leakage tolerance). Protocol II is said to be (F,{)-noisy
leakage-tolerant in the presence of malicious adversaries if for every non-uniform
PPT real-world adversary A there exists a non-uniform PPT ideal-world adversary
S, such that for every I C [n]:

{ReaIH,A(ﬁ),I()‘a le cee ’X")})\EIN,Xi,ée{O,l}* e
{|dea|¢75(£)71—(>\, Xl, e ’X")})\GIN,Xi,ﬁe{O,l}* .

In case F = G coincides with the set of (-bounded leakage functions, we simply
say that II is £-bounded leakage-tolerant in the presence of malicious adversaries.

In the case of bounded leakage, leakage-tolerant interactive protocols have been
constructed for several functionalities of interest, including coin tossing [11],
zero-knowledge [28, 8], secure message transmission, message authentication,
commitments, and oblivious transfer [8]. Follow-up work considered more complex
scenarios in which multiple protocol executions take place [2], or the adversary
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can leak jointly from the inputs of honest parties [10], or where there is a leak-free
pre-processing stage and no leakage in the ideal world [9, 7]. For simplicity, we
do not consider these extensions here.

The theorem below says that these protocols also tolerate noisy leakage,
so long as the family F is simulatable from ¢ bits of bounded leakage with
polynomial-time simulation and negligible error.

Theorem 11. Let F be (Egim, tsim)-stmulatable from ¢ bits of bounded leakage
for tsm = poly(A\) and egm = negl(X\). Then, for any q-round interactive protocol
IT, if IT is £-bounded leakage-tolerant then II is also (F,£)-noisy leakage-tolerant.

Proof. We consider a sequence of ¢ + 1 hybrid experiments'® Hyb(j)()\), for
J €0, 4], specified as follows:

— Experiment Hyb“ ()) proceeds identically to the original game defining
(F, £)-noisy leakage tolerance of II, except for the way it handles leakage
queries fi(j) € f(Ez(j)) for i € [n] \ Z, where Ei(j) is the state of the honest
parties at the beginning of the j-th round. In particular:

e If £ < j, the challenger upon input fi(k) runs the leakage simulator of
Definition 2. By Remark 2, we think of such a simulator as being made

of two algorithms (Simy, Simg); algorithm Sim; takes as input fi(k) and
(k)
takes as input ggk)(Ei(k)) and produces the simulated leakage Zi(k) which
is then returned to the adversary.

e If k > j, the challenger upon input fi(k) returns Zi(k) = fi(k)(Z‘i(k)).

outputs a single -bounded leakage query g;"’, whereas algorithm Simg

Note that Hyb® (A) is identical to the experiment Real ). z(A, X1,..., Xy)
defining noisy leakage tolerance of IT; the lemma below implies that this experi-
ment is statistically close to the last experiment Hyb(q)()\), in which all leakage
queries are answered using the simulator (Simy, Sims) of Definition 2.

Lemma 15. For each j € [q], we have that {Hyb™W (\)} ~, {HybY =1 (A)}.

Proof. Fix a j € [g]. The proof uses a hybrid argument. Let [n] \ Z be of size
m < n. For i € [0,m], define Hybl(-j)(/\) to be the experiment that is defined
identically to Hyb(jfl)(/\)7 except that leakage queries f,gjfl) for £ < ¢ are
answered as in Hyb(j )()\), whereas leakage queries f,gj Y for k > i are answered
as in HybY~D(\). Note that Hyb{’(A) = HybY =D ()) and Hyb{) () = Hyb@()).
We show that for each ¢ € [m], it holds that {Hybl(.j)(/\)} Rog {Hybz(-{)l()\)}. This
implies the lemma.

15 The hybrids are parameterized by the interactive protocol IT, the attacker A with

auxiliary input £, the set Z of corrupted parties and a sequence of inputs Xi,..., X,.
We omit to write these parameters explicitly in order to simplify the notation.
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By contradiction, assume that there is an index ¢ € [m], an unbounded
distinguisher D, an attacker A, an auxiliary input £, a set Z, a sequence of inputs
(X1,...,X,) and a polynomial p(A) = poly(A) such that:

Pr [D(Hyb{” (1)) = 1] = Pr [D(Hyb{, (1) = 1)] | > 1/p(0).

We build an unbounded distinguisher D’ that contradicts Definition 2 w.r.t. a
target distribution X which is specified in the reduction below.

— At the onset, D’ samples Rgl), cey RWY +s {0,1}*.
— Next, for each k € [¢], D’ answers leakage queries fl(k) from D as follows:

o If k < j, for every | € [n]\ Z, the distinguisher D’ returns the value Zl(k)
determined by Simg(gl(k)(Zl(k))), where gl(k) is the ¢-bounded leakage
function returned by Simq( l(k)), and later sets El(kﬂ) = El(k)HRl(kH)
for R s {0,1}.

o If k = j, the distinguisher D’ proceeds as follows for each [ € [n] \ Z:

« If [ < 4, it returns the value Zl(k) determined by Simg(gl(k)(Zl(k))),
where gl(k) is the ¢{-bounded leakage function returned by Sim ( fl(k)),
and later sets El(kH) = Zl(k)HRl(kH) for Rl(kﬂ) s {0,1}*.

x If | = 1, it forwards fl(k) to its challenger for target X = E£j71)|\R§j)
and receives back a pair (X , A ). The value Z is then returned to D.
Furthermore, it sets X9 = X[|RY™ for RUTY s {0, 1}*.

x If I > 4, it returns the value Zl(k) = fl(k)(El(k)), and later sets El(kH) =
SERFD for RFFY s {0,1}*.

o If k > j, for every | € [n] \ Z, the distinguisher D’ returns Zl(k) =
fl(k)(Zl(k)), and later sets El(kH) = Zl(k)HRl(kH) for Rl(kH) +s{0,1}*.

— The remainder of the interaction between D and its challenger (after the
leakage) can be perfectly simulated by D" as it knows El(k) for each I € [n]\Z
and k € [q].

We note that in case Z equals the output of Simg(ggj )), the view of D is identical

to that of Hybl(.j )()\); on the other hand, in case Z equals the output of fi(j)(Zi(j)),

the view of D is identical to that of Hybz@l(/\). Hence, the statement of the lemma
follows by Definition 2 and by the fact that gy, = negl(A). O

To conclude the proof, it suffices to observe that experiment Hyb(Q)()\) can be
thought of as a special case of the real experiment defining /-bounded leakage
tolerance of II, where the attacker A post-processes each bounded leakage query
output ggj )(Ei(j )) using algorithm Sims. By the assumption that I7 is ¢-bounded
leakage tolerant, it follows that for every non-uniform PPT adversary A there
exists a non-uniform PPT ideal-world adversary S, such that for every Z C [n]:

{Hyb'? (\)}rew x, cef0,1)+ e {Ideals sie) (A X1, .., Xn) baew x, e (0,1}
This finishes the proof. a

52



By combining Theorem 11 with Theorem 3 and Theorem 8, setting a,§ =
negl(\), we obtain interactive protocols with simulation-based noisy-leakage
tolerance in the practically-relevant settings in which the leakage outputs are
either Gaussian-noisy of Lipschitz-noisy.

Corollary 6. Let F = {f : X — Z} be the family of leakage functions specified as
f(X)=d(X)+N = Z, where d(X) is polynomial-time computable and supported
on an interval I of length wyq = poly(\) and N = N(0,0?) is independent of X
and follows a centered Gaussian distribution with variance o = poly()\). Then,
assuming that i.i.d. samples from N and the uniform distribution on I can be
sampled in polynomial time, and that the pdf of N can be computed in polynomial
time, any interactive protocol II that is (O(log ), q)-bounded leakage-tolerant is
also (F, q)-noisy leakage-tolerant.

Corollary 7. Let F = {f : X — Z} be the family of leakage functions such that
f(X) = Z is any polynomial-time computable (R,~,0)-Lipschitz-noisy leakage
with R = [a,a + D], a,D € R, D = 29V, Dy = 29N and § = negl()).
Then, assuming that i.i.d. samples from [0,d] and the distribution Py, (for every
x € X) can be sampled in polynomial time, and that the uniform distribution over
[a,a + D] and the pdfs Pz, (for every x € X) can be computed in polynomial-
time, any interactive protocol I that is (O()N), q)-bounded leakage-tolerant is also
(F, q)-noisy leakage-tolerant.
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