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Cryptographic specificities (II)

• As research advances, the advantages of security by obscurity 
vanish and the interest of open-source solutions increases
• Well known for algorithms
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Cryptographic specificities (II)

• As research advances, the advantages of security by obscurity 
vanish and the interest of open-source solutions increases
• Well known for algorithms, what about implementations?
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Research generalities

paper & artifacts 
(code, datasets, …)

well-documented
implementation

Code is rarely used / maintained

??
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 Improve the long-term security of 
cryptographic Implementations

Serve as a constructive interface 
between academia & industry



Valorization model

Trainings
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Yearly organization

Members meet during a yearly workshop 
to identify promising developments. The 
report is updated based on this feedback



Contributions (I): SMAEsH & Challenge 

•  Hardware AES implementation masked at arbitrary orders



Contributions (I): SMAEsH & Challenge 

•  Hardware AES implementation masked at arbitrary orders

• Comparing worst-case profiling vs. unknown randomness 



•  T-test, SNR, CPA, TA, (R)LDA, SASCA, BP, 
histogram-based rank-estimation, …
• Back-end: optimized Rust
• Font-end: Python

• Competitive with all libraries we know

• Regularly expanding (new functions)
• Fast increasing number of users 
• Slower increase of # of contributors      

≈Contributions (II): SCALib evaluation library 



•  Book: https://perso.uclouvain.be/fstandae/book.html

• Hands on: https://github.com/simple-crypto/scale-one

≈Contributions (III): SCALE trainings 
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•  Hardware SHA3 implem. masked at arbitrary orders (ML-DSA)

≈Coming next
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Conclusions – lessons learned

• Open-source helps evaluation (no reverse engineering, legal issues, …)

• Does it lead to the “objective” security level?
• Is there a (theoretical) gap with closed-source attacks 

Crypto analogy: precomputation 
in security reductions?

ML analogy: gap btw supervised 
and unsupervised learning?



Conclusions – lessons learned

https://www.simple-crypto.org/ 

• Open-source helps evaluation (no reverse engineering, legal issues, …)

• Does it lead to the “objective” security level?
• Is there a (theoretical) gap with closed-source attacks

• Even if answer is Y/N, not instantaneously solving everything 
• Needs scientifically-mature solutions (PQ crypto?) 
• Open-source code ≠ open silicon (main challenge?)

• Today (opinion): it already helps security more than it hurts it

• Not UCLouvain-specific (open to / can fund external developers)
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