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Cryptographic specificities (I)

* Long-term (worst-case) security is hard to anticipate / predict
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 Anticipation is easier in an open setting (more public scrutiny)



Cryptographic specificities (Il)

* Asresearch advances, the advantages of security by obscurity
vanish and the interest of open-source solutions increases
* Well known for algorithms
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Cryptographic specificities (Il)

what about implementations?

>

quantitative security
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Research generalities

&

paper & artifacts .
(code, datasets, ...) ™, l’ Code is rarely used / maintained

well-documented
implementation



Research generalities

paper & artifacts
(code, datasets, ...)

|‘ Code is used / maintained

l’ Becomes proprietary

l’ Redundant efforts

well-documented
implementation



SIMPLE-Crypto goals
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paper & artifacts
(code, datasets, ...) |‘ Code is used / maintained

|‘ Remains public (open-source)

|‘ Community efforts (non-profit)

well-documented
implementation



SIMPLE-Crypto goals

— Improve the long-term security of
cryptographic Implementations

— Serve as a constructive interface
between academia & industry



Valorization model

mT

Free Software .
Free as in Freedom Trainings License



Valorization model
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Yearly organization
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STEP 1

Developers of the association write a public
report describing yearly progresses and
potential plans for the next year.
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STEP 4

Developers agree on a list of new projects,
which are validated by the association board.

S CEITETTETTETTETTTE

J

\_

STEP 2

Members meet during a yearly workshop
to identify promising developments. The
report is updated based on this feedback
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a. internal security assessment
» b. public security evaluation (CTF)

c. release & maintenance
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STEP 3

A scientific council reviews the
proposed developments. The report is
updated based on this feedback.
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Contributions (1): SMAEsH & Challenge

 Hardware AES implementation masked at arbitrary orders

SMAesH: technical documentation
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Contributions (1): SMAEsH & Challenge

Comparing worst-case profiling vs.
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Contributions (I1): SCALib evaluation library

& 102 stars
® 6watching

T-test, SNR, CPA, TA, (R)LDA, SASCA, BP, —
histogram-based rank-estimation, ... e
* Back-end: optimized Rust Releases 27
* Font-end: Python RV )
Competitive with all libraries we know + 26 releases
Regularly expanding (new functions) PaCkages
Fast increasing number of users ©)
Slower increase of # of contributors © Contributors (3
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ﬂ Contributions (Il1): SCALE trainings

Book: https://perso.uclouvain.be/fstandae/book.html

Side-Channel Analysis and Leakage-Resistance

Frangois-Xavier Standaert

Crypto Group, ICTEAM Institute, UCLouvain, Belgium
e-mail: fstandae@uclouvain.be

Version 2.1, September 2026

~J
File

B +

# Amount of traces to plot
am_traces = 10

ALLJLKS UUNE, |UIDUILL. /07330 Eldpseu) ed
#4484 FINISHED ##ess =
#
f # Run the code here to display the results of the attacks ] o \
byte_indexes = (0,1,2,3,4,5,6,7,8,9,10] # Byte indexes for which to display attack results (must contain value in range 0-15). —
a test_scale.display TA qa_results(uni_TA results, byte indexes) Q
a
a #4484 START TEST: display TA qa_results ###e#
o498 FINISHED ##éss
a Uikedhood byte index O Ukelihood byte index 1 Ukebhood byte ndex 2 Ukelihood byte index 3
a 1 10 10 10 —
P os o o os :
s 0o 5o s o X
Toe £ Eoe o Q
o o o o
o0 . m o0
hH . b FEE E Q
o . . o
i i ~
. o o o ~
0 . . 0
5 3 » B » » . 3 " 1 ) B . 3 » 3 ® » a 3 » . ) »
sttach data complenty wtacs gt comprenty sk dura comptenty s v complenty
H Likeihood byte indes 8 Likethood byte index 9 Ukefhood byte index 10 n
H 10 1 10
i u N - ~
s 00 s e S S
| $e O
0 o o
as . . : s
‘ 3 % s » » . 3 » » » 5 3 3 » 3 »
sach dats comptenty s comprenty iach duts comptenty
—
Improving the Template Attack with a more advanced training phase f'b
Let's now try to improve our attack by creating more complex models. As described in Sections 2.3.1 and 2.3.2 of the book, one straightforward way is to create multivariate :
models using multiple POIs in the traces and using dimensionality reduction techniques. m
Here, we will rely on the Linear Discriminant Analysis (LDA) to reduce the dimensionality prior to building the gaussian model. Instead of implementing all the computation —
N by yourself, we invite you to rather rely on the SCALIb library that already implements useful tools: the LDAClassifier and the MultiLDA objects. Please carefully read the id U’
'S, we provide

related documentation pages before continuing in order to understand how to use them! If you are interested into details about their practical implementation, don't
functions that will load the datasets for you, so you won't have to do it yourself. Next, we will focus on the 30.000 first time samples. Try to run the following code in or

to see what it look like! What operations do you think the traces cover?

Hands on: https://github.com/simple-crypto/scale-one
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Coming next

 Hardware SHA3 implem. masked at arbitrary orders (ML-DSA)



Coming next

Level Transparency

Description

Representative Examples

0 Fully proprietary

Hardware, firmware, and software are closed
source. Public security evaluation relies on black-
box testing and the vendor’s assurances only.

Commercial secure elements or mi-
crocontrollers from NXP, Infineon,
STMicroelectronics.

1 Open soft-/firmware

Some software or firmware components are open
source, while the underlying hardware and mi-
croarchitecture remain proprietary.

Hardware wallets from Ledger!or
Trezor? the Raspberry Pi RP2350°

2 Open front-end design

Hardware and software source codes are public.
Back-end implementation artifacts (e.g., physical
layouts) remain confidential.

OpenTitan'fl, Caliptraf’, Tropic Squareﬁ,
Baochip7, Pavona® open hardware IP
on FPGAs (e.g., SMAeSH)’.

3 Open front- & back-end design

Source codes and physical implementation arti-
facts are public or can be reproduced, including
the netlists, the layouts and the flow scripts.

HEP-Alliance!® Cloneless1!!

! https://github.com/LedgerHQ
2 https://github.com/trezor

3 https://github.com/raspberrypi/rp2350_hacking_challenge
https://github.com/raspberrypi/rp2350_hacking_challenge 2

4 https://github.com/lowRISC/opentitan

> https://github.com/chipsalliance/Caliptra

$ https://github.com/tropicsquare
7 https://github.com/baochip/baochip- 1x

8 https://github.com/pavona/pavona
? https://github.com/simple-crypto/SMAesH

19 https://github.com/HEP- Alliance

' https://github.com/ThorbenMoos/Cloneless1



Conclusions — lessons learned

Open-source helps evaluation (no reverse engineering, legal issues, ...)
 Does it lead to the “objective” security level?
* |sthere a (theoretical) gap with closed-source attacks

uninformed evaluation
worst-case evaluation

------ (unknown) optimal attack Crypto analogy: prECOmpUtation
in security reductions?

ML analogy: gap btw supervised
and unsupervised learning?

estimated security level

evaluation time and data



Conclusions — lessons learned

* Even if answer is Y/N, not instantaneously solving everything
* Needs scientifically-mature solutions (PQ crypto?)
 Open-source code # open silicon (main challenge?)

 Today (opinion): it already helps security more than it hurts it

* Not UCLouvain-specific (open to / can fund external developers)

https://www.simple-crypto.org/
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