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The following remarks are related to Reference [1], Sections 2.1 and 2.2.
Errata.

In Section 2.1, the time complexity of the attack, using an FFT-based partial
decryption process for a single round with 4 active S-boxes is given as 16-2'6. This
evaluation is underestimated since this FFT computation has to be repeated for
each value of the distribution to approximate. Given that the trail in [1] contains
8 variable bits, it means a corrected time complexity of 16 - 216 . 28 = 228,

Then, in the third extension of Section 2.2, it is proposed to reduce the
data complexity of the attack at the cost of an increased time complexity, by
performing a partial decryption of two rounds. Straightforwardly applying this
trick implies 8 active S-boxes in the last round and 4 active S-boxes in the
penultimate one. Hence, the same correction of the time complexity has to be
applied, which yield a increased value of (32 -232.216).(16.216.28) = 281,

Improvement.

Fortunately, the 2-round partial decryption process can also be improved in
the following way. Just observe that it can actually be divided in two independent
partial decryptions, as illustrated in Figure 1. Using this trick allows reducing
the time complexity down to: 2 - (16 -216.28) . (8.28 . 2%) = 244,

Summarizing. The time complexity of the attacks in [1] have to be updated
as in Table 1. In short, the time complexity of the attack using a 1-round partial
decryption is increased from 220 elementary operations to 22® ones. And the
(more critical) time complexity of the attack using a 2-round partial decryption
is decreased from 2°7 elementary operations to 24 ones.
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Fig. 1: Practical trails for 2-round partial decryption in PRESENT with reduced time

complexity. The two independent trails are shown in different shades of gray.

[#rounds|type of attack|data compl.[time compl.[memory compl.|gain | reference

8 our attack™ cx 212 2% op.* 218 counters |< 16[this paper
our attack™ c*2° 2™ op.* 2% counters |< 38|this paper
12 our attack™ cx 2%t 2% op.* 2'% counters |< 16]this paper
our attack™ cx 2% 2% op* 252 counters |< 38[this paper
16 our attack® ¢ % 250 2% op.* 2™% counters |< 16]this paper
our attack™ c* 2% 2™ op.* 252 counters |< 38|this paper
20 our attack” cx 2% 2% op.* 218 counters |< 16[this paper
our attack™ c* 27 2™ op.* 257 counters |< 38|this paper
2/ our attack” c* 2% 2% op.* 2'% counters |< 16]this paper
our attack™ c* 257 2™ op.* 252 counters |< 38[this paper

* 1-round decryption, *

2-round decryption

Table 1: Summary of attacks (italic are not experimented and use ext. 2).




