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Preface

Modern “cryptography is the scientific study of techniques for securing digital in‐
formation, transactions and distributed computing” [KL14]. Since the early nine‐
teen‐eighties, the good separation of duties between clearly stated and unam‐
biguous assumptions on cryptographic primitives (that can only be falsified via
cryptanalysis) and the security proof of complex schemes relying on these prim‐
itives has been the seed of numerous important advances. Most of these ad‐
vances quantify the adversaries in terms of their computational power. In this
setting, cryptographic proofs reduce the security of complex schemes to the secu‐
rity of simpler primitives, independently of the adversarial strategy and following
Kerckhoff’s main principle: “The cipher methodmust not be required to be secret,
and it must be able to fall into the hands of the enemy without inconvenience”.

The seminal work of Kocher et al. on Differential Power Analysis (DPA) came
as a disruptive factor in this success story [KJJ99]. While it has been known for
long that information security is broader than cryptography [Gol11], DPA shows
that the first step when moving from mathematical abstraction towards apply‐
ing cryptography (i.e., implementing cryptographic algorithms) is already prone
to strong and hard to mitigate attacks. DPA has major consequences for crypto‐
graphic practice: protecting embedded devices against it is needed for any appli‐
cation where adversaries are granted with physical access to implementations.*
DPA also has major consequences for cryptographic theory: capturing physical
leakage requires re‐thinking definitions, assumptions, designs and proofs [MR04].
Besides, while the treatment of modern cryptography mostly relies on complex‐
ity theory, understanding physical leakage requires broader tools, ranging from
electronics and communications to information theory and statistical learning.

Kocher et al.’s results took the cryptographic research community and the em‐
bedded security industry by surprise. They gave rise to countless extensions and

* Remote physical attacks are increasingly documented too, see [MDB21] for a survey.
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triggered fundamental changes in theway cryptographic implementations are an‐
alyzed. During the first decade following the DPA publication, researchers started
to understand the most powerful attack vectors and to identify countermeasures
susceptible to circumvent them. Yet, the conditions tomake countermeasures ef‐
fective were mostly informal and their evaluation was mostly based on engineer‐
ing intuition. Mangard et al.’s book on power analysis attacks gives an excellent
account of these heuristic times [MOP07]. Without better solutions to prevent
the attacks, the industry reacted by combining countermeasures with a certain
level of security by obscurity (i.e., keeping implementation details secret).

For a while, the security by obscurity paradigm made embedded security re‐
search and cryptographic research quite disconnected. One reason of this gap is
that security by obscurity contradicts Kerckhoff’s main principle and is inherently
hard to state as a formal and precise assumption, which is instrumental in the
mathematical treatment of modern cryptography.* However, research over the
years showed that this situation is not inevitable. Progresses on the definition
of cryptographic functionalities in the presence of leakage and on sufficient con‐
ditions for making countermeasures effective put forward a possibility to extend
the treatment of modern cryptography to the physical setting [KR19]. As for the
move from classical to modern cryptography, this evolution requires a change
of viewpoint. Cryptographic definitions may look too strong at first glance, and
(aim to) escape the specification of realistic adversarial strategies that has been
driving the certification of cryptographic implementations so far [ABB+20]. Yet,
leveraging the cryptographic methodology comes with the important benefit of a
good separation of duties between physical assumptions to be confirmed thanks
to empirical evidence (or falsified) and mathematical proofs demonstrating how
these physical assumptions can be amplified to yield strong security guarantees.
Concretely, it also allows taking advantage of continuous research advances on
implementations, which a closed and time‐limited evaluation process cannot.

The primary goal of this book is to combine theoretical and practical advances
in embedded security into a consistent foundation for researchers and practition‐
ers interested in secure cryptographic implementations. For this purpose, we
primarily take the viewpoint of a designer/evaluator aiming to assess the worst‐
case security level of an implementation. We pay a special attention to identify
the parts of our empirical evaluations that can be suboptimal and to discuss the
tightness of our formal analyzes. We also justify this approach by showing that

* It turns out this paradigm is also the inverse of a success story, with several public reports
of catastrophic failures with computational adversaries [Bog07b, GdKGM+08, DHW+12].
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restricting adversaries beyond the formal assumptions required by a set of coun‐
termeasures is likely to lead to uncontrolled risks of security overstatements (i.e.,
a false sense of security). These choices are reflected by our choice of termi‐
nology: this book is about side‐channel analysis, which is the general study of
physical leakage in the context of cryptographic implementations, more than on
side‐channel attacks; it is also about leakage‐resistance, which is the generic term
we use to cover all the countermeasures that can (and must) be combined to se‐
cure these implementations. Interestingly, it turns out that the constructions that
offer the best guarantees against worts‐case adversaries can also be efficient.

In order to keep its content concise, the book follows three editorial choices.

First, side‐channel attacks are a threat against all cryptographic implementa‐
tions. The techniqueswe describe apply nearly identically tomany symmetric‐key
algorithms, with similar levels of efficiency. As a result, we decided to illustrate
them with a single block cipher. We selected the Advanced Encryption Standard
(AES) for this purpose [DR20]. The AES is not the easiest algorithm to protect
against side‐channel attacks. As discussed in conclusions, the best solutions in the
state‐of‐the‐art are rather based on smaller S‐boxeswith optimized bitslice repre‐
sentations. Yet, it is by far the most investigated modern cipher, which makes it a
natural candidate for illustration. Since the treatment of leakage‐resistant modes
of operations with tight security bounds strongly benefits from Tweakable Block
Ciphers (TBCs) [LRW11], we also consider tweakable versions of the AES which
rely on the same rounds and differ in their key scheduling parts. We refer to Ap‐
pendix A for reminders about the AES cipher and its tweakable versions.

Second, the goal of this book is to establish the concepts needed to imple‐
ment a cryptographic algorithm securely. As a result, it is not aimed to provide
an exhaustive list covering all the best (still evolving) solutions of the state of the
art. It rather aims to provide the theoretical and practical background which al‐
lows integrating these best solutions in various contexts and navigating through
the side‐channel analysis and leakage‐resistance literature. For this purpose, we
also provide the proof sketches of important results in order to put forward how
formal models and tools can lead to convincing physical security arguments.

Finally, the way we aim to reach this goal is by connecting theoretical ad‐
vances to cope with leakage and implementation techniques that can fulfill their
physical assumptions. In order to preserve the global coherence of the text, we
focus primarily on mode‐level, primitive‐level and implementation‐level counter‐
measures which can be analyzed in sound mathematical models, and then dis‐
cuss the practical relevance of these models. This leaves hardware‐level counter‐
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measures out of our scope. As discussed in conclusions, this is not a statement
about their importance. Hardware‐level countermeasures are essential to keep
leakage‐resistant designs efficient. Yet, their analysis is specific to technological
choices and we therefore decided to identify the general requirements they need
to fulfill to be effective rather than to study their applications exhaustively.

Following these general guidelines, the book is structured in three parts.
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Introduction

In this first part of the book, we aim to introduce side‐channel analysis in a way
that can support the introduction of sound countermeasures in the second part.
As observed by Wagner already a couple of years ago, an exhaustive coverage
of all the side‐channel attacks published in the literature is no longer possible:
we “need a systematic counter strategy” [Wag12]. This need is precisely what
motivates the focus of this book on worst‐case evaluations. For this purpose, we
introduce a minimum set of tools that can be used to provide a good approxima‐
tion (or bound) of the security level against the best possible attack vectors.

Concretely, we start with an exemplary side‐channel analysis highlighting the
different challenges that an evaluator faces in Chapter 1. We then use it to struc‐
ture a 5‐step evaluation workflow in Chapter 2, and introduce standard tools in
order to perform each of the steps. We additionally show how to combine these
tools in order to efficiently estimate the security level of an (unprotected) imple‐
mentation. Eventually, some theoretical background behind side‐channel analy‐
sis is given in Chapter 3. We first detail side‐channel evaluation metrics, their es‐
timation and bounds that can be used as shortcuts to speed up evaluations. We
then discuss the optimality of our workflow’s different steps and the need of pro‐
filing for worst‐case evaluations. We conclude with a definition of side‐channel
attack that can serve as a basis for designing and analyzing countermeasures.

Overall, this first part of the book follows a bottom‐up approach. We start
from a concrete example to introduce the problem and list the different engineer‐
ing challenges that it raises. We then gradually formalize side‐channel analysis in
order to pave the way towards a more (top‐down) cryptographic treatment of
leaking implementations, which will be the focus of the book’s second part.

We additionally illustrate the concepts we introduce with experimental re‐
sults. In order to simplify their understanding, we use so‐called simulated mea‐
surements in the main chapters, where the leakage traces are generated accord‐
ing to a well‐controlled model. This allows the examples to have intuitive expla‐
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nations that easily highlight the pros and cons of the different evaluation tools
we describe. In order to also confront these tools to real‐world conditions, we
provide exercises at the end of the three sections, that mix paper‐and‐pencil and
programming problems – the latter being based on actual side‐channel measure‐
ments of an unprotected AES implementation in a 32‐bit software device.



Chapter 1

Exemplary attack

The unavoidable weakness that is underlying all published side‐channel attacks
is that cryptographic computations are never instantaneous. So while classical
security reductions assume adversaries who can intercept and possibly tamper
with the inputs and outputs of cryptographic algorithms, Kocher et al.’s seminal
work puts forward that physical measurements may leak information about their
intermediate computations. It is easy to see that such a leakage can be devastat‐
ing. Take for example the AES described in Appendix A, but limited to its first two
operations (i.e.,AddRoundKey and SubBytes). Rather than a large (128‐bit) pseu‐
dorandom permutation, this reduced cipher can be viewed as the concatenation
of sixteen small (8‐bit) permutations. Therefore, the adversary can perform a key
recovery attack by just targeting the key bytes one by one. The time complexity
of this attack is 16 ˆ 28 rather than 216ˆ8 as it should be for the full‐round AES.

In practice, side‐channel leakage is usually not providing the exact outputs of
a cipher’s intermediate computations. Nevertheless, with the additional help of
some statistical processing, even a modest leakage can be sufficient to break a
cryptographic implementation using a similar divide‐and‐conquer approach.

Let us now set up the scene a bit more precisely by describing a realistic attack
against an idealized 8‐bit implementation of the AES. By 8‐bit we mean that, at
each clock cycle, the device in which the AES is implemented is able to perform
an 8‐bit operation. The attack essentially aims at exploiting information about
the first cipher round that can be extracted by monitoring physical leakage like
the power consumption [KJJ99] or the electromagnetic radiation [GMO01, QS01].
For example, a leakage trace l obtained by measuring the execution of the first
two AES S‐boxes is illustrated in Figure 1, for plaintext bytes x0 and x1, first round
key bytes k0 and k1 and intermediate values y0, y1 (after the key additions) and

14



CHAPTER 1. EXEMPLARY ATTACK 15

z0, z1 (after the S‐boxes), where the subscripts correspond to the indexes of the
manipulated bytes. This trace l contains τ = 300 time samples, next denoted as
lj , and is expected to depend on the values of the xi’s, yi’s, ki’s and zi’s.

S S S

Figure 1: Leakage trace l for the AES’ first two S‐boxes (τ = 300 samples).

In order to recover the secret key bytes, the side‐channel adversary starts by
defining a matrix of (e.g., random) plaintexts x of size 16 ˆ q, corresponding to
the 16 bytes of q plaintexts. Taking advantage of the fact that the output (and
therefore the leakage) of each S‐box in the first AES round only depends on a
single key byte, she can target every key byte independently. We next illustrate
how to recover the first key byte k0, which is XORed with the first plaintext byte
x0. An example of plaintext bytes vector x0 is given next for q = 11:

x0 = [ 47, 231, 250, 112, 28, 66, 104, 152, 67, 154, 182 ].

Based on this vector of plaintext bytes, the adversary has to predict the leakage
of the first S‐box for different key candidates k˚

0 P [0 : 255]. Concretely, this
implies computing (q‐element) model vectors mz0(x0, k

˚
0 ). Assuming that the
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leakage of an intermediate variable is correlated with its Hamming weight, which
is an acceptable approximation for unprotected CMOS devices [BCO04], it leads
tomz0(x0, k

˚
0 ) = HW

(
S(x0 ‘ k˚

0 )
)
, with HW the Hamming weight function.

An example corresponding to the plaintext byte x0 above is given next:

mz0(x0, k
˚
0 = 0) = [ 3, 3, 4, 3, 4, 3, 3, 3, 3, 4, 4 ],

mz0(x0, k
˚
0 = 1) = [ 3, 4, 4, 4, 3, 3, 6, 6, 3, 2, 4 ],

mz0(x0, k
˚
0 = 2) = [ 4, 5, 2, 1, 4, 2, 1, 4, 3, 3, 4 ],

. . .

mz0(x0, k
˚
0 = 255) = [ 3, 5, 5, 5, 2, 5, 2, 3, 4, 4, 5],

where the model values for the key candidate k˚
0 = 0 equal HW

(
S(47‘ 0)

)
= 5,

HW
(
S(231 ‘ 0)

)
= 6, HW

(
S(250 ‘ 0)

)
= 6, HW

(
S(112 ‘ 0)

)
= 3 …

The next step is to measure the target device which contains the secret key
byte to recover (e.g., k0 = 2). For this purpose, the adversary collects leakage
traces corresponding to the q plaintexts of x and builds a leakage matrix l̄(x, k)
of size qˆτ . Let us temporarily assume the adversary knows that the S‐box output
value z0 is manipulated at the time sample 115. She can then reduce this matrix
to a q‐element leakage vector l115(x, k). Under the aforementioned (main) as‐
sumption that theHammingweightmodel is accurate to a sufficient extent (which
is necessary for the attack to succeed), this vector can be written as:

l115(x, k) « [ 4, 5, 2, 1, 4, 2, 1, 4, 3, 3, 4 ] + r115,

where r115 is an 11‐dimension unknown random sampling, capturing the fact that
actual measurements are generally affected by some physical noise.

At this stage, each model vector mz0(x0, k
˚
0 ) can be viewed as q samples of

a univariate random variableM z0(X0, k
˚
0 ) = HW

(
S(X0 ‘ k˚

0 )
)
, where plaintext

bytes are random and key byte candidates are fixed. Similarly, the leakage vector
l115(x, k) can be viewed as q samples of a univariate random variable L(X, k).
The adversary can therefore compare her 256 models with the actual measure‐
ments and select the key candidate that provides the best prediction. Pearson’s
correlation coefficient is a popular solution for this purpose [BCO04]:

ǩ0 = argmax
k˚
0

ρ̂q
(
L115(X, k),M z0(X0, k

˚
0 )
)
.
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It can be estimated from q leakage and model samples as follows:

ρ̂q (Lj(X, k),M z0(X0, k
˚
0 )) =

Êq(Lj(X,k)¨Mz0 (X0,k
˚
0 ))´Êq(Lj(X,k)¨Êq(Mz0 (X0,k

˚
0 )))

b

V̂arq(Lj(X,k))¨V̂arq(Mz0 (X0,k
˚
0 ))

,

with Êq(.) and V̂arq(.) the sample mean and the sample variance, respectively.

Finally getting rid of the temporary assumption that the adversary knows the
S‐box output value z0 ismanipulated at the time sample 115, she can just estimate
the correlation for each time sample independently and select the key as:

ǩ0 = argmax
jP[0,τ´1], k˚

0

ρ̂
(
Lj(X, k),M z0(X0, k

˚
0 )
)
. (1)

Figure 2 shows the result of such an attack for the key bytes k0 and k1, after the
observation of q = 256 traces (rather than q = 11 in the example above).

(a) First S‐box.

(b) Second S‐box.

Figure 2: Correlation between the Hamming weights of the AES S‐boxes’ outputs
(@ key byte candidates) and leakage traces for the correct key byte (q = 256).

It can be observed that around time sample 115 (resp., 235), where the out‐
put of the first (resp., second) S‐box is manipulated, the correlation estimated
for the correct key byte (in black) is indeed higher than the one for the incorrect
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key byte candidates (in grey). As illustrated in Figure 3, the gap between the cor‐
relation observed for the correct key byte and the incorrect key byte candidates
can be increased by measuring more traces, since it allows a better estimation of
the correlation coefficient. Yet, even in this case, the best estimated correlation
values remain below 0.5, which can explained by the presence of additive noise
in the traces or by slight model errors.* For uniformly distributed plaintexts, the
same traces can be used to recover the other ki’s (with i P [1 : 15]) by adapting
the modelsmzi(xi, k

˚
i ) and selecting key byte candidates as in Equation 1.

(Exercise 1.1 is suggested in order to further illustrate the previous content.)

(a) First S‐box.

(b) Second S‐box.

Figure 3: Correlation between the Hamming weights of the AES S‐boxes’ outputs
(@ key byte candidates) and leakage traces for the correct key byte (q = 1024).

* Note that, as mentioned in introduction, the traces that we use in this part of the book are
simulated in order to simplify their interpretation (actual side‐channel measurements are pro‐
vided in the exercises’ parts). That is, for any target variable (e.g., Zi) that we consider, we use a
leakage function Lj(Zi)9δ(Zi) +Rj , with δ(.) a deterministic function of Zi andRj an additive
Gaussian noise variable. Concretely, the function δ(.) was carefully chosen such that the corre‐
lation between its (noise‐free) outputs and the outputs of the Hamming weight function equals
0.5, leaving room for more accurate models (i.e., models that better correlate with the leakage
function) in the next chapters, where we always use the same leakage function.
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Despite its conceptual simplicity, this attack already puts forward the main
questions that side‐channel adversaries and evaluators have to answer:

1. How to obtain good leakage traces (e.g., low‐noise measurements)?

2. How to detect useful leakage samples, aka Points‐of‐Interest (POIs), and to
map them to the intermediate computations they correspond to?

3. How to accurately model the useful leakage samples in order to extract
(ideally all) the information contained in the measurements?

4. How to efficiently process the information extracted?

5. What if the information collected is not sufficient to recover the key?

In the following chapter, wewill gradually build a side‐channel evaluation toolbox
by discussing and answering these five main questions one by one.



Chapter 2

Evaluation tools

The previous questions directly suggest the five‐step side‐channel analysis work‐
flow depicted in Figure 4. We next use it as a way to structure the exposition of
the various tools used in the evaluation of a leaking implementation. For this pur‐
pose, we detail state‐of‐the‐art solutions to perform each of the steps, focusing
on the tools that are most relevant for worst‐case security evaluations.

measurement
& pre-processing

leakage detection
& mapping

leakage modeling 
& information extraction

information
exploitation

post-processing

Figure 4: Side‐channel analysis workflow.

As a preliminary, we need to define what we mean by worst‐case evaluation
since the use of this term in the side‐channel research community deviates from
its common acceptation in cryptography. In this respect, let us first recall that
cryptographic research generally has two main goals. On the one hand, secu‐
rity proofs aim to reduce the security of complex functionalities (e.g., encryption,
authentication in the case of symmetric cryptography) to the security of simpler
primitives (e.g., block ciphers, permutations). On the other hand, cryptanalysis

20
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aims to verify that the concrete schemes used to instantiate the primitives do not
deviate from their expected behavior (i.e., match the proof assumptions). In this
context, the termworst‐case usually refers to the security guarantees provided by
security reductions, which are independent of the adversarial strategy [KL14] and
therefore hold even against an adversary leveraging an optimal strategy. By con‐
trast, cryptanalysis is intrinsically hard to perform in a wort‐case/optimal manner,
as it corresponds to the art of combining different mathematical approaches in
order to compromise the security of a scheme [Jou09, KR11]. Since side‐channel
analysis shares more similarities with cryptanalysis than with security reductions,
one can therefore wonder what is the meaning of worst‐case in this context?

The necessary clarification is that the term worst‐case does not refer to the
evaluation strategy (i.e., how the side‐channel information is exploited) but to
themeans that evaluators are given to collect this information. Aworst‐case side‐
channel security evaluation, as defined next, corresponds to a context where all
the information about the target implementation and all its intermediate compu‐
tations are considered public during an offline learning (aka profiling) phase.

Definition 1 (Worst‐case side‐channel security evaluation [ABB+20]). A worst‐
case side‐channel evaluation is one where the evaluator has unrestricted access
to all the implementation details (e.g., software and hardware source codes) and
to the secret keys and random values used by side‐channel countermeasures (if
they are implemented) during an offline learning (also called profiling) phase.

The reason of this terminology relates to the fact that while the knowledge
of the algorithms is now accepted as the standard model for mathematical crypt‐
analysis, the knowledge of the implementations remains a matter of debate in
physical cryptanalysis. So while the term worst‐case is synonym of security re‐
ductions offering guarantees against optimal adversaries in cryptography, it only
refers to the fact that the evaluator has the best possible means to understand
her target device in side‐channel security evaluations. In other words, worst‐case
evaluations aim to help identifying optimal attack paths but they do not guaran‐
tee security against such (possibly unknown) optimal attack paths. We defer an
assessment of the optimality of the steps in Figure 4 to Chapter 3, together with
more justification of the practical relevance of this worst‐case approach.
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2.1 Measurement and pre‐processing
Assembling a goodmeasurement setup is the first step in the evaluation of a cryp‐
tographic implementation against side‐channel analysis. A high‐level view of its
main components is given in Figure 5. Despite research papers usually contain a
succint description of the tools they use for this purpose, there has been limited
research specifically devoted to this topic. Chapter 3 of the DPA book remains a
comprehensive source of information [MOP07]. It outlines a design space includ‐
ing the choice of a probingmethod (possibly embedding an amplifier), the supply
voltage and clock frequency of the Device Under Test (DUT) and the resolution
and sampling rate of the the evaluator’s oscilloscope. Target implementations
can be hardware: Field Programmable Gate Arrays (FPGAs) or Application Spe‐
cific Integrated Circuits (ASICs), or software (e.g., embedded microcontrollers).
Our focus in this book is on side‐channel analyses that can be performed with
relatively cheap equipment. Typically, commercial development boards for the
DUTs with inductive probes and oscilloscopes in the Gsample/second range that
can be gathered for a couple of thousands euros. We next discuss some basic
recommendations to obtain the low‐noise traces needed to perform efficient at‐
tacks [BUS21], and follow with a short discussion and a list of related works.

Vdd

clock freq.

oscilloscope

sampling freq.

resolution

probe
(+pre-amp.)

trigger

DUT

Figure 5: Side‐channel measurement setup.
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2.1.1 General guidelines
Regarding the DUT, we first mention that it is usually advisable to unsolder the
decoupling capacitors from its Printed Circuit Board (PCB) in order to limit low‐
pass filtering effects. If possible, using an external crystal oscillator to derive the
clock signal helps to limit the jitter‐based noise. The clock frequency is then the
most important parameter to set. A good rule‐of‐thumb is to use the highest
available clock frequency that allows a visual identification of the cycles in the
leakage traces. As for the supply voltage, it better comes from a stable (noise‐
free) source as well, but its value has a less significant impact and running the
chip at nominal Vdd is in general sufficient to obtain good measurements.

Next, regarding the probe, standard options include the insertion of a small
resistor in series with the power supply voltage and the use of an inductive probe.
The latter is usually more convenient since it does not require any modification
of the PCB. It is therefore the method of choice as long as the target leakage is
covered by the probe’s bandwidth. Low‐noise pre‐amplifiers with sufficient band‐
width can optionally be used in case of low‐amplitude measurements.

As for the oscilloscopes, they have quite limited flexibility in terms of resolu‐
tion (8‐bit and 12‐bit samples are standard values). The sampling rate is therefore
the most critical parameter, since it directly affects the memory requirements of
the security evaluations. As in general when quantizing signals, this sampling rate
should at least be larger than the Nyquist frequency. Concretely, it is usually ben‐
eficial to increase this value slightly. A good rule‐of‐thumb (when the clock cycles
are identifiable) is to take between 5 and 10 samples per clock cycle.

We note that in the worst‐case security evaluation setting, we assume the
availability of an accurate trigger for the target cryptographic computation.

2.1.2 Discussion and related works
Measurement setups are critical for side‐channel security evaluations. They af‐
fect the noise level of the leakage samples, which is a key parameter for many
countermeasures. Badly designed setups may artificially increase this noise level
and lead to a false sense of security. The previous guidelines aim to mitigate this
risk by enabling low‐noisemeasurementswithoutmuch additional pre‐processing.
They must be considered as an inherent part of a worst‐case evaluation process,
granting possibly unrealistic capabilities to the evaluator in order to gain secu‐
rity margins that can cover (hard to predict) engineering improvements. Note
that the above guidelines are for standard setups exploiting the dynamic power
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consumption. Setups targeting static power consumption require different opti‐
mizations (e.g., lower clock frequencies) in order to be exploitable [MMR20].

Related works. The descriptions above are for power measurements. Electromagnetic
measurements lead to similar challenges with a different probe [AARR02]. Power and
electromagnetic measurements can be combined into multi‐channel attacks [ARR03].
When leaving the worst‐case evaluation setting, concrete adversaries can face various
additional challenges. A first one is the lack of accurate trigger, which may imply the
need to rely to analog signals in order to synchronize the measurements [BBGV16]. An‐
other one is the presence of noise in the frequency domain that may benefit from fil‐
tering (e.g., [PHF09, PS15]) and from analyses working directly in the frequency domain
(e.g., [MRG+10, TOT+14]) or other transformed domains (e.g., [DSE+12, UvWBS20]).

2.2 Detection and mapping
The results of Figures 2 and 3 show that a Correlation Power Analysis (CPA) allows
an evaluator to identify the time samples where the two first AES S‐box outputs
are manipulated and their correct key byte at the same time. Despite conve‐
nient, this approach suffers from two limitations. First, it is non‐profiled (hence
not worst‐case) and therefore it only works as long as the assumption that the
leakage function is correlated with the Hamming weight model holds. Second, it
is univariate (i.e., it exploits only one leakage sample at a time) and thereforemay
be suboptimal compared to approaches exploiting multiple samples jointly (e.g.,
in terms of number of leakage traces needed to recover the key). Both limitations
suggest profiled and multivariate evaluations as a natural direction to better as‐
sess the worst‐case security level of a leaking cryptographic implementation. Yet,
they comewith the additional burden of training amodel during an offline phase,
which can become expensive (e.g., in terms of number of leakage traces needed
for profiling). Quantifying the cost and benefits of profiled analyses is therefore
needed, which first requires defining the following complexities:

Definition 2. (Profiling and attack complexities) We denote the number of side‐
channel traces collected (resp., the time needed) to estimate a leakage model in
an offline phase as the profiling data (resp., time) complexity. We denote the
number of side‐channel traces (resp., the time) needed to perform a side‐channel
attack given a leakage model as the attack data (resp., time) complexity.

As a result, profiling can be viewed as a way to trade an improved (online) at‐
tack complexity for some offline efforts. Since a straightforward multivariate es‐
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timation of the leakage can become expensive as the size of the traces increases,
detection and mapping appeared as intermediate steps to make this tradeoff
more appealing. Their goal is to identify the POIs in the leakage traces and to
associate them with the intermediate computations that generate them. In ma‐
chine learning terminology, they correspond to a feature selection step.

Wenext introduce three popular techniques that can be used for this purpose,
discuss their specificities and respective advantages and detail how they can be
used in the context of a worst‐case side‐channel security evaluation.

2.2.1 Signal‐to‐Noise Ratio
An intuitive solution to identify POIs in a leakage trace is the Signal‐to‐Noise Ra‐
tio (SNR) [Man04]. As its names suggests, it first requires to define what is the
signal and what is the noise in the leakage of a target intermediate value. For this
purpose, it is convenient to assume that leakage samples are the sum of a deter‐
ministic part and a noise part.* Say for example that we want to characterize the
SNR of an S‐box output zi in Figure 1, for which we posit:

lj(zi) = δj(zi) + rj, (2)

where δj is the leakage function’s deterministic part at time sample j and rj is an
additive noise. Based on this we can directly define the SNR as:

SNR(j) =
Var
(
δj(Zi)

)
Var
(
Rj

) . (3)

It remains to estimate δj(Zi) and Rj . This can be be done by measuring several
leakage traces for each value of zi. Their sample mean can then serve as an esti‐
mation of the deterministic part δ̂j(zi) = Ê

(
Lj(zi)

)
, and noise samples are just

obtained by computing r̂j = lj(zi) ´ δ̂j(zi), leading to an SNR estimate:

ˆSNRq(j) =
V̂ar256

(
Ê q

256
(Lj(zi))

)
V̂arq(R̂j)

, (4)

where Êθ(.) and V̂arθ(.) are the sample mean and variance with θ samples, re‐
spectively. In our AES case study, where the target intermediate value is 8‐bit

* Which, as described in Chapter 1, is exactly satisfied by our simulated traces.
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wide, the q traces collected in order to estimate the signal variance are split in
256 sets of q

256
traces, corresponding to the 256 possible values of zi. This def‐

inition of SNR assumes the additive noise to be independent of the data. If this
assumption is incorrect, different noise variances can be computed for each value
of zi and averaged, using 256 subsets of traces like for the signal estimation:

ˆSNRq(j) =
V̂ar256

(
Ê q

256
(Lj(zi))

)
Ê256

(
V̂ar q

256
(Lj(zi))

) . (5)

It is important to note that, contrary to Chapter 1, the leakage of the previous
equations takes zi as argument rather than x and k. This is because we specifi‐
cally defined as signal the part of the leakage that depends on zi. Concretely, the
notation reflects that when computing a sample mean Ê

(
Lj(zi)

)
, only zi should

be fixed in the leaking device. For this purpose, the leakage traces must be mea‐
sured with random plaintexts and keys and grouped according to the value of zi
afterwards. Such a requirement emphasizes what may look as a somewhat arbi‐
trary definition of signal. Indeed, nothing prevents adversaries to take advantage
of the leakage that directly depends on the key as well. The corresponding SNR
would be computed for samples lj($, ki) where the plaintexts are random and a
key byte is fixed. This would allow identifying the key scheduling intermediate
computations, which motivates the following definition of sensitive variable:

Definition 3 (Sensitive variables). We say that an intermediate value in a crypto‐
graphic implementation is Key and Input Sensitive (KIS) if it can be expressed as
a function of a group operation (e.g., a XOR) between a part of the algorithm’s
secret key and a part of its public input (e.g., plaintext for a block cipher). We
say that an intermediate value is Key Sensitive (KeS) if it can be expressed as a
function of the algorithm’s secret key independent of its public input.

Clearly, the SNR of Equation 5 is for a KIS variable. We will see in Section 3.1.2
that such variables offer much stronger attack vectors than KeS variables.

An estimation of this SNR using q = 1024 traces, for the same case study as
in Chapter 1, is given in Figure 6. It leads to two important observations.

First, both plots exhibit two peaks which correspond to the manipulation of
the S‐boxes inputs and outputs. This is expected since our definition of signal cap‐
tures any leakage sample that is dependent on δ̂j(zi). Since S‐boxes are bijective,
information on their inputs translates into information on their outputs.
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(a) First S‐box.

(b) Second S‐box.

Figure 6: SNR for the AES S‐boxes’ outputs (q = 1024).

Second, the SNR is different from zero even for non‐informative samples, as
reflected by the “plateau” value of « 0.25 on the upper and lower plots. This
relates to the fact that the SNR is an a priori metric. That is, it defines a priori that
any difference in the mean values is signal. When combined with the estimation
process of Equation 5, it implies that even estimation errors in the numerator
mean values are considered as signal. Such an estimation therefore has a ten‐
dency to overestimate the SNR. Quite naturally, the bias due to signal estimation
errors (which informally corresponds to the value of the plateau in Figure 6) is
not statistically significant and vanishes as q increases. The latter can be formally
confirmed by computing a confidence interval for the SNR [Noe24].

(Exercise 1.2 is suggested in order to further illustrate the previous content.)

2.2.2 Profiled correlation
The previous definition of signal as a variance of leakage mean values suggests
an extension of the CPA to the profiled setting that can serve as an alternative to
the SNR. Remember that the attack of Chapter 1 uses the same Hamming weight
model for all time samples: mzi(xi, k

˚
i ) = HW

(
S(xi‘k˚

i )
)
. A profiled CPA simply
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replaces this Hamming weight assumption by an estimation of the mean leakage
for the target intermediate value, evaluated for relevant (possibly all) time sam‐
ples. Sticking with our S‐box output example zi = S(xi ‘ k˚

i ), it leads to model
valuesmzi

j (xi, k
˚
i ) = Ê

(
Lj(z

˚
i )
)
. Note that this requires splitting the evaluators’

set of q traces into qp profiling traces and qa attack traces. The result of a pro‐
filed CPA using such models (perfectly) estimated for time samples j = 115 and
j = 235 is given in Figure 7, leading to three important observation.

(a) First S‐box.

(b) Second S‐box.

Figure 7: Correlation between a profiled model for the AES S‐boxes’ outputs (@
key byte candidates) and leakage traces for the correct key byte (qa = 1024).

First, this detection is more specific than the SNR‐based one as it only ex‐
hibits a single peak per S‐box (vs. two in Figure 6). This is because the SNRmetric
differs from zero as soon as the 256 means corresponding to a leakage sample
(for the 256 values of the target variable) differ. It is therefore preserved by the
S‐box (which only permutes these mean values). By contrast, in a CPA, the esti‐
mated correlation depends on the order of these means. Take for example the
model vectors mzi(xi, k

˚
i ) = HW

(
S(xi ‘ k˚

i )
)
for a plaintext vector xi with

256 elements ranging from 0 to 255. These model vectors contain the same 256
Hamming weights for all key byte candidates k˚

i , but in a different order, which is
precisely what allows discriminating the correct key byte. So just as a wrong key
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byte candidate has a permutedmodel vector that cancels the correlationwith the
actual measurements, the S‐box permutes themodel vector and prevents detect‐
ing samples at the input of the S‐boxes when their output is predicted. Note that
this specificity only holds if the same model is used for all time samples.

Second, the value of the correlation coefficient in Figure 7, which is estimated
with the same total number of traces as the SNR in Figure 6, is stuck at « 0 for
the uncorrelated samples. This is because, contrary to the SNR metric (which is
a priori), the CPA embeds a cross‐validating step. That is, when performing the
profiled CPA, the models (which correspond to leakage mean values estimated
offline with qp profiling traces) are tested against qa fresh attack traces, so that
the estimation errors of these mean values can only lead to a reduction of the
correlation coefficient. Yet, this difference vanishes as q, qp and qa increase and it
can be shown that the SNR and the correlation coefficient computed for a profiled
model carry the same asymptotic intuition (when qp, qa Ñ 8 with q = qp + qa).
More precisely, denoting a profiled model for time sample j as Mj and ignoring
the random variable’s arguments for simplicity, we have [Man04]:

ρ(Mj, Lj) =
1

b

1 + 1
SNR(j)

. (6)

Note that this result only holds for the correlationprofiled per sample. Otherwise,
we have no guarantees that the CPA exploits all the side‐channel signal.

Finally, the value of the maximum correlation coefficient in Figure 7 is signif‐
icantly increased compared to the unprofiled CPA of Figure 3. This confirms that
the Hamming weight assumption, despite sufficient to perform a successful key
recovery, was not perfect and did not allow an optimal univariate attack.

Interestingly, this improvement of the leakage model thanks to profiling can
be characterized with the following correlation chain rule [SPRQ06]:

Lemma 1 (Correlation chain rule). Let X , Y and Z be three random variables
such that Y = X + R1 and Z = Y + R2 with R1 and R2 two additive Gaussian
noise variables. Then, we have ρ(X,Z) = ρ(X,Y ) ¨ ρ(Y, Z).

As a result, if we assume that an unprofiled modelMu
j corresponds to a pro‐

filedmodelMp
j with additivemodel errorsM e

j and thatwewrite the noisy leakage
variable as a sum Lj = (Mu

j +M c
j ) +Rj , withM c

j = ´M e
j the model correction

term and Rj the noise, both assumed to follow a Gaussian distribution, so that
Mu

j + M c
j = Mp

j , then ρ(Mu
j , Lj) = ρ(Mu

j ,M
p
j ) ¨ ρ(Mp

j , Lj). In other words,
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computing the correlation between a non‐profiled leakage model and its profiled
counterpart allows anticipating by which factor the correlation coefficients esti‐
mated in the non‐profiled and profiled settings will differ. For example, the cor‐
relation between the profiled model of Figure 7 and the Hamming weight model
of Figure 3 is « 0.5, which is confirmed by the peak values of these figures.

2.2.3 Welch’s T‐test
The SNRmetric and profiled CPA are specific detection tools in the sense that they
identify POIs that depend on specific intermediate computations. For this pur‐
pose, they estimate samplemeans for all the values of these target computations.
As discussed in the previous section, the profiled CPA can be even more specific
than the SNR as (in case the same profiled model is used for all the time sam‐
ples of a trace) it allows distinguishing bijectively connected intermediate values.
Quite naturally, it is also possible to go the other way and to design less specific
detection tools. The standard approach for this purpose is to use Welch’s T‐test,
and was introduced under the name Test Vector Leakage Assessment methodol‐
ogy (TVLA) [GJJR11]. Its original motivation was to provide a cheaper detection
method which can possibly serve as a basis for conformance testing.

A natural way to make detection more efficient (in terms of data complexity)
is to reduce the number of sample means to estimate. This is exactly what non‐
specific T‐tests enable. Let us for example define the following estimates:

µ̂f(j) = Êqf

(
Lj(xf, kf)

)
, σ̂2

f (j) = V̂arqf

(
Lj(xf, kf)

)
,

µ̂r(j) = Êqr

(
Lj($, $)

)
, σ̂2

r (j) = V̂arqr

(
Lj($, $)

)
,

where (xf, kf) is a fixed pair of plaintext and key, $ denotes uniformly random
values and qf and qr respectively denote the number of samples used to estimate
themean and variance of the fixed and random leakage classes (forwhich a typical
choice is qf = qr =

q
2
). We can then define the following T statistic:

∆̂ q
2
(j) =

µ̂f(j) ´ µ̂r(j)
b

σ̂2
f (j)

qf
+

b

σ̂2
r (j)
qr

¨ (7)

The estimation of such a T‐statistic for all the time samples of the same leakage
traces as in our previous examples is illustrated in Figure 8. We use the popular
rule‐of‐thumbwhich assumes POIs to be detected if the T‐statistic is higher than a
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threshold value of 4.5. It corresponds to a probability to reject the null hypothesis
that there is no difference of mean between the fixed and random leakage sets
below 10´5.* This figure leads to the following important observations.

Figure 8: Non‐specific T‐test for the traces of Figure 1 (q = 1024).

First, and as expected, the detections are not specific: any leakage sample
that depends on x or k can lead to a peak of the T‐statistic. This implies that the
POIs identified may not be easily exploitable in later evaluation steps (e.g., with a
divide‐and‐conquer approach), since the value that generates their leakage may
be hard to guess (e.g., if they correspond to the inner AES rounds). It also implies
that such an approach does not help much to map the detected time samples
with the operations of the implementation that generate their leakage.

Second, the value of the peaks differs for different operations while they were
similar in Figures 6 and 7. This can be explained since the pair (xf, kf)may lead to
intermediate computations of which the leakagemean valuemay bemore or less
close to the leakage mean value of the random class. For example, in the Ham‐
ming weight case with 8‐bit intermediate computations, the random class has a
mean leakage of 4. Therefore, any intermediate computation generated by the
pair (xf, kf) that has a Hamming weight of 4 will be undetectable with Equation 7,
whereas a Hamming weight value of 0 or 8 will be the easiest to detect. In other
words, the non‐specific T‐test is incomplete when launched as a stand‐alone tool:
there are POIs that may not be identified. The TVLA methodology therefore ad‐
vocates for running such a T‐test for multiple pairs of plaintext and key. The more
pairs are used, the more complete the test is, but the more its data complexity
becomes similar to a specific detection using the SNR or a profiled CPA.

(Exercise 1.3 is suggested in order to further illustrate the previous content.)

* Formally, this probability is only correct for a univariate detection test and the threshold
should therefore be adapted in function of the length of the leakage traces [DZD+17].
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2.2.4 Discussion and related works
Which tool to use? The previous descriptions put forward that detection tools can
be viewed as a tradeoff between different features: specific vs. non‐specific (i.e.,
able to distinguish the leakage of different operations with more or less granular‐
ity), complete (i.e., able to capture the signal of all intermediate computations)
or not, cross‐validated or a priori.* As illustrated in Table 1, specific, complete
and cross‐validated tests tend to be more expensive (in data and in time).

detection tool specific

SNR

profiled CPA

fixed vs. random T-test

complexitycomplete cross-
validated

X

V

V V

X

XX

V

V

Table 1: Informal classification of detection tools.

In the context of a worst‐case side‐channel security evaluation, the detection
and mapping step usually remains relatively cheap (since it mostly requires to
estimate mean values). It can therefore be performed even for long traces and
the reduced complexity of non‐specific tests is rarely needed. Following the goal
to improve the profiling complexity of an implementation, it also appears that the
SNRmetric provides just the level of specificity needed to detect the POIs that will
be useful whenmodeling an intermediate value. More precisely, profiled leakage
models typically try to take advantage of all the leakage samples that depend on
a target intermediate computation. Hence, the possibility to detect dependent
(e.g., bijectively connected) computations is an asset for this purpose.

How to use detection? The previous tools can be used for two distinct goals. Ei‐
ther for detection only, as part of a conformance‐style test, or for detection and
mapping in the context of an evaluation‐style (possibly worst‐case) analysis. In
the first context, passing the test requires that no leakage is detected accord‐
ing to some threshold. It is then important to set the threshold in a statistically

* An interesting feature of complete tools like the SNR and the profiled CPA is that their value
can be used as an indicator of the corresponding attack complexity – see Section 3.2.1.
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sound manner. This requires computing the p‐value of the null hypothesis that
assumes no detection which, as mentioned in Section 2.2.3, can be challenging
when traces become highly multivariate. Besides, even when carefully imple‐
mented, such conformance‐style tests are prone to errors and have limited con‐
nection with the actual security level of leaking implementation [Sta18, WO19].
Acknowledging that “absence of evidence is not evidence of absence”, a worst‐
case security analysis takes a different approach and does not consider a lack of
detection as conclusive. Quite the opposite, it builds on detectable leakage, tries
to to extract all its information and to exploit it optimally, so that sound coun‐
termeasures can in turn either reduce this information or make it hard to exploit.
Detection is then combinedwithmapping and both serve as an intermediate step
in the workflow of Figure 4. In this context, the data complexity will be increased
until POIs can be identified thanks to visual inspection, making the discussion of
statistical thresholds less critical since more quantitative steps follow.

Wefinally note that the descriptions in this (and the following) section(s) takes
the selection of the target intermediate variables to exploit in a side‐channel
analysis for granted. In the worst‐case setting we focus on in this book, identify‐
ing such (potentially) exploitable variables can indeed be done by inspecting the
source codes and netlists that are assumed to be available. Besides, the leakage
of an implementation (e.g., in hardware) may depend on the transitions between
the consecutive values taken by a target intermediate variable (e.g., in a register)
rather than on these values considered independently [SÖP04]. Identifying the
(potentially) exploitable transitions in an implementation can also be done by in‐
specting source codes and netlists. Evaluators can therefore evaluate the signal
that can be extracted using both value‐based and transition‐based models.

Related works. Leakage detection has been a topic of intense research, especially in the
context of conformance testing. Despite not directly needed for our following worst‐case
investigations, we next point out a number of relatedworks that can serve as complemen‐
tary readings. Several authors investigated detection with different statistical tools. For
example, [MOBW13] uses the mutual information, [BDGN14] the normalized inter‐class
variance and [BSS19] considers multivariate extensions of the T‐test and the assumptions
it requires. Other papers focus on optimizing detection. For example, [RGV17] improves
its time complexity and [YTM+20] improves its data complexity thanks to bootstrapping.
The connection between conformance‐style testing and evaluation‐style testing is dis‐
cussed in [RBG+19]. The impact of the leakage partitioning in non‐specific T‐tests is ex‐
amined in [DS16], which shows that fixed vs. fixed tests can lead to lower data complexi‐
tites than fixed vs. random ones, and [UvWBS20], which describes a one‐hot partitioning
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that is suitable to analyze parallel hardware implementations. Eventually, a large body
of work focuses on higher‐order analyses (e.g., [RGV12, SM16, MRSS18]), possibly taking
advantage of deep learning [MWM21]. We defer their discussion to Part III of the book,
where we discuss leakage detection in the context of protected implementations.

2.3 Modeling and extraction
The previous section described standard tools in order to identify POIs in leakage
traces. We now describe how to profile these leakage samples and to use statis‐
tical models in order to extract information from them. As previously, we focus
on tools that are useful in the context of a worst‐case security evaluation.

2.3.1 Gaussian templates
The first profiled side‐channel attack published in the literature was coined Tem‐
plate Attack (TA) and was introduced by Chari et al. [CRR02]. It remains among
the most popular and useful tools for evaluators. In its basic form, a TA models
the leakage samples with a Gaussian distribution. As any profiled evaluation tool,
it works in two steps (modeling and extraction) that we detail next:
Modeling. Suppose the evaluator is provided with qp profiling traces. The Gaus‐
sian TA models them with the Probability Density Function (PDF):

f(l|zi) =
1

(2π)
τ
2 |Σzi |

¨ exp
(

´
1

2
(l ´ µzi)

T ¨ Σ´1
zi

¨ (l ´ µzi)

)
. (8)

In this equation, the mean vector µzi and the covariance matrix Σzi specify the
signal and the noise associated to the intermediate value zi. It therefore remains
to estimate them. As for the estimation of the SNR in Section 2.2.1, we denote
as l(zi) the leakage traces collected by measuring the target implementations for
random plaintext and keys so that (only) the intermediate value zi that we want
to profile is fixed. We then compute the empirical means and covariances:

µ̂zi = Ê qp
256

(
L(zi)

)
, (9)

Σ̂zi = Ê qp
256

((
L(zi) ´ µ̂zi

)
¨
(
L(zi) ´ µ̂zi

)T
)
. (10)

Extraction. Suppose the evaluator is provided with qa (fresh) attack traces. For
any trace lι, with 1 ď ι ď qa, and key byte candidate k˚

i , she can use the previ‐
ously estimated model and compute f̂(lι|xι

i, k
˚
i ) = f

(
lι|µ̂zi , Σ̂zi)

)
. In a maximum
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likelihood attack, the evaluator then selects her key byte candidate as:

ǩi = argmax
k˚
i

f̂
(
l̄|xi, k

˚
i

)
= argmax

k˚
i

qa
ź

ι=1

f̂
(
lι|xι

i, k
˚
i ), (11)

wherewe recall that the notations l̄ andxi are for the qaˆτ leakagematrix and qa‐
element plaintext byte vector. In a maximum a posteriori attack, she additionally
applies Bayes’ law and selects her key byte candidate as:

ǩi = argmax
k˚
i

P̂r
(
k˚
i |xi, l̄

)
= argmax

k˚
i

f̂
(
l̄|xi, k

˚
i ) ¨ Pr(k˚

i )
ř255

k1
i=0 f̂

(
l̄|xi, k1

i) ¨ Pr(k1
i)
, (12)

where we use the shortcut notation Pr(X = x) = Pr(x) for conciseness. The
attack data complexity of both approaches is equivalent in the (frequent) case of
uniformly distributed keys. However, they slightly differ when it comes to exploit‐
ing their outcomes for key enumeration, as discussed in Section 2.5.

Note that in the original TA, the evaluator estimates one covariance matrix
per target intermediate value. But under the (homoscedasticity) assumption that
the noise distribution is the same for all values, it is possible to compute a single
so‐called pooled covariance matrix [CK13], which is obtained by averaging the
covariancematrices of all values. If this assumption is correct, it provides a better
estimate since it uses 256 times more traces (in our AES S‐box case study).

Theoretically, templates can be computed for the raw leakage traces. Yet,
such a direct approach can have a high profiling complexity when leakage traces
are long. Concretely, it is therefore usually applied on reduced traces that contain
the informative POIs. If the target intermediate computation to profile leads to a
small number of informative time samples, directly profiling Gaussian templates
for all the POIs can be possible. If not, selecting the POIs to retain is a harder
problem, since the best tuple of POIs may not be the set of samples with the
highest (univariate) detectionmetric. Dimensionality reduction tools can then be
used to exploit multivariate information in a more principled manner.

(Exercises 1.4 & 1.5 are suggested to further illustrate the previous content.)

2.3.2 Dimensionality reduction
Principal Component Analysis (PCA) and Linear Discriminant Analysis (LDA) are
two standard techniques to reduce the dimensionality of observations to classify.
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In the context of side‐channel analysis, they both aim to project the leakage traces
in a subspace where either the side‐channel signal (in the case of PCA [APSQ06])
or the side‐channel SNR (in the case of LDA [SA08]) is maximized.

PCA‐proj. Looking at the definition of SNR in Section 2.2.1, the side‐channel sig‐
nal corresponds to the (inter‐class) variance between the empirical mean traces
tµ̂ziu256. PCA therefore looks for the first Nc principal directions tŵcuNc

such
that Nc ď τ which form an orthonormal basis of the Nc‐dimensional subspace
capturing most of the the variance of tµ̂ziu256. It is shown in [Jol86] that these
principal directions are the eigenvectors Û of the signal covariance matrix:

Σ̂s =
1

256
¨

255
ÿ

zi=0

(µ̂zi ´ µ̄) ¨ (µ̂zi ´ µ̄)T, (13)

with Σ̂s = Û∆̂Û and where µ̄ = 1
256

ř255
zi=0 µ̂zi is the average of the mean

traces. The principal directions tŵcuNc
are the columns of Û corresponding to

theNc largest eigenvalues of ∆̂, which we next denote as Ŵ P RτˆNc .

The modeling part of a PCA‐based TA then requires to estimate the empirical
mean and covariance of the traces projected along the principal directions:

ν̂zi = Ê qp
256

(
Ŵ TL(zi)

)
, (14)

Λ̂zi = Ê qp
256

((
Ŵ TL(zi) ´ ν̂zi

)
¨
(
Ŵ TL(zi) ´ ν̂zi

)T
)
, (15)

where the reduced profiling data complexity pops up ifNc ! τ .* And in order ex‐
tract information from a fresh trace lι, the evaluator can follow the same process
as for a TA but with projected traces. For this purpose, she just has to replace the
computation of the likelihood f

(
lι|µ̂zi , Σ̂zi)

)
by f
(
Ŵ Tlι|ν̂zi , Λ̂zi)

)
.

For illustration, the principal direction corresponding to the AES S‐boxes’ out‐
puts computedwith the same simulated traces as previously are given in Figure 9.
As expected, the samples selected by PCA match the previously detected ones.

LDA‐proj. Instead of seeking the directions maximizing the variance of the mean
traces, one can look for the directions tw̃cuNc

maximizing the ratio between the

* If the set of profiling traces is too small to represent the distribution of the leakage traces ac‐
curately, it is advisable to split it in two and to estimate the principal directions and the templates
with different sets of traces in order to avoid overfitting with the profiling data.
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(a) First S‐box.

(b) Second S‐box.

Figure 9: Principal PCA direction for the AES S‐boxes’ outputs (qp = 1024).

inter‐class scatter Σ̃S and the intra‐class scatter Σ̃R (i.e., the side‐channel SNR)
after projection. That is, to maximize the ratio w̃TΣ̃Sw̃

w̃TΣ̃Rw̃
where:

Σ̃S =
qp
256

¨

255
ÿ

zi=0

(µ̂zi ´ µ̄) ¨ (µ̂zi ´ µ̄)T, (16)

Σ̃R =
255
ÿ

zi=0

qp
256
ÿ

j=1

(lj ´ µ̂zi) ¨ (lj ´ µ̂zi)
T. (17)

Note that these quantities are equal to covariances up tomultiplicative constants
that do not play a role in the next derivation (hence the slight abuse of notation).
Since Σ̃S is positive definite and symmetric and since w̃ is scale‐invariant, the
maximization problem can be replaced by the following eigendecomposition:

Σ̃
1
2

S Σ̃
´1

R Σ̃
1
2

S = Ũ∆̃ŨT, (18)

where Σ̃S = ŨS∆̃SŨ
T
S implies Σ̃

1
2

S = ŨS∆̃
1
2

S Ũ
T
S and the projection directions

are given by Ṽ = Σ̃
´1
2

S Ũ . As in PCA‐based TAs, we then stack the directions
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corresponding to the Nc largest eigenvalues of ∆̃ in a projection matrix W̃ P

RτˆNc and perform the modeling and information extraction using W̃ .
Terminology. The exposition of PCA and LDA in this section follows their introduc‐
tion in the side‐channel literature, where they are described as dimensionality
reduction tools to be used in complement to TAs [APSQ06, SA08]. For PCA this is
natural since it is indeed generally viewed as projection. For LDA, this may lead
to a confusion since the same term is also used in the machine learning literature
to directly denote a linear classifier [Bis07]. In order to avoid this confusion, we
will next denote the use of PCA and LDA for dimensionality reduction as PCA‐proj.
and LDA‐proj. It can be shown that the combination of LDA‐proj. with a pooled
TA is equivalent to the LDA classifier, while the combination of LDA‐proj. with a
TA rather corresponds to a Quadratic Discrimant Analysis (QDA) classifier.

2.3.3 Linear regression
Besides the size of the leakage traces that can make the estimation of the cor‐
responding covariance matrix complex, the other parameter that increases the
cost of profiling is the number of templates to build. In the simple AES case study
we analyze in this chapter, this is not a critical issue since estimating 256 mean
vectors and covariance matrices is easy. But in more advanced cases where (for
example) 32‐bit intermediate computations are considered, estimating 232 tem‐
plates may become a bottleneck. Originally introduced in the context of side‐
channel analysis by Schindler et al. [SLP05], Linear Regression (LR) has been rapidly
established as an efficient alternative to TA in this context. The main idea of LR‐
based attacks is to approximate the deterministic part of the leakage function
(defined in Equation 2) as a weighted sum ofNb well‐chosen basis functions:

δj(zi) «

Nb
ÿ

κ=1

aκj ¨ bκ
j (zi), (19)

with the aκj ’s P R. For an 8‐bit value zi, a typical choice is to consider Nb = 9
and use the bits of zi with an additional constant term as basis functions. The
approximation can then be refined by adding more basis functions. For example,
we can add the

(
8
d

)
basis functions of degree d, which we denote as quadratic

leakage models if d ď 2, cubic leakage models if d ď 3, … The number of basis
functions can increase up to the case where themonomials of all degrees (up to 8
in our example) are used, leading toNb = 256 and δj(zi) = µ̂zi , as in a TA. Here,
the reduced profiling data complexity pops up if there are good leakage models
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with Nb ă 256. The latter is expected to be observed for CMOS implementa‐
tions, where the power consumption or electromagnetic radiation depends on
the number of bit switches weighted by the bits’ load capacitances [RCN02].

Profiling the model of an LR‐based attack first requires to estimate the Nb‐
element vector of coefficients aj for each time sample j, by applying the least
square method. For this purpose, the evaluator collects a matrix of qp

2
profiling

traces, next denoted as l̄ = [l1, l2, . . . , l
qp
2 ], where the elements correspond to

target intermediate values z1i , z2i , . . . , z
qp
2
i . She then builds a qp

2
ˆ Nb matrix:

B̄j =


b1
j(z

1
i ) b2

j(z
1
i ) ¨ ¨ ¨ bNb

j (z1i )

b1
j(z

2
i ) b2

j(z
2
i ) ¨ ¨ ¨ bNb

j (z2i )
... ... . . . ...

b1
j(z

qp
2
i ) b2

j(z
qp
2
i ) ¨ ¨ ¨ bNb

j (z
qp
2
i )

 ,

and the vector of coefficients minimizing the model mean square error is:

âj = [â1, â2, . . . , âNb
] = (B̄T

j B̄j)
´1B̄T

j lj, @j P [1 : τ ], (20)

where lj denotes the vector containing the jth time sample lιj for each leakage
trace lι of l̄. Given an estimation of the deterministic part of the leakage function,
the evaluator then uses another set of qp

2
profiling traces in order to estimate its

probabilistic part. For this purpose, LR‐based attacks rely on the same multivari‐
ate Gaussian assumption as TA. As a result, the evaluator just has to compute qp

2

noise traces corresponding to various zi values, which we denote as:

rι = [rι1, r
ι
2, . . . , r

ι
τ ] = [lι1 ´ δ̂1(z

ι
i), l

ι
2 ´ δ̂2(z

ι
i), . . . , l

ι
τ ´ δ̂τ (z

ι
i)], (21)

and to estimate a single covariance matrix Σ̂ by pooling all the rι traces. Even‐
tually, the information extraction part of a LR‐based attack again proceeds like a
TA, where the likelihoods of the fresh leakage traces f

(
lι|µ̂zi , Σ̂zi)

)
are replaced

by the likelihoods of fresh noise traces f
(
rι|µ̂zi , Σ̂)

)
and the mean vectors are

directly given by the deterministic approximation µzi = δ̂(zi) with:

δ̂(zi) = [δ̂1(zi), δ̂2(zi), . . . , δ̂τ (zi)]. (22)

Note that the balance between the number of traces needed to estimate the de‐
terministic part and the probabilistic part of the LR‐basedmodels can be adapted
in function of the number of basis function (since large Nb values make the esti‐
mation of the deterministic part more complex) and the level of noise and size of
the traces (which determine the estimation cost of the probabilistic part).
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2.3.4 Discussion and related works
Which tool to use? Information extraction tools can be evaluated along two axes:
their profiling complexity and the complexity of an attack using their estimated
model. As a first step towards discussing which information extraction tool to
privilege in a worst‐case security evaluation, Figure 10 illustrates (5 independent)
attack results for the different tools described in this section. Again, these analy‐
ses are performed against the same case study as in Chapter 1. For the profiled
analyses, we further made sure that the profiling data was sufficient to estimate
the model parameters accurately. It leads to the following observations.

First, and for each information extraction tool, the five attacks do not lead to
the same outcome. Such probabilistic results are expected due to the probabilis‐
tic nature of side‐channel analyses. But it also means that comparing the attack
outcomes requires a metric that can cope with random experiments. This issue
of side‐channel evaluation metrics will be specifically discussed in Chapter 3.

Second, and looking at general trends, the figure highlights gradually improv‐
ing attack efficiencies when decreasing the amount of leakage assumptions and
increasing the number of POIs (aka dimensions) exploited in the attacks.

The gain obtained when getting rid of leakage assumptions is obvious when
comparing the unprofiled CPA of Figure 10a with the profiled CPA of Figure 10c
or the univariate TA of Figure 10d. These figures confirm the observation already
made in Section 2.2.2 that the leakage traces used in these attacks do not exactly
follow a Hamming weight model. Figure 10b then shows an interesting interme‐
diate situation where a LR‐based attack using a 9‐element (linear) basis improves
over the unprofiled CPA while not reaching the data complexity of the univari‐
ate TA.* Next, the gain obtained when increasing the number of POIs exploited
in the attacks appears when comparing the univariate TA of Figure 10d with the
bivariate TA of Figure 10e and the PCA‐based TA reported in Figure 10f.

On the other hand, using less leakage assumptions and modeling the leakage
of more POIs also has an impact on the profiling complexity of the evaluations.
Again, a quantitative comparison will require sound evaluation metrics, of which
the definition and discussion is deferred to Chapter 3. Meanwhile, an informal il‐
lustration of the high‐level intuitions behind our different information extraction
tools is given in Table 2. The first and third lines show the straightforward trade‐
off between an unprofiled CPA and a profiled TA. The former assumes a Hamming

* The leakage function in our simulations was chosen such that the correlation between its
noise‐free outputs and a well‐estimated regression‐based model with a linear basis equals 0.75.
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(a) Unprofiled CPA. (b) Univatiate LR (Nb = 9).

(c) Profiled CPA. (d) Univariate TA.

(e) Bivariate TA. (f) PCA‐based TA (Nc = 1).

Figure 10: Information extraction for the first AES key byte. Black curves are for
the good keys of 5 independent attacks. Grey curves are forwrong key candidates.
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weight leakage model and is inherently univariate. So it falls short if the actual
leakage distribution significantly deviates from the Hamming weight assumption
and it is unable to exploit multiple POIs jointly. The latter does not make any as‐
sumption on the deterministic part of the leakage function and can be extended
to analyze multivariate distributions. So it leads to reduced attack complexities.
But this comes at the cost of a possibly expensive profiling phase where many
templates must be built, which requires the estimation of a possibly large co‐
variance matrix (in case pooled TA are considered) or many such matrices (if the
homoscedasticity assumption does not hold, which prevents pooling).

extraction tool
assumptions profiling data complexity

noise
#POIs

exploited # templates

unprofiled CPA HW Gaussian one

LR-based basis Gaussian many

TA

                  +TAPCA-proj.
LDA-proj.

Gaussian

Gaussian

many

many

+ homoscedasticity

+ homoscedasticity

opt. homoscedasticity

opt. homoscedasticity

size of

functions

profiled CPA Gaussian one+ homoscedasticity

flavor

metric

metric

probabilistic

probabilistic

probabilistic

Table 2: Informal classification of information extraction tools for an η‐bit target.

The bottom lines of Table 2 then show that dimensionality reduction and LR‐
based attacks can be used to reduce the profiling data complexity. PCA‐proj. and
LDA‐proj. work by reducing the size of the covariance matrices to estimate as a
function of the number of dimensions retained after projectionNc. LR‐based at‐
tacks work by approximating the deterministic part of the leakage function with
Nb well‐chosen basis functions, which reduces the number of parameters to es‐
timate. When possible, combining dimensionality reduction with a TA is a good
starting point: it allows to efficiently extract information from multiple POIs and
only relies on a Gaussian assumption that is usually acceptable in the unprotected
implementation context that we consider in this first part of the book.

The table additionally highlights that distinguishersmayhave ametric or prob‐
abilistic flavor, which is reflected by the very different shapes of the CPA plots
compared to the other plots in Figure 10. By metric flavor, we mean that the
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asymptotic value of the CPA distinguisher (when qa increases) can be interpreted
as an indication of the security level, which wewill formalized in Section 3.2.1. By
probabilistic flavor, we mean that the other distinguishers output probabilities.
As a result, their asymptotic value (which is always one for successful attacks)
does not give any hint on the security level. By contrast, they directly give an indi‐
cation whether the corresponding key byte has been recovered with confidence,
which we will show is convenient for optimal key enumeration in Section 2.5.

Implementation issues. As discussed in Section 2.3.2, LDA optimizes a more rel‐
evant criteria than PCA at the cost of estimating an inter‐class and an intra‐class
scatter. Directly computing these matrices on raw traces can be expensive. As a
result, leveraging a detection step in order to identify the POIs leading to a suffi‐
cient side‐channel SNR is usually a good approach. In the context of unprotected
implementations, it is expected that computing LDA projections on POIs will lead
to acceptable profiling complexities. If not, PCA can serve as an alternative solu‐
tion since it benefits from a “small dataset” variant: for an 8‐bit target interme‐
diate value, it allows computing the first 255 principal directions by estimating a
256 ˆ 256matrix rather than the τ ˆ τ covariance matrix [APSQ06].

Related works. The application of TA and LR‐based attacks can be non‐trivial and con‐
crete guidelines for their efficient implementation are respectively discussed in [CK13]
and [LPR13]. Profiled side‐channel analysis also faces the issue that themodels estimated
on a profiling device may not exactly match the attack device [RSV+11, EG12, CK14].
Robust profiling has been introduced in order to mitigate such concerns [WO15, CK18].
Various alternatives and improvements of the PCA and LDA projections have been pro‐
posed in the literature, e.g., [DSV+15, CDP15]. Besides the profiled analyses we con‐
sider in this chapter, non‐profiled attacks have also been a topic of intense research.
Popular examples include Mutual Information Analysis (MIA) [GBTP08] and its follow
ups [PR09, VS09, WOM11], the non‐profiled extension of LR‐based attacks [DPRS11] and
its follow ups [WOS14, WYS+18], and many others [LCC+06, BGL08, BGL09], some of
them compared in [SGV08]. Leaving the worst‐case evaluation setting and assuming an
evaluator with limited understanding of her target implementation raises the question
whether the models estimated during profiling completely capture the target leakage,
which can be tested with the appropriate tools as well [GO22]. Besides, while most side‐
channel attacks extract direct information on the target intermediate computations of
a leaking device, collision attacks rather try to detect whether some intermediate vari‐
ables are identical, which can also be carried out thanks to profiled and non‐profiled dis‐
tinguishers [SLFP04, LMV04, Bog07a, MME10, GS13, GG19]. Eventually, the TA and LR‐
based attacks in this section rely on a Gaussian assumption, which is usually acceptable
for unprotected implementations. It is however possible to consider other (higher‐order,
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mixture) distributions (e.g., [LP07,MS16, SMSG16]) or tomodel themwith advancedma‐
chine learning learning tools (e.g., [HGM+11, HZ12, LBM14, MPP16]. We defer their dis‐
cussion to Part III of the book where we consider protected implementations.

2.4 Information exploitation
A trivial solution to exploit side‐channel information, already outlined in Chap‐
ter 1, is to target independent operations such as the sixteen S‐boxes of the first
(or last) AES round independently. Yet, an obvious limitation of this approach is
that it does not allow exploiting the leakage of internal rounds, due to computa‐
tional reasons. This is because divide‐and‐conquer attacks rely on guessing the
part of the key on which their target sensitive variable depends. For the S‐box
layer in the first (or last) AES round, this corresponds to a low time complexity of
16 ˆ 28. If additionally targeting the MixColumn operation, it grows to 4 ˆ 232

which is tractable but computationally intensive [MOW14]. Extending this strat‐
egy beyond the first round (i.e., once diffusion is complete) is not possible. In
this section, we therefore focus on so‐called analytical attacks, which we define
in contrast to divide‐and‐conquer ones as attacks able to efficiently exploit the
leakage of operations that depend on more key bits than can be enumerated
(e.g., after diffusion is complete in a block cipher). For this purpose, we focus on
the Soft Analytical Side‐Channel Attacks (SASCA) introduced in [VGS14].

2.4.1 Soft Analytical Side‐Channel Attacks
The high‐level idea of a SASCA is to represent a leaking implementation as a fac‐
tor graph, with two types of nodes and bidirectional edges. So‐called variable
nodes represent the intermediate variables. So‐called factor nodes represent the
a‐priori knowledge about the variables (e.g., the known plaintexts and the side‐
channel information) and the operations applied to these variables. The nodes
are then connected via bidirectional edges that are used to propagate the (local)
information collected about every leaking variable through the graph. Concretely,
the proposal of [VGS14] is to use Belief Propagation (BP) for this purpose [Pea82],
which is amessage‐passing algorithm for performing inference on graphical mod‐
els. BP has guaranteed convergence when applied to trees and only provides
heuristic results when applied to general graphs with cycles or loops.
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We next describe the functioning of a SASCA by applying it to the execution of
two AES S‐boxes of which the output is then XORed, as happens when executing
the beginning of the MixColumns operation. It is based on three steps:

The first step is the construction of a factor graph, which we illustrate in Fig‐
ure 11. It represents the same computations z0 = S(x0‘k0) and z1 = S(x1‘k1)
as in Chapter 1, with an additional operation v = z0 ‘ z1 (that takes place in
MixColumns). It is important to remark that the sensitive variables yi and zi are
merged in the graph. This is because they are bijectively connected and a single
template will extract information on both of them. Factor nodes are denoted as
P for known plaintexts, L for leakage information and ‘ for the XORs.
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Figure 11: Exemplary factor graph and initialization of a SASCA.

The second step is the information extraction, which allows initializing the two
types of messages in the factor graph. Each of them correspond to lists of prob‐
abilities which, for simplicity, we illustrate with a 2‐bit example in Figure 11. The
first ones go from variables (circles) to factors (squares) and are initialized with
a uniform distribution. The second ones go from factors (squares) to variables
(circles) and are initialized with a uniform distribution for the XOR factor nodes,
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with probabilities inferred using one of the methods described in Section 2.3 for
the L factor nodes and with a one‐hot vector for the P factor nodes.

The last step is a decoding one, where the BP algorithm is applied. It works by
iteratively updating the two types of messages based on two rules. The first one
updates the variable‐to‐factor messages m

vÑf
as follows:

m
vÑf

(α) =
ź

f 1 P neighbors(v) z f

m
f 1Ñv

(α), (23)

where α is the value taken by the target variable. For example, on the top of
Figure 12, the plaintext information on x0 is directly forwarded to the variable‐
to‐factor message going from x0 to the XOR, and the leakage on z0 is forwarded
to the variable‐to‐factor messages going from z0 to its two neighboring XORs as
the product [0, 1/2, 1/2, 0] ˝ [1/4, 1/4, 1/4, 1/4] = [0, 1/8, 1/8, 0], normalized to
sum at one on the figure, and where ˝ is the element‐wise Hadamard product.
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Figure 12: Update of the variable‐to‐factor messages.
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The second rule updates the factor‐to‐variable messages as follows:

m
fÑv

(α) =
ÿ

α1 P inputs of neighbors(f) z v

f(α, α1) ¨
ź

v1 P neighbors(f) z v

m
v1Ñf

(α1), (24)

where f(α, α1) is a function that outputs one if the XOR between the inputs of the
neighbors of target factor node excluding the target variable node is correct.

Let us illustrate this second rule with the update of the factor‐to‐variablemes‐
sage going from themiddle XOR to v based on the variable‐to‐factormessages go‐
ing from z0 and z1 to this XOR, depicted in Figure 13. Starting with the case where
α = 0, we can see that f(α, α1) = 1 if α1 = (0, 0), which leads to a product of
variable‐to‐factormessages 0 (i.e., f(α, α1) = 1 since 0‘0 = 0 and the product of
the first elements of the variable‐to‐factor messages equals 0), α1 = (1, 1), which
leads to a product of variable‐to‐factor messages 1/4, α1 = (2, 2), which leads to
a product of variable‐to‐factor messages 1/4 and α1 = (3, 3) which leads to a
product of variable‐to‐factor messages 0. The sum of these products is 1/2 (i.e.,
the first element of the factor‐to‐variable that we update on the figure). Similarly,
we have a sum of 0 for α = 1 and α = 2 and a sum of 1/2 for α = 3.
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Figure 13: Update of the factor‐to‐variable messages.
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One iteration of BP consists in applying these two rules to each variable‐to‐
factor and factor‐to‐variable message. If the factor graph is a tree, the algorithm
should converge to exact probabilities for its variables after a number of iterations
at most equal to the diameter of the graph. If the factor graph contains cycles or
loops, convergence is not guaranteed, but BP usually gives good approximated
results after a number of iterations slightly larger than the graph diameter.

2.4.2 Discussion and related works
The time and memory complexity of a SASCA are determined by the size of the
target intermediate variables and the size of the factor graph. In particular, in the
trivial implementation of BP outlined above, propagating information through the
XOR operation has a complexity in O(22η) for η‐bit variables, which is generally
the bottleneck. As observed in [KPP20], the factor‐to‐variable update rule for a
computation v = z0 ‘ z1 can be viewed as a convolution product. Therefore, the
distribution ofZ can be obtained via twoWalsh‐Hadamard transforms onZ0 and
Z1, a Hadamard product and an inverse transform. That is, denoting the vector
of probabilities of Z0, Z1 and V as p̂z0 , p̂z1 and p̂v, we have:

p̂v = p̂z0 ˚ p̂z1 = iWHT
(

WHT(p̂z0) ˝ WHT(p̂z1)
)
, (25)

where ˚ is the convolution product, WHT is the Walsh‐Hadamard transform and
iWHT its inverse, both of which having a complexity inO(2η ¨ η).

The results of 5 independent SASCA corresponding to the factor graph of Fig‐
ures 11, 12 and 13 generalized to 8‐bit variables are illustrated in (the right part of)
Figure 14, where the leakage on z0 and z1 is extractedwith a bivariate TAwhile the
leakage on v is extracted with a univariate TA. The comparison with a bivariate TA
(reproduced from Figure 10 in the left part of Figure 14) highlights the improved
data complexity of SASCA when leveraging the same information extraction tool
as a divide‐and‐conquer attack. It naturally questions how much such a trend
can be extended by leveraging factor graphs that capture a full target implemen‐
tation. In general, digging into a cipher’s rounds indeed improves the attacks’ data
complexity, yet with a decreasing impact as the additional target operations get
remote from the ones that can be exploited via a divide‐and‐conquer approach.
How much the exploitation of the inner rounds can improve the attacks is typi‐
cally cipher‐dependent. For the AES and as a rule‐of‐thumb, gains are generally
significant until factor graphs capturing two to three rounds [GGSB20].
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(a) Bivariate TA. (b) SASCA againstK0.

Figure 14: SASCA vs. bivariate TA for 5 independent attacks.

Relatedworks. Amore formal introduction to BP can be found inMacKay’s book [Mac03].
The general goal of exploiting more target intermediate variables than with a divide‐and‐
conquer approachwas formulated in different papers before SASCAwere introduced. For
example, algebraic side‐channel collision attacks are able to exploit the leakage of the first
two AES rounds [BKP08], while algebraic side‐channel attacks can theoretically exploit
the leakage of any round [RSV09, CFGR12]. The main limitation of these previous works
was their limited tolerance to the noise that inevitably affects side‐channel measure‐
ments [OKPW10, ORSW12]. This limitation actually served as themainmotivation for soft
analytical strategies rather than purely algebraic ones. The impact of the factor graph on
the data complexity of SASCA is systematically analyzed in [GRO18a]. The efficient appli‐
cation of SASCA to bitslice implementations is detailed in [CDSU23]. SASCA has also been
used for single‐trace attacks in the asymmetric setting [PPM17, PP19, ADP+20, HSST23].
Divide‐and‐conquer and analytical attacks are by far the most popular strategies to ex‐
ploit leakage in symmetric cryptography. Yet, the extend‐and‐prune strategy also turns
out to be useful in some contexts, for examplewhen targeting stream ciphers [CRR02]. Fi‐
nally, adaptive chosen‐message side‐channel attacks are yet another option to improve
the information exploitation step [VS10], although adaptively selecting fresh plaintexts
based on the leakage of past ones also slows down the collection of measurements.

2.5 Post‐processing
The result of the previous information extraction and exploitation steps typically
takes the form of a vector p̂ki , with i P [0 : 15], that contains the probabilities of
the 16 AES key bytes. If max(p̂ki) = ki for all key bytes, the attack is directly suc‐
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cessful. If not, evaluators are left with the question whether the partial informa‐
tion collected about the key bytes can lead to concrete attacks. A direct approach
to answer this question is to launch a key enumeration algorithm [VGRS12]. It
allows recombining the vectors of probabilities in order to list full keys from the
most likely to the least likely one and to test them (e.g., with a plaintext/ciphertext
pair). Quite naturally, this approach is bounded by the enumeration power of the
evaluator and gets more expensive when the security of the key increases. This
may lead to an uncomfortable situation where an evaluator decides to stop enu‐
meration after testing 264 keys while she would have succeeded after 265.

Rank estimation has been proposed as a remedy to this limitation [VGS13]. It
can be viewed as an evaluator’s counterpart to key enumeration where the goal
is to approximate the position of a key in a list, next denoted as its rank. The
rationale behind this tool is that from an evaluation viewpoint, knowing that a
key’s rank is between 290 and 291 is sufficiently accurate to conclude about the
(in)security of a leaking implementation. It turns out that such an approxima‐
tion can be obtained very efficiently given that the evaluator knows the correct
key (hence, its probability). We next describe a histogram‐based rank estimation
algorithm from [GGP+15] that is both efficient and conceptually simple.

2.5.1 Histogram‐based rank estimation
The algorithm first expresses the outcome of the information extraction and ex‐
ploitation steps described in the previous sections as vectors of log probabilities,
that we denote as l̂pki

= log(p̂ki). Then it builds histograms for each of these
vectors: hi = hist(l̂pki

, bins), where the same set of nb equally‐sized bins must
be used for all histograms. The rank estimation in Algorithm 1 works by convo‐
luting histograms. It exploits the property that for two multisets of numbers S1

and S2 of which the distribution is described by h1 and h2, the distribution of
the numbers in the multiset S = S1 + S2 = tx1 + x2 | x1 P S1, x2 P S2u can
approximated by the convolution of h1 and h2 if they have the same bin size.

An illustration of Algorithm 1 for twoAES key bytes is given in Figure 15, where
the rank of the key bytes (in the upper and middle parts) and the rank of their
concatenation (in the lower part) is the number of keys in the light grey zone. The
leftmost light grey bin, denoted as bins(l̂pk) is the one where the correct key lies
and the number of bins in the convoluted histograms evolves as nc ¨nb ´ (nc ´1)
with nc the number of convolutions. In our AES case, nc is worth 16 since we
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Algorithm 1 Rank estimation.
Input. Full key log probability l̂pk = log

(
P̂r(k|x, l̄)

)
and histograms hi.

Output. Approximation of the full key rank r̂k.

Initialization: hcurr = h0;

Histograms convolution:
for i = 1 to nc ´ 1 do

hcurr = hcurr ˚ hi;

end for
Rank estimation:

r̂k «

nc¨ηb´(nc´1)
ÿ

i=bins(l̂pk)

hcurr(i).

target the key byte per byte. But a (computationally) more powerful side‐channel
adversary could target the keys per 32‐bit words, leading to nc = 4.

Algorithm 1 only provides an approximation of the key rank, raising the ques‐
tionwhether we can bound its errors. For this purpose, we start by explaining the
origin of these approximation errors with a 3‐bit example. Let us assume that:

p̂k0 = [0.22, 0.02, 0.05, 0.12, 0.17, 0.011, 0.2, 0.21],

p̂k1 = [0.07, 0.05, 0.06, 0.20, 0.13, 0.21, 0.06, 0.22],

and the correct (concatenated) key is worth [0, 0], so that the first (resp., second)
key byte has probability 0.22 (resp., 0.07) after the information extraction and
exploitation steps. The corresponding vectors of log probabilities are worth:

l̂pk0 « [´1.51,´3.96,´3.00,´2.12,´1.77,´4.51,´1.61,´1.56],

l̂pk1 « [´2.66,´3.00,´2.81,´1.61,´2.04,´1.56,´2.81,´1.51].

Assuming that nb = 3 bins, it leads to a common bin size of one and histograms
with central values « [´4,´3,´2] so that we have h0 = [2, 1, 5] and h1 =
[0, 4, 4]. Hence, the convolution h0 ˚ h1 is a histogram with nb = 5 bins and
central values « [´8,´7,´6, ´5,´4] given by hcurr = [0, 8, 12, 24, 20]. The
sum of log probabilities lpk0 + lpk1 = ´1.51 ´ 2.66 = ´4.17, which falls in the
rightmost bin. Yet, the central values of the key bytes’ bins (before convolution)
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(a) Histogram of the log probabilities for k0.

(b) Histogram of the log probabilities for k1.

(c) Histogram of the log probabilities for k = [k0, k1].

Figure 15: Histogram‐based rank estimation for two AES key bytes.
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is ‐2 and ‐3. Therefore, the convolution approximates their sum within the bin of
central value ‐5 (rather than ‐4), leading to an error of one bin.

The previous example suggests that the rank estimation accuracy depends on
the quantization errors that can increase each time histograms are convoluted.
As a result, a simple bound for the rank estimation can be obtained as:

nc¨nb´(nc´1)
ÿ

i=bins(l̂pk)+nc

hcurr(i) ď r̂k ď

nc¨nb´(nc´1)
ÿ

i=bins(l̂pk)´nc

hcurr(i). (26)

(Exercise 1.6 is suggested in order to further illustrate the previous content.)

2.5.2 Discussion and related works
For a 128‐bit key targeted with 8‐bit models, the simple approach outlined in
this section already allows reaching sufficiently accurate rank estimations, with
a tightness (defined as the logarithm of the ratio between the upper and lower
bounds for the key rank) of less than one bit almost instantaneously on a desk‐
top computer. Key enumeration and rank estimation algorithms are sometimes
denoted as optimal in the literature. In this respect, it is important to note that
it is only the key enumeration and ranking steps of an attack that can be optimal.
Namely, assuming that the information extraction and exploitation steps are per‐
fect, optimal key enumeration and rank estimation are not going to add additional
errors (besides the ones predicted by the bounds for rank estimation). But on the
one hand, the information extraction step relies on statistical models that may be
affected by estimation and assumption errors. And on the other hand, the appli‐
cationof SASCA to factor graphswith cycles or loops in inherently heuristic aswell.
Besides, optimal key enumeration and rank estimation rely on the fact that side‐
channel distinguishers produce probabilistic outcomes. This is because they use
themultiplicative relation P̂r(k0, k1|x0,x1, l̄) = P̂r(k0|x0, l̄)¨P̂r(k1|x1, l̄) to com‐
bine the probabilities of two key bytes (and the corresponding additive relation
when moving to log probabilities). Such a relation is ensured for the Gaussian TA
and regression‐based attacks, possibly combined with dimensionality reduction,
as described in Section 2.3, but it requires additional heuristics for distinguishers
that only output scores like the CPA described in Chapter 1 [CPS16].

Related works. Many variants of key enumeration and rank estimation algorithms exist
in the literature. Some publications propose solutions to the two problems at once. For
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example, a histogram‐based approach to key enumeration (that exploits similar ideas as
for rank estimation in this section) is described in [PSG16]. Alternatives can be found
in [MOOS15, MMO18, Gro18b]. The additional performance gains that may be obtained
by relying on a suboptimal enumeration strategy are discussed in [YEM14]. A number of
algorithms have also been proposed for rank estimation only [MMOS16, DW17, DW19b,
DW19a, DW22, CDS23]. The last one is applicable to analyze dependent keys as for exam‐
ple encoutered when analyzing implementations of the AES‐256. Solutions that consider
the simpler problem of estimating the average key rank can be found in [CP17, ZDF20,
RPC22] – some of them include (heuristic) variants that can operate without knowing the
key, a problem that is also discussed in [APSV19]. Finally, some comparisons between
different rank estimation methods can be found in [PGS15, YMO22] and the interplay
between SACSA and key enumeration is evaluated empirically in [GS15].



Chapter 3

Theoretical background

As observed in Section 2.3.4, side‐channel analysis is probabilistic in nature, which
makes its evaluation challenging. In this chapter, we therefore tackle the prob‐
lem of sound security assessments with leakage. For this purpose, we first outline
a general framework for side‐channel key recovery attacks in Section 3.1. It in‐
troduces information theoretic and security metrics that can be used to evaluate
cryptographic implementations. We also leverage this framework to clarify basic
terminology that will help in the rest of the book. Next, in Section 3.2, we show
how bounds and shortcuts can contribute to speedup side‐channel security as‐
sessments and draw connections between the different (types and instances of)
metrics introduced. In Section 3.3 we move to the concrete question of how to
accurately estimate information theoretic and security metrics, in order to reach
reliable conclusions. Eventually, we take a critical view on the tools and metrics
introduced in this first part of the book in Section 3.4, wherewe discuss their opti‐
mality and their integrationwithin the worst‐case evaluation vision. We conclude
by proposing a definition of side‐channel attack that will motivate two important
types of countermeasures that we investigate in the next parts of the book.

3.1 Side‐channel analysis framework
Figure 16 depicts the evaluation framework that we use in our investigations.
Its main conceptual contribution is a delineation between so‐called information
theoretic and security metrics. At high level, information theoreticmetrics aim to
enable the comparison of implementations independent of adversaries. By con‐
trast, security metrics aim to compare how efficiently an adversary can turn side‐

55
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channel information into successful attacks. Concretely, this for example implies
that information theoretic metrics are independent of the adversary’s enumera‐
tion power whereas security metrics can be improved by post‐processing tools.
Depending on the target functionality (e.g., authentication, encryption or authen‐
ticated encryption), adversaries can have different goals. As a starting point, we
will consider key recovery attacks (i.e., the strongest form of attack) that have
been the main focus of concrete side‐channel analyses in the literature. We will
move to definitions of confidentiality and integrity with leakage in Chapter 4.

oscilloscope

sampling freq.

resolution

I/O channel

side-channel

side-channel
adversary

IT metrics security metrics

leaking implementation

Text

 
k?

Figure 16: The Eurocrypt 2009 evaluation framework [SMY09].

3.1.1 Information theoretic and security metrics
It turns out we already encountered information theoretic metrics. For example,
the SNR in Section 2.2.1 and the profiled correlation coefficient in Section 2.2.2
are information theoretic metrics. However, they are limited to the analysis of
univariate leakage samples while the most powerful modeling and information
extraction tools of Section 2.3 are multivariate. A more general metric proposed
for side‐channel analysis in [SMY09] is theMutual Information (MI). It can be used
to capture any (multivariate) leakage function. Given a (discrete) target interme‐
diate variable V and a (continuous) leakage vector L, the MI is worth:

MI(V ;L) = H(V ) +
ÿ

vPV
Pr(v) ¨

ż

lPL
f(l|v) ¨ log2 Pr(v|l) dl, (27)
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where H(V ) is the entropy of V , Pr(v|l) can be computed thanks to Bayes as
f(l|v) Pr(v)

ř

v˚PV f(l|v˚) Pr(v˚)
and we use the same shortcut notation as in Section 2.3.1. For

example, in a divide‐and‐conquer side‐channel analysis targeting the S‐boxes of
the first AES round, the intermediate variables are the S‐box output bytes Zi.
Since the AES S‐box is bijective, information onZi directly translates into informa‐
tion on the corresponding key byteKi given the knowledge of the corresponding
plaintext byteXi, as reflected by the equality MI(Ki;Xi,L) = MI(Zi;L).

We note that the use of such an information theoretic metric in a security
context may look surprising at first sight since, given a plaintext/ciphertext pair,
there is essentially no entropy left in an AES key (which can then be recovered
by exhaustive search with good probability). The necessary clarification is that in
the side‐channel analysis context, information theoretic metrics in general and
the mutual information in particular are aimed to capture the amount of leak‐
age on intermediate computations considered in isolation. Quantifying how this
local information collected for many intermediate variables can be exploited by
computationally‐bounded adversaries is then the goal of security metrics.

(Exercise 1.7 is suggested in order to further illustrate the previous content.)

It turns out we already encountered security metrics as well. For example,
Figure 10 implicitly suggests to compare attacks based on the number of traces to
recover a key. Yet, it remains to determine what does it mean to recover the key.
A first natural option for this purpose is to define a success as a situation where
the attack directly outputs the correct key. But an attack outputting a set of ℓ keys
including the correct one, next denoted as Kℓ, may be sufficient to compromise
security as well. It leads to the following definition of level‐ℓ success rate:

SRℓ(qa) = Pr
(

AAESk(¨)ùl̄
kr Ñ Kℓ, k P Kℓ|k Ð $

)
, (28)

where AAESk(¨)ùl̄
kr is a side‐channel key recovery adversary having access to qa

leakage traces of an AES implementation.* It can be defined similarly with a de‐
cryption oracle. For simplicity, we for now stick with an adversary leveraging
known and uniformly distributed plaintexts. In the context of divide‐and‐conquer
side‐channel attacks, the success rate can then be estimated for each key byte in‐
dependently and multiplied in order to obtain a success rate for the full key.

* We do not use the order‐o success rate terminology of [SMY09] to avoid confusion with the
security order notion needed to analyze countermeasures in the second part of the book.
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Alternatively, one can quantify the security of a leaking implementation with
the key rank introduced in Section 2.5. In order to deal with the probabilistic
nature of the side‐channel attacks’ outcomes, it is then necessary to additionally
estimate a statistic based on the rank computed for several (ideally independent)
attacks. The simplest solution for this purpose is to consider the average key rank,
which then corresponds to the guessing entropy [Mas94]. The most complete
one is to estimate all the quantiles of the key rank, which corresponds to the
security graphs proposed in [VGS13]. We next mostly consider the median key
rank, that we denote as MR(qa), which provides a good tradeoff between the
simplicity of its estimation and the usefulness of the conclusions it leads to.

3.1.2 The SPA vs. DPA terminology
The main parameter influencing the previous security metrics is the attack data
complexity qa. Yet, it may be interesting to refine this parameter by considering
both the number of different plaintexts for which an adversary can observe the
leakage, next denoted as qxa , and the number of times the leakage of each plain‐
text is observed, next denoted as qra. Assuming for simplicity that every plaintext
is measured the same number of times, we have qa = qxa ¨ qra. This clarification
directly leads to the definition of important classes of attacks that we next denote
as Simple Power Analysis (SPA), SPA with repetition (repSPA) and DPA:

Definition 4 (SPA, repSPA and DPA). A Simple Power Analysis is a side‐channel at‐
tack where the adversary exploits the leakage of either KeS variables or KIS vari‐
ables that can only be observed for a small number of different plaintexts (i.e.,
qxa is bounded), without repetition (i.e., qra = 1). A Simple Power Analysis with
repetition is the same attack where the KeS and KIS variables can be repeatedly
observed (i.e., qra is chosen by the adversary). A Differential Power Analysis is a
side‐channel attack where the adversary exploits the leakage of KIS variables that
can be observed for a chosen number of (possibly different) plaintexts qxa .

The intermediate computations of the AES rounds are a typical example of
KIS variables. The intermediate computations of theAES key scheduling algorithm
are a typical example of KeS variables. Figure 17 illustrates the difference between
SPA, repSPA and DPA with the leakage caused by the S‐box computation of two
plaintext bytes x1

0 and x2
0, exploited in order to recover a key byte k0. The size of

the sets qualitatively represents the reduction of the number of possible values
for the intermediate variable z0 (i.e., the S‐box output) and key byte k0. The first
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plaintext can only be measured once, leading to the light grey SPA leakage in the
left part of the figure, where qxa = 1 and qra(x1

0) = 1. The second plaintext can be
measured multiple times, which allows reducing the noise in the measurements.
It leads to the mid grey repSPA leakage in the left part of the figure, where qxa = 1
and qra(x

2
0) is large. For each plaintext byte, these pieces of information on the

intermediate variable Z0 can then be translated into information on the target
key byteK0, by inverting the S‐box and XORing with the known plaintext byte for
all the candidate K0 values, as reflected by the dashed arrows. It leads to the
dark grey DPA leakage in the right part of the figure, where qxa = 2. The figure
therefore suggests an informal gradation of the types of attacks based on their
strength (i.e., SPA is the least powerful, followed by repSPA and DPA).

SPA

repSPA

DPA

noise
averaging

Figure 17: SPA, repSPA and DPA against a single S‐box.

This explains our main focus on KIS variables, which are the most informative
targets in a leaking AES implementation. We note also that we used the attack
data complexity as main parameter for the metrics introduced in this section and
the SPA vs. repSPA vs. DPA separation only depends on this parameter. Yet, the
attack time complexity can also affect the security of a leaking implementation,
in particular for the post‐processing (key enumeration and ranking) part.
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3.2 Bounds and shortcuts
We now consider the link between information theoretic and security metrics
and show that thanks to information theoretic metrics, it is possible to bound
the number of traces needed to recover a key with good probability, providing a
shortcut towards faster security evaluations. This can be done formally for divide‐
and‐conquer side‐channel analysis and requires heuristics for analytical attacks.

3.2.1 IT bounds for divide‐and‐conquer attacks
For the unprotected implementations we consider in this first part of the book,
it can be proved that the various information theoretic metrics introduced so far
all provide similar hints on the complexity of the attacks using the corresponding
side‐channel distinguishers. The first option considered for this purpose was to
use the correlation coefficient. For a divide‐and‐conquer attack targeting an AES
S‐box output byte Zi, it was established in [Man04, SPRQ06] that the number
of traces needed to recover the corresponding key byte Ki with success rate SR
using a univariate leakage variable Lj can be approximated as:

QSR
a «

cst(SR,K)

ρ(M zi
j , Lj)2

, (29)

where cst is a small constant depending on the target size and required success
rate. Using Equation 6, it directly leads to a similar relation for the SNR:

QSR
a « cst(SR,K) ¨

(
1 +

1

SNR(j)

)
. (30)

It was then highlighted in [MOS11] that in the context of standard DPA (i.e., DPA
exploiting a divide‐and‐conquer approach with uniformly distributed plaintexts)
and for univariate Gaussian leakage samples and models, we have:

MI(Zi;Lj) « ´
1

2
log2

(
1 ´ ρ(M zi

j , Lj)
2
)

« ´
1

2
log2

(
1 ´

1

1 + 1
SNR(j)

)
, (31)

which can be simplified into the standard MI bound from [CT06]:

MI(Zi;Lj) ď
1

2
log2

(
1 + SNR(j)

)
. (32)
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The multivariate case has been treated by Cherisey et al. [dCGRP19]:

QSR
a ď

f(SR,K)

MI(Ki;Xi,L)
, (33)

where it was also clarified that the function f(SR,K) is worth:

H(K) ´ (1 ´ SR) ¨ log2
(

|K| ´ 1
)

´ H(SR), (34)

with H(SR) = ´SR ¨ log2(SR) ´ (1´SR) ¨ log2(1´SR), due to Fano’s inequality.

Bé́guinot et al. finally extended this bound to level‐ℓ success rates [BRM+26]:

QSR,ℓ
a ď

f(SR,K, ℓ)

MI(Ki;Xi,L)
, (35)

with the generalized f(SR,K, ℓ) = SR ¨ log2 SR
ℓ/|K|

+ (1 ´ SR) ¨ log2 1´SR
1´ℓ/|K|

¨

Those results suggest that besides their interest for quantifying the leakage of
an implementation, information theoretic metrics are relevant shortcuts to eval‐
uate security against DPA, where the evaluator does not know in advance the
number of measurements needed to recover the key with confidence.

However, it is also important to note that the formulas in this section are all
for asymptotic values (i.e., perfect estimations) of the correlation, SNR and MI
metrics, motivating our investigation of estimation issues in Section 3.3.

(Exercises 1.8, 1.9 & 1.10 are suggested to further illustrate the previous content.)

3.2.2 IT bounds for analytical attacks
Obtaining similar bounds for the (heuristic) SASCA described in Section 2.4.1 is
unsuprisingly more difficult. Yet, reasonably simple intuitions can be obtained
by modeling these attacks from a coding theory viewpoint [GGSB20], using the
so‐called Local Random Probing Model (LRPM) that we outline next.

At high‐level, the LRPMuses the same factor graph as a SASCA. But rather than
propagating local information as list of probabilities, it summarizes this informa‐
tion as a single (normalized) mutual information value. This leads to much faster
running times than decoding with the BP algorithm. Such a gain comes at the
cost of being an evaluation tool. Similar to the difference between key enumera‐
tion and rank estimation, the LRPM only provides an approximation of the attack
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complexity and requires a worst‐case evaluation setting with strong profiling ca‐
pabilities. The name LRPM comes from its proximity with the Random Probing
Model (RPM) used in masking security proofs [DDF19], restricted to local infor‐
mation propagation rules. It can also be viewed as an erasure channel [CT06],
where we heuristically interpret the normalized MI as an erasure probability.

(a) Single‐plaintext factor graph. (b) Three‐plaintext factor graph.

Figure 18: Factor graph of Figure 11 adapted to the LRPM.

We illustrate the LRPM with the same example as for SASCA in Section 2.4.1.
For this purpose, we first simplify the factor graph of Figure 11 into the factor
graph of Figure 18a. At initialization, the public factor nodes (denoted with P)
have a normalized mutual information of 1, carried by the messages ε

PÑzi
, the

side‐channel factor nodes connected to z10 and z11 have a normalized mutual in‐
formation of λZ = MI(Zi;L)

8
, carried by messages ε

LÑzi
, and the side‐channel fac‐

tor node connected to v1 has a normalized mutual information of λV = MI(V 1;L)
8

,
carried by a message ε

LÑv1. In all cases, the denominator corresponds to the nor‐
malization by H(Z) = H(V ) = 8, which is the size of the AES S‐box.

Such a factor graph can then be directly “decoded” by adapting the message
update rules of the BP algorithm in order to combine the normalized MI values.
For the udating the variable‐to‐factor messages, the Hadamard product of prob‐
ability vectors is turned into a sum of normalized MI values:

ε
vÑf

=
ÿ

f 1 P neighbors(v) z f

ε
f 1Ñv

. (36)
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For updating the factor‐to‐variable messages, we bound the normalized informa‐
tion on the sum of two (or more) random variables by the following product:

ε
fÑv

=
ź

v1 P neighbors(f) z v

ε
v1Ñf

. (37)

For both update rules, we additionally upper bound the normalized MI to one.
The example is generalized to the DPA setting by connecting the factor graphs

corresponding to qa = 3 plaintexts in Figure 18b. In this case, we can further
optimize the modeling by observing that for the variables that are divide‐and‐
conquer targets (i.e., z0 and z1 in our example), the leakage of qa plaintexts can
be directly set to qa ¨ λZ thanks to the (additive) bound of the previous section.
Such an easy‐to‐exploit leakage is tagged by dark grey boxes in the figure.
Cautionary note. The LRPM is heuristic and can be optimistic for the adversary.
For example, a single‐bit leakage on two operands propagates through the XOR in
the LRPM while it may not in a SASCA (if it has two different positions). It also ig‐
nores the possibly difficult convergence of SASCA when applied to factor graphs
with cycles or loops. So the concrete security levels it provides must be inter‐
preted with care. By contrast, the LRPM generally provides good hints on the fac‐
tor of improvement that analytical attacks provide over divide‐and‐conquer ones
(also predicated with IT bounds), which can then be used as a security margin.
(Exercise 1.11 is suggested in order to further illustrate the previous content.)

3.3 Computing the metrics
So far we ignored the concrete question of how to estimate information theoretic
and security metrics for possibly large measurements’ datasets. In this section,
we tackle the theoretical and practical challenges raised by this question.

3.3.1 Evaluating the mutual information
There are two main difficulties to evaluate the mutual information. On the one
hand, computing it based on Equation 27 is impossible since the distribution of
the leakage vectors is unknown. On the other hand, its direct estimation is noto‐
riously difficult, especially for long leakage traces with many samples [Pan03].

In this section, we therefore follow an alternative path, which is to estimate
the amount of information that can be extracted from the models introduced in
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Section 2.3. We denote this quantity as the Perceived Information (PI) [RSV+11],
and the approach to estimate it as indirect. Compared to the direct approach, it
has the advantage of bringing useful feedback on the profiling phase of a side‐
channel analysis [SKS09], of leading to information estimates that can be directly
exploited by concrete attacks and therefore of scalingwith the size of the traces as
well as these attacks. Its main drawback is a possible deviation from worst‐case
security evaluations, since profiled models can be imperfect due to estimation
errors (i.e., a lack of leakage traces for profiling) or assumption errors (i.e., an
incorrect choice of modeling tools), which we discuss in Section 3.4.

The PI is defined similarly as the MI with as main difference that the log prob‐
abilities that are averaged are not coming from the true (unknown) leakage dis‐
tribution but from a model estimated with a set of profiling traces Lp:

PI(V ;L) = H(V ) +
ÿ

vPV
Pr(v) ¨

ż

lPL
f(l|v) ¨ log2 P̂r(v|l)

loomoon

estimated model

dl, (38)

where the hat notation is used to reflect the estimation of the model from which
the probabilities are inferred, whichmay be imperfect (i.e., affected by estimation
or assumption errors). This quantity remains difficult to compute since it involves
the true leakage distribution f(l|v) at the left of the logarithm. Yet, this time it is
easy to estimate by replacing this true leakage distribution with an estimation of
the empirical distribution that converges towards the true distribution:

P̃I(V ;L) = H(V ) +
ÿ

vPV
Pr(v) ¨

ÿ

lPLt(v)

1

|Lt(v)|
loooooomoooooon

estimated empirical

¨ log2 P̂r(v|l), (39)

where the tilde notation is used to reflect the estimation of the PI metric based
on a set of test samples Lt (which must be different from the profiling set Lp). It
is shown in [BHM+19] that the PI is a lower bound of the mutual information and
it converges towards the true mutual information if the model is perfect.

Learning curves corresponding to the univariate and bivariate TAmodels used
in Section 2.3.4 (Figures 10d and 10e) are given in Figure 19a. They show the
evolution of the estimated PI in function of the profiling data complexity qp =
|Lp|, where we use the same number of traces for all templates. For the size of
the test set Lt, a reasonable rule‐of‐thumb is to take it equal to |Lp|. For each
attack, the learning curves are averaged over 100 profiling phases.
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We can observe that for too small profiling sets, the PI of bothmodels is nega‐
tive (indicating models that are not sufficiently accurate to lead to successful key
recoveries). Furthermore, we see that the PI of the univariate TA converges faster
than the bivariate one, towards an asymptotic value that is roughly halved. The
point where both curves interesects reveals the amount of profiling needed for
the bivariate TA to become more informative than the univariate one.

(a) Univariate PI vs. bivariate PI. (b) Bivariate PI vs. bivariate TI.

Figure 19: Estimation of information theoretic metrics.

Such curves can be used in order to gauge the tradeoff between the profiling
data complexity (quantified on the X axis) and the attack data complexity (which
is inversely proportional to the PI of the models reported on the Y axis). Given
the variance of the models, it is advisable to add a confidence interval for the
plots’ rightmost points. Relying on a Gaussian assumption or using bootstrapping
can be used for this purpose [ET93]. For example, the shaded (grey) areas of
Figure 19a correspond to the interquartile range of our PI estimates.

Efficient use of the measurements. Collecting leakage traces is a time‐consuming
process and it is beneficial for side‐channel evaluators to make the best use of a
small profiling set. For this purpose, it is also advisable to leverage k‐fold cross‐
validation. That is, first collect a single set Lpt for profiling and test and split it in
k equal parts L(i)

pt . Next, define k overlapping profiling sets L(j)
p = Y

i‰j L
(i)
pt and the

corresponding test sets L(j)
t = L(j)

pt . The sample metric can then be repeatedly
computed k times by estimating a model withL(j)

p and testing it with L(j)
t . Cross–

validation protects evaluators from obtaining too optimistic samplemetric values
due to overfitting, since the test computations are always performed with an in‐
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dependent data set. Finally, the k outputs can be averaged to get an unbiased
metric estimate, and their spread characterizes the results’ accuracy.*

Bounding the learnable information. Another relevant quantity for security eval‐
uators is the “learnable information” that is the amount of information that re‐
mains to be learned by increasing the profiling data complexity of a model (i.e.,
the supremum of the PI). It is shown in [MCHS23] that on average over the profil‐
ing phases, and under some conditions on the modeling tool, the following Train‐
ing Information (TI) is an upper bound of the learnable information:

T̃I(V ;L) = H(V ) +
ÿ

vPV
Pr(v) ¨

ÿ

lPLp(v)

1

|Lp(v)|
loooooomoooooon

overfitted empirical

¨ log2 P̂r(v|l) dl, (40)

where the overfitted empirical is just the empirical distribution estimated with
the profiling set (rather than with the test set as in Equation 39). The TI and the
PI of the bivariate TA of our simulated experiments are given in Figure 19b.

Variability as an additional security margin. We finally note that, in theory, the
estimations of this section can be performed with profiling and test sets coming
from the same devices or from different devices. As discussed in [BS21], the first
option is preferable in a worst‐case evaluation setting (and may provide a small
security margin in case the leakage functions of different devices differ).

(Exercise 1.12 is suggested in order to further illustrate the previous content.)

3.3.2 Evaluating security metrics
The evaluation of security metrics is conceptually straightforward but time‐ and
data‐intensive. It requires to launch several experiments in order to sample the
metrics from the attack setLa that has to be independent of (and different from)
the previous training and test sets. While the training and test sets are gener‐
ated from random plaintexts and keys (as for the estimation of the SNR in Sec‐
tion 2.2.1), the attack set contains random plaintexts for a few fixed keys to be re‐
covered by side‐channel analysis. We illustrate the estimation of security metrics
in Figure 20. In the left part, we show sixteen success rate curves corresponding
to the 16 AES S‐boxes targetedwith a bivariate TA. Each of them is estimated from
100 independent experiments. They differ because we used a different SNR for

* The same strategy can be applied to the profiled correlation coefficient of Section 2.2.2.
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every S‐box (to make them distinguishable on the figure). In the right part, we
show an estimation of the median key rank from the same 100 experiments.

(a) Success rate per S‐box. (b) Full key median rank.

Figure 20: Estimation of security metrics.

We note that re‐sampling techniques could theoretically be used to reduce
the amount of data needed to estimate securitymetrics. Yet, applying these tech‐
niques is made more difficult by the requirement to target fixed keys, since noth‐
ing theoretically precludes that measurements show key‐dependencies.* As a
result, we recommend the estimation of the median key rank from at least a few
independent attacks (i.e., Figure 20b) as a generally good evaluation practice.

We wrap up this section by discussing the complementarity of information
theoretic and security metrics in the DPA setting with Figure 21. It illustrates how
the success rate of an attack against a single S‐box scales in function of both the
profiling data complexity and the attack data complexity. The framework of Fig‐
ure 16 allows an evaluator to “factorize” this plot in two parts. First, the profiling
data complexity is analyzed thanks to the information theoretic analysis of Fig‐
ure 19. It has the advantage of enabling easier comparisons between different
profiling methods since finding where one becomes preferable to another is eas‐
ier with 2D curves than 3D plots. It is also easier to estimate, especially as the
attack data complexity increases. Second, the security of the implementation
can be evaluated for the best model using the minimum profiling data complex‐
ity as in Figure 20b, or bounded thanks to the tools of Section 3.2. By contrast, in
the case of SPA and repSPA (i.e., when the number of attack traces is fixed), the

* We nevertheless suggest in Exercise 1.2 that this risk is limited.
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interest of information theoretic metrics vanishes and it becomes preferable to
directly evaluate the profiling and attack data complexities by estimating security
metrics for the (small) number of plaintexts qxa that are used in the attack.

Figure 21: Direct evaluation of the profiling and attack data complexities.

3.3.3 Shortcut limitations
Despite their convenience, it is important to keep in mind that the shortcut for‐
mulas of Section 3.2 are not aimed to replace the concrete estimation of security
metrics. They should rather be seen as an interesting tool for design space explo‐
ration and as a proxy to analyze the scaling trends of a leaking implementation, for
various reasons. First, the information theoretic metrics they leverage are aver‐
agemetrics, which can therefore hide the fact that amodel for some intermediate
values has been poorly estimated. Second, the (linear) bound that is assumed
for combining the leakage of multiple plaintexts is general and can be more or
less optimistic, depending on the target operations, leakage functions and level
of success rate targeted. It is for example well‐known that for exactly the same
leakage model, the level‐1 success rate of an attack targeting the AES S‐box input
and output differ [Pro05]. More generally, it is unavoidably hard to summarize
the security of an implementation with a single tool or metric. Comprehensive
security evaluations therefore highly benefit from assessing all the steps of the
workflow in Figure 4, and to check that they lead to consistent conclusions.
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3.4 Discussion and related works
We finally step back to the tools and metrics introduced in this part of the book.
In this respect, a first question relates to the necessity of profiling for worst‐case
evaluations, since most of the tools in Chapter 2 are profiled. For this purpose,
we refer to Whitnall et al. who investigated whether generic DPA, defined as
non‐profiled attacks that do not require any a‐priori knowledge about a devices’
leakage characteristics, can be successful. They showed the following:

Proposition 1 (Impossibility of generic DPA [WOS14]). There is no generic DPA
able to distinguish the correct key froman alternative hypothesis in a side‐channel
analysis if the composition of the function connecting the key to the target inter‐
mediate variable of the attack and the leakage function is injective.

Proof sketch. This proposition formalizes the next two main observations.
First, generic DPA must be based on the least demanding type of modeling,

which approximates the leakage function up to nominality [Ste46]. Therefore,
it requires a statistic that interprets the samples as arbitrary labels only, which
corresponds to the partition‐based distinguishers introduced in [SGV08].

These generic‐compatible distinguishers exploit side‐channel leakage by orga‐
nizing themeasured samples according to a key‐dependentmodel of some target
intermediate value. An illustration is given in Figure 22 for 16 exemplary leak‐
age samples obtained for the output of a 4‐bit S‐box z = S4(x ‘ k), assuming
a (noise‐free) Hamming weight leakage model that perfectly corresponds to the
actual leakage function, for the correct key guess and an incorrect key guess.

The partitions are then evaluated thanks to a statistical tool that can analyze
nominal data, such asMIA [GBTP08] or variations thereoff [PR09, VS09,WOM11].
The attack succeeds when the correct key guess leads to the best partition (i.e.,
informally, the partition that groups leakage samples that are most similar).

Second, and contrary to the example above, generic DPA must leverage an
identity leakage model in order to capture the absence of a priori physical as‐
sumptions. However, when such a generic leakage model is used, the partitions
for the correct and incorrect key guesses are both made of columns that have
perfect (intra‐column) similarity. Figure 23 illustrates such partitions for 32 exem‐
plary leakages obtained for the output of S4, assuming that the generic (identity)
leakage model perfectly corresponds to the actual leakage function.

As a result, combining a generic‐compatible distinguisher with a generic leak‐
age model cannot lead to successful side‐channel attacks, even if this generic
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Figure 22: Partition‐based distinguisher with non‐injective leakage model.

leakage model is perfect. Distinguishing the correct key guess from an incorrect
one requires either (non‐injectivity) assumptions on the target operation or leak‐
age function, or to analyze the leakage samples under a different scale of mea‐
surements (e.g., proportional as in CPA or direct as in profiled TAs).

For a similar reason, the non‐profiled extensions of LR‐based attacks cannot
succeed with a full (generic) basis either [DPRS11, WOS14, WYS+18].

We note that Proposition 1 only applies to the so‐called standard DPA at‐
tacks formalized in [MOS11] and not to collision attacks such as [SLFP04, LMV04,
Bog07a, MME10, GS13, GG19]. However, these attacks are not generic either
in the sense that they can only succeed under some assumption regarding the
leakage of different operations, so that collisions can indeed be detected.

Such a negative result shows that non‐profiled side‐channel security evalu‐
ations inherently and unavoidably come with a risk of security overstatements.
But it also raises the complementary question whether there could be a practi‐
cal gap between profiled and non‐profiled attacks, implying that profiled evalua‐
tions could be too conservative. In other words, can the results of profiled attacks
generally be matched by non‐profiled ones given more time and efforts, or are
there relevant examples of profiled evaluations that cannot be reproduced with‐
out knowledge of the implementation and strong profiling capabilities? We in‐
formally answer to this question with Table 3 which summarizes the optimality of
the evaluation steps of Section 2 in the worst case and uninformed (non‐profiled)
evaluation settings. While some of the steps (e.g., modeling and extraction) be‐
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Figure 23: Partition‐based distinguisher with injective leakage model.

come marginally more difficult, it suggests that for the unprotected implementa‐
tions we consider in this part of the book, none of the steps (whichmostly involve
first‐order statistics) is expected to lead to significantly harder problems.

This table informally answers another question regarding the indirect approach
chosen to estimate the mutual information in Section 3.3.1. Namely, since the
PI is only a lower bound of the MI, could there be a large gap between them? In
other words, and despite working in a profiled setting, could it be that themodels
estimated with the tools of Chapter 2 deviate from the true leakage distribution,
leading to a PI significantly lower than the MI (i.e., security understatements).
We posit that in the unprotected implementation context, this risk is again quite
limited due the relatively simple nature of the leakage distributions to analyze.

In general, we therefore presume that side‐channel security evaluations per‐
formed under strong adversarial conditions, as advocated in this book, can be
used as a timesaver for unprotected implementations, with limited chance that
they drive overly optimistic nor conservative conclusions. This heuristic assump‐
tion is nailed down by the following conjectures, illustrated in Figure 24:

Conjecture 1 (Worst‐case attack conjecture). Profiled side‐channel evaluations
performed inworst‐case adversarial conditions canprovide atight estimate/bound
of the security level against the (unknown) optimal side‐channel adversary.
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evaluation step worst-case uninformed
(unprotected)

measurement & pre-processing

detection & mapping

modeling & extraction

information
exploitation

D&C

analytical

post-processing

evaluation setting

<

<

Table 3: Informal evaluation of the attack steps’ optimality: « close to optimal
attack step; « may become computationally hard to be optimal; « involves
hard to assess heuristics; « computationally hard and heuristic step.

Conjecture 2 (Uninformedprofiling conjecture). Thebest side‐channel attack data
and time complexities (i.e., the security level) indicated by a profiled evaluation
performed under worst‐case adversarial conditions can be reached in an unin‐
formed evaluation context with an amount of evaluation data and time that is
not significantly larger than required in the worst‐case evaluation setting.

We note that the first conjecture is needed to connect concrete side‐channel
security evaluations with the provable security guarantees of the countermea‐
sures investigated in Part II of the book. As for the second conjecture, it states
that the problem of profiling (possibly on‐the‐fly) with limited implementation
knowledge is not significantly harder (in data and time) than the problem of at‐
tacking this implementation once a well‐profiled model is given to the adversary.
The word significant here has to be understood in the cryptographic sense: what
we mean is that the profiling problem is not hard in some security parameter.

Both conjectures naturally become more questionable in the context of pro‐
tected implementations and will be re‐discussed in Part III of the book.

We close this part with the following definition of side‐channel attack:
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Figure 24: Evaluation conjectures for unprotected implementations.

Definition 5 (Side‐channel attack). A side‐channel attack is a cryptanalysis tech‐
nique that exploits the information leaked by the physicalmeasurements of a cryp‐
tographic implementation in order to break a given security notion.

The two key words of this definition are information and exploit: they suggest
two important approaches for designing countermeasures against side‐channel
attacks that we will investigate in the next parts of the book: reducing the infor‐
mation leakage and making its exploitation (computationally) difficult.

Related works. The separation between information theoretic and security metrics is
revisited through the prism of machine learning in [PHJ+19]. The authors make the same
observation as [SPAQ06] that security metrics (like the accuracy) can be deceptive in the
DPA setting where the number of traces needed to perform a key recovery is not known
in advance. Finer‐grain bounds for the data complexity of CPA (relying on a finer‐grain
characterization of the S‐box) are described in [FLD12]. Rivain analyzes the success rate
of the Gaussian side‐channel in [Riv08]. Message propagation rules for multiplications
in the LRPM are given in [CS19]. Cristiani et al. and Chowdury et al. investigate direct
approaches for estimating the mutual information [CLM20, CRBO24]. The optimality of
the side‐channel distinguishers introduced in Chapter 2 and used in order to estimate
the metrics of Chapter 3 is discussed in [HRG14, BGH+15], backing up the methodology
proposed in this part of book when applied to unprotected implementations. Finally, a
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detailed investigation of generic‐compatible distinguishers relying on linear regression,
together with the conditions under which they succeed, can be found in [Bou26].



Exercises

Paper‐and‐pencil
Exercise 1.1 (Ghost peaks). Figure 25 illustrates the results of a profiled CPA simi‐
lar to the one of Section 2.2.2 but targeting the S‐boxes’ inputs. Explain the “ghost
peaks” (i.e., the non‐negligible correlation that appears for incorrect key candi‐
dates) observed a few cycles before the manipulation of the S‐boxes’ inputs.

(a) First S‐box.

(b) Second S‐box.

Figure 25: Correlation between a profiled model for the AES S‐boxes’ inputs (@
key byte candidates) and leakage traces for the correct key byte (q = 1024).

75
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Exercise 1.2 (Weak keys). Consider a CPA targeting a KIS variable (e.g., the first‐
round AES S‐boxes) with uniformly distributed plaintexts. Does it have weak keys
(i.e., keys that are significantly easier to recover via CPA)? Does the answer change
with a SPA targeting a KeS variable (e.g., a byte of the AES master key)?

Exercise 1.3 (Fixed vs. fixed detection). The TVLA methodology of Section 2.2.3
works by comparing the mean of a leakage set with fixed plaintext and key with
the one of a leakage setwith randomplaintexts and keys. Assume an hypothetical
implementation leaking the Hamming weight of the first‐round AES S‐boxes. On
average, would a variant of this detection test comparing two leakage sets with
fixed plaintext and key be more or less efficient in terms of data complexity?

Exercise 1.4 (CPA vs. Gaussian TA). Consider the profiled CPA of Section 2.2.2
and the Gaussian TA of Section 2.3.1 restricted to a univariate model. Assume
the homoscedasticity assumption is fulfilled, plaintexts are uniformly distributed
and both attacks use the same perfect model. Do these attacks have significantly
different data complexities? What does it imply for the respective importance of
using a good (profiled) model vs. choosing a good statistical distinguisher?

Exercise 1.5 (Non‐informative samples). Assume an evaluator uses the multivari‐
ate Gaussian TA of Section 2.3.1 in order to assess the security level of a leaking
implementation and has unlimited profiling (data and time) complexity. Does the
incorporation of non‐informative samples in themodel, in combinationwith POIs
showing significant SNR, affect the attack data complexity? Would the answer
change with a profiling phase that is limited in data and time?

Exercise 1.6 (Rank estimation). Consider the rank estimation described in Algo‐
rithm 1 applied to sixteen AES key bytes. How does its (well estimated) result
compare to the crude approximation where the sixteen ranks of the key bytes
are multiplied (i.e., is this product of byte ranks conservative or risky)?

Exercise 1.7 (HW leakage). Provide an upper bound for the mutual information
between a uniformly random η‐bit value and its Hamming weight.

Hint. A discrete random variable has maximum entropy if uniformly distributed.

Exercise 1.8 (Algorithmic noise). Consider a side‐channel adversary targeting the
first S‐box of increasingly parallel hardware implementations of the AES, as de‐
picted in Figure 26. In the 8‐bit case (Figure 26a), the adversary receives sixteen
leakage samples l8i = HW

(
S(xi ‘ ki)

)
+ r8i , with 0 ď i ď 15. In the 32‐bit case
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(Figure 26b), she receives four leakage samples of the form:

l32i =

(
4i+3
ÿ

j=4i

HW
(
S(xj ‘ kj)

))
+ r32i ,

with 0 ď i ď 3. In the 128‐bit case (Figure 26c), she receives a single sample:

l1280 =

(
15
ÿ

j=0

HW
(
S(xj ‘ kj)

))
+ r1280 .

Assume the adversary knows that the Hamming weight model is perfect so that
we canwriteLi = Mi+Ri and the implementation has low physical noise so that
ρ(Mi, Li) « 1 for all architectures. Further assume that the model is split into an
exploitable (signal) part that corresponds to the fraction of bits from the target
intermediate computation that can be predicted with an 8‐bit guess, which we
denote asM s

i , and an unpredictable part that corresponds to the other bits ma‐
nipulated in parallel, which we denote asMn

i and is usually referred to as “algo‐
rithmic noise”, so thatMi = M s

i +Mn
i . Finally assume that the 8‐bit architecture

is broken with good success rate in 8 traces. How does the attack data complexity
(to recover a single key byte) scale for the 32‐bit and 128‐bit architectures?

Hint. Use the correlation chain rule of Section 2.2.2 and the following lemma:

Lemma 2 (Maximum correlation for sums of iid variables). The correlation co‐
efficient between the sum of η independent and identically distributed random
variables and the sum of the firstm ă η of these equals

a

m/η.

What does the answer imply for using algorithmic noise as a security parameter?

How does the answer evolve if the physical noise in the implementation in‐
creases so that ρ(Mi, Li) ă 1? Consider the cases where (i) the physical noise
variance Var(Ri) grows with the size of the architecture so that the SNR of the
full η‐bit computations (i.e., ignoring algorithmic noise) is constant for all archi‐
tectures, and (ii) the physical noise variance is constant for all architectures.

Exercise 1.9 (Chosen plaintexts). Consider a DPA against the 128‐bit architecture
of Figure 26c which, as discussed in Exercise 1.7, is affected by the algorithmic
noise of fifteen S‐boxes. Can a chosen‐plaintext attack where these S‐boxes’ in‐
puts are set to constant (to cancel the algorithmic noise) improve the attack data
complexity, taking into account that the full (128‐bit) key must be recovered.
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Figure 26: DPA against a single S‐box with increasing algorithmic noise.

Exercise 1.10 (Large key guesses). Consider a DPA against the 32‐bit architecture
of Figure 26b which, as discussed in Exercise 1.7, is affected by the algorithmic
noise of three S‐boxes. Can a 32‐bit key guess improve the attack data complexity,
taking into account that the full (128‐bit) key must be recovered.

Hint. Assume that the results of Section 3.2.1 are tight and the function of Equa‐
tion 34 obtained thanks to Fano can be used for the constant of Equation 29.

Exercise 1.11 (Analytical attacks). Consider the information theoretic (LRPM‐
based) bounds given in Section 3.2.2 and the factor graph of Figure 18b. By which
factor does the exploitation of the leakage obtained for the intermediate vari‐
ables Z0 and V in a SASCA improve the data complexity of a divide‐and‐conquer
attack exploiting the leakage obtained for the intermediate variable Z0 only? For
simplicity, assume that the normalized MI values λZ and λV are identical.

Exercise 1.12 (Mutual and Perceived Information). Assume a side‐channel secu‐
rity evaluator mistakenly enforces a pooled covariance matrix (as described in
Section 2.3.1) despite the target implementation exhibits highly heteroscedastic
(i.e., data‐dependent) noise. What is the impact on the Mutual Information (MI),
on the Perceived Information (PI) and on the attack data complexity?
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Hands‐on
Programming problems based on actual side‐channelmeasurements of an unpro‐
tected AES implementation, illustrating the content of this first part of the book,
are available from: https://github.com/simple-crypto/scale-one. They
are part of the SCALE‐I training organized by the SIMPLE‐Crypto association (see
https://www.simple-crypto.org/activities/scale/).

https://github.com/simple-crypto/scale-one
https://www.simple-crypto.org/activities/scale/
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Introduction

The first part of the book showed how side‐channel leakage can be used to extract
(sensitive) information about a cryptographic implementation’s intermediate op‐
erations and to turn this physical information into a key recovery attack against a
block cipher. In this second part, we aim to introduce solutions to prevent such
side‐channel attacks and to ensure the basic functionalities of symmetric cryp‐
tography: authentication, encryption and authenticated encryption.

We follow a top‐down approach for this purpose. We start with definitions of
security with leakage, go on with authentication, encryption and authenticated
encryption schemes that can better cope with leakage (i.e., mode‐level counter‐
measures) and conclude with implementation‐level countermeasures that must
be used to secure these schemes against side‐channel attacks. Mode‐level and
implementation‐level countermeasures are complementary. The first ones aim
to avoid that all the intermediate operations of a cryptographic primitive can be
targeted with the strongest types of side‐channel attacks (e.g., DPA). Such mode‐
level countermeasures come at the cost of updating cryptographic schemes. The
second ones are generic solutions that can be applied to any algorithm.

The arguments we provide in this part of the book are of theoretical nature.
Following the standard methodology of cryptographic research, we try to reduce
the security of complete implementations to a few well‐identified and falsifiable
assumptions, and we use abstract models for this purpose. The computational
model we consider for cryptographic implementations is essentially similar to the
one we used for SASCA in Chapter 2.4.1 and their bounds in Section 3.2.2, where
implementations are represented as a sequence of operations on intermediate
(leaking) variables. The physical assumptions we rely on are of three types:

1. Profiling. For any variable zmanipulated by an implementation, we assume
a perfect knowledge of the leakage function L(z) = δ(z) + r, with δ a
deterministic (e.g., HW) function and r an additive (e.g., Gaussian) noise.
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2. Uncertainty. For any variable Z manipulated by an implementation, we
assume that MI(Z;L) ă 1, for example thanks to a sufficient noise.

3. Independence. For any variable Z manipulated by an implementation, we
assume that the deterministic part of the leakage function only takes Z as
argument and its noise is independent of the other leakage samples.

These assumptions are ordered from the least to the most critical. The profil‐
ing assumption is a primarily technical one. Since we aim to cover the strongest
possible attacks, it is natural to give adversaries the knowledge that is needed to
mount them. Beside, assuming a perfect knowledge of the leakage distribution
is standard for existential results (e.g., reductions from security in one leakage
model to security in another leakage model leveraging the simulation paradigm).
Yet, we also conjecture that an imperfect knowledge of the leakage distribution
is not harmful (even in practice) as long as the level of imperfection is similar for
designers and adversaries. The uncertainty assumption is of more fundamen‐
tal nature. Without a sufficient level of noise (or, in some cases, compression),
nothing prevents an implementation secret to be leaked in full, making any se‐
curity claim impossible. Concretely though, it is a relatively simple assumption
to achieve, as already hinted in the previous part (e.g., Exercise 1.8). The next
sections will formalize different models that capture this uncertainty assumption
and can be used in security proofs. Their relations are discussed in Section 7. Fi‐
nally, the independence assumption is both of fundamental nature and hard to
achieve. This is because it is in general hard to ensure that physical phonemena
taking place in close proximity (e.g., on the same circuit) are independent. How
to ensure a sufficient level of independence will therefore be a core topic in the
third part of the book, where we generally discuss how to ensure the physical
assumptions needed for proofs to deliver their security guarantees in practice.

Given the more theoretical nature of the following chapters, the exercises we
provide at the end of this part of the book aremore balanced towards paper‐and‐
pencil. However, a few programming problems are additionally provided in order
to illustrate the challenge of ensuring our three physical assumptions.



Chapter 4

Security definitions

The previous chapters focused on side‐channel key recovery attacks. It is how‐
ever well‐known that security against such attacks is not sufficient [KL14]. In this
section, we therefore detail how to extend classical security definitions for sym‐
metric cryptography, taking side‐channel leakage into account. For this purpose,
we start by completing our taxonomy of attacks to include distinguishing adver‐
saries that are relevant to discuss impossibility results and confidentiality with
leakage. We then define authentication and encryption with leakage, and con‐
clude with the combination of these definitions for authenticated encryption.

4.1 Completing the attacks’ taxonomy
A side‐channel key recovery experiment matching the investigations in Part I of
the book is described in Table 4, for a security parameter n. It is given for a
Pseudo‐Random Permutation (PRP) which can be instantiated with the AES, and
includes a profiling oracle Lprof(.), which allows the adversary to collect traces for
plaintexts, keys and ciphertexts of her choice.* The L2 superscript indicates that
the adversary has access to both encryption and decryption oracles with leak‐
age. Using the shortcut formulas of Section 3.2, the (level‐1) success rate of such
side‐channel key recovery attacks can be rewritten and approximated as:

Pr
(
KRL2

PRP(n) Ñ 1
)

« min
(
2´n+qxa ¨Λ(qra), 1

)
, (41)

with qxa the (adversarially‐chosen) number of plaintexts for which leakage is ob‐
served and Λ(qra) the (average) leakage obtained per plaintext, given that each

* As per the profiling assumption above, we assume a perfect profiling (i.e., qp = 8).
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Table 4: Side‐channel Key Recovery (KR) experiment.

plaintext is measured qra times. As discussed in Section 3.1.2, side‐channel key
recovery attacks can be of three main flavors: DPA, where both qxa and qra are cho‐
sen by the adversary; repSPA, where qxa is bounded by design and qra is chosen by
the adversary; SPA, where both qxa and qra are bounded by design.

4.1.1 Beyond key recovery
Key recovery is a strong adversarial goal and it can be sufficient to achieve sim‐
pler objectives to threaten the security of a cryptographic scheme. For example,
a (very) weak goal is to achieve a state distinguishing attack for which the experi‐
ment is given in Table 5. Here, the adversary has unrestricted access to encryption
and decryption oracles with leakage, can choose two plaintexts x0, x1, receives
the leakage trace corresponding to xb for a (secret) random bit b and has to tell
whether b is 0 or 1. Since the adversary can measure the encryption of x0 and x1,
she must only find whether Lenc(xb) corresponds to Lenc(x0) or Lenc(x1).

A similar but stronger adversarial goal is themessage distinguishing attack de‐
picted in Table 6. It corresponds to the state distinguishing experiment, excepted
that the challenge plaintexts x0 and x1 must be fresh (i.e., cannot be inputs to the
leaking encryption oracles nor outputs from the leaking decryption oracles).
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Table 5: Side‐channel State Distinguishing (SD) experiment.

Table 6: Side‐channel Message Distinguishing (MD) experiment.
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4.1.2 Rating the attack’s strength
Figure 27 provides a summary of the different attacks introduced so far, high‐
lighting which attack is easier/harder to perform in terms of adversarial means
and adversarial goals. The implications regarding adversarial means are conse‐
quences of Section 3.1.2. We discuss the implications regarding adversarial goals
with Figure 28, which depicts leakage traces of a 10‐cycle parallel (128‐bit) im‐
plementation of the AES. Informally, it puts forward how the exploitability of the
leakage samples in a side‐channel trace varies in function of the adversary’s goals:
lighter grey means harder to exploit, dotted means useless for the goal.
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Figure 27: Informal taxonomy of side‐channel attacks. Attack A ă Attack B means
Attack B is easier to perform than Attack A (rep is for variants with repetition).

Starting with key recovery attacks, the main observations are twofold. First,
leakage on the plaintext x and ciphertext y does not provide information on the
key and is therefore dotted. Second, the exploitability of the leakage samples
decreases as one digs into the deeper AES rounds. This matches the observa‐
tion made in the first part of the book that the leakage of external rounds, which
may be exploited with divide‐and‐conquer attacks, is easier to exploit than the
leakage of internal rounds, which requires leveraging analytical attacks for which
information exploitation is heuristic and optimality cannot be guaranteed.
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(a) Key recovery attacks.

(b) State distinguishing attacks.

(c) Message distinguishing attacks.

Figure 28: Leakage exploitability of different attacks (Ri means round i).
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Following with state distinguishing attacks, we fall into the extreme opposite
situation. Since the only thing the adversary has to do in this case is to find out
whether a leakage trace Lenc(xb) corresponds to Lenc(x0) or Lenc(x1) for chosen
plaintexts x0 and x1, all the leakage samples are trivially exploitable.

Eventually, message distinguishing attacks correspond to an intermediate sit‐
uation. Since x0 and x1 are now fresh, the adversary cannot directly use all the
leakage samples to compare Lenc(xb) with Lenc(x0) and Lenc(x1). Yet, she can
still use the plaintext and ciphertext leakage in order to mount a distinguishing
attack, and all the other samples in the trace to perform a key recovery.

In the following sections, state distinguishing attacks will be used to discuss
what we denote as “impossibility results for efficient countermeasures”. Our ra‐
tionale is that such attacks only require extracting one bit of information from
the full traces. Hence, if they have to be prevented for a design, it implies that all
its operations must be strongly protected with expensive implementation‐level
countermeasures (i.e., effectively, be leak‐free), so that even this single bit can‐
not be extracted from the full traces. This contradicts the very goal of mode‐level
countermeasures, which is to limit the side‐channel adversary’s attack vectors
and the use of implementation‐level countermeasures as much as possible. As
for message distinguishing attacks, they will be used to discuss confidentiality
with leakage, to capture the (unavoidable) amount of leakage on the plaintext
that can only be minimized thanks to hardware‐level countermeasures.

(Exercise 2.1 is suggested in order to further illustrate the previous content.)

4.2 Integrity with leakage
We start by defining Message Authentication Codes (MAC).

Definition 6 (MAC). A MAC is a triple of algorithms (Gen,Mac,Ver) such that:

Gen: takes as input a security parameter n and outputs a key k fromK.

Mac: takes as input the key k and a message m P t0, 1u˚ and outputs a tag
t Ð Mack(m) from the tag space T (the algorithm may be randomized).

Ver: takes as input a triple (k,m, t) and outputs either J (accept) or K (reject).

We require correctness: @k P K,m P t0, 1u˚, Verk(m,Mack(m) = J.
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In order to define the security of a MAC in the presence of leakage, we need
to define the leaking variants of its algorithms. In general, a leaking oracle Lalgo
returns both the (black box) result of the algorithm and the leakage provided
by its implementation. Furthermore, in case a security definition gives access to
multiple oraclesO1, . . . , Oω, we say that the adversary is (q1, . . . , qω, θ)‐bounded
if she can make at most qi queries to oracle Oi and runs in time at most θ.

Based on the above, we can formalize the security requirement of a MAC as
the fact that no efficient adversary should be able to generate message/tag pair
that did not appear in a previous authentication. We next consider the strong
version of unforgeability [BN00], where even producing a new tag for a previously
authenticated message should be computationally hard:

Definition 7 (Unforgeability with leakage [BGP+19]). A MAC = (Gen,Mac,Ver)
with leakage functions Lmac and Lver is (qp, qm, qv, θ, ϵ)‐strongly existentially un‐
forgeable against chosen message & verification attacks with leakage in tag gen‐
eration & verification (sUF‐L2) if for all (qp, qm, qv, θ)‐bounded adversaries:

Pr(sUF‐L2 Ñ 1) ď ϵ.

The sUF‐L2 experiment is defined in Table 7 and qp, qm, qv are the number of queries
made to the profiling, tag generation and verification oracles, respectively.

This definition is the natural extension of the standard existential unforge‐
ability definition for MAC [KL14], where tag generation and verification oracles
are augmented with a leakage function. It is possible to define a weaker variant
where the verification device is not under physical control of the adversary. She
then only has access to a leaking tag generation oracle Lmac and the leaking tag
verification oracle Lver is replaced by its black box counterpart Ver in Table 7. We
denote this variant as strong existential unforgeability against chosen message
and verification attacks with leakage in the tag generation only (sUF‐L1).

4.3 Confidentiality with leakage
We start by defining (nonce‐based) private‐key encryption schemes (ENC).

Definition8 (Private‐key encryption). Anonce‐based private‐key encryption scheme
is a triple of algorithms ENC = (Gen,Enc,Dec) such that:

Gen: takes as input a security parameter n and outputs a key k fromK.
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Table 7: Strong unforgeability with leakage (sUF‐L2) experiment.

Enc: takes as input the key k, a nonce N P N and a message m P t0, 1u˚ and
outputs a ciphertext c Ð Enck(N,m) of the same size as (the padded)m.

Dec: takes as input a triple (k,N, c) and outputs a messagem.

We require correctness: @k PK, N PN ,m P t0, 1u˚, Deck(N,Enck(N,m))=m.

Using the same notations as for integrity with leakage in the previous section,
we can formalize the security of a private‐key encryption scheme as the fact that
it is hard for an adversary to tell whether a so‐called challenge ciphertext corre‐
sponds to one or the other message of a fresh pair she generated:

Definition 9 (CCA security with leakage [GPPS19]). A private‐key encryption sch‐
emeENC = (Gen,Enc,Dec)with leakage functionsLenc&Ldec is (qp, qe, qd, θ, ϵ)‐
chosen‐ciphertext secure with nonce misuse‐resilience and leakage in encryption
and decryption (CCAmL2) if for all (qp, qe, qd, θ)‐bounded adversaries:

ˇ

ˇ

ˇ

ˇ

Pr
(

CCAmL2 Ñ 1
)

´
1

2

ˇ

ˇ

ˇ

ˇ

ď ϵ.

The CCAmL2 experiment is defined in Table 8 and qp, qe, qd are the number of
queries made to the profiling, encryption and decryption oracles, respectively.
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Table 8: Confidentiality with leakage (CCAmL2) experiment.

We note that this definition puts no restriction on the leakage that the ad‐
versary can observe in encryption and decryption: the leakage of the challenge
message can be observed, which we denote as leakage‐resistance (L); we even
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provide the adversary with the decryption leakage of the challenge ciphertext
(without returning the corresponding plaintext). Thismatches applicationswhere
users can use some code or content (e.g., firmware updates or on‐demand games
or movies) but not access to them due to intellectual property restrictions.

By contrast, we only ensure nonce misuse‐resilience (m): nonce‐misuse is
allowed for the pre‐challenge and post‐challenge queries but we require that
the nonce of the challenge query has not been used for any other encryption
query [ADL17]. This ensures that confidentiality may be lost for the messages
encrypted with misuse but is restored once fresh nonces are used again.

Leakage‐resistance can be turned into leakage‐resilience (l) by removing the
leakage of the challenge query in Table 8. Similarly, misuse‐resilience can be
turned into misuse‐resistance (M) by allowing misuse for this challenge query.

As for the definition of unforgeability with leakage, we can define a CCAmL1
variant where the adversary can only observe leakage in encryption. Variants
without the challenge decryption leakage have also been proposed in [GPPS19],
which we denote with an additional star (e.g., CCAmL2˚ or CCAmL1˚).

(Exercise 2.2 is suggested in order to further illustrate the previous content.)

4.4 Composite definitions
We finally move to the case of Authenticated Encryption (AE), which aims to pro‐
vide both confidentiality and integrity with a single cryptographic scheme.

Definition 10 (Authenticated encryption). A nonce‐based authenticated encryp‐
tion scheme is a triple of algorithms AE = (Gen,Enc,Dec) such that:

Gen: takes as input a security parameter n and outputs a key k fromK.

Enc: takes as input the key k, a nonce N P N , associated data A P t0, 1u˚ and
a messagem P t0, 1u˚ and outputs a ciphertext c Ð Enck(N,A,m).

Dec: takes as input a quadruple (k,N,A, c) and outputs either a message m if
the integrity check succeeds or the K symbol if it fails.

As for MAC and private‐key encryption, we require correctness: @k P K, N P

N , A P t0, 1u˚,m P t0, 1u˚,Deck(N,A,Enck(N,A,m)) = m.
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In this definition, the associated data A is authenticated but not encrypted.
Concretely the ciphertext typically includes a tag for the integrity check.

Whereas the security of authenticated encryption is usually formalized with
an all‐in‐one definition in the black box setting [RS06], the leakage setting encour‐
ages a more composite approach where the analysis of integrity requirements
and confidentiality requirements are kept separate. This choice is motivated by
the very different physical assumptions that are required to ensure integrity and
confidentiality in the presence of leakage. For instance, it is possible to main‐
tain integrity even if some intermediate computations are fully exposed, meaning
that implementation‐level countermeasures may not be necessary for the corre‐
sponding operations. By contrast, confidentiality under leakage cannot tolerate
such an unbounded exposure, and thus requires stronger protections.

The integrity requirements of an AE scheme are updated as follows:

Definition 11 (Ciphertext integrity with leakage [BPPS17]). An authenticated en‐
cryption AE = (Gen,Enc,Dec) with leakage functions Lenc and Ldec satisfies
(qp, qe, qd, θ, ϵ)‐ciphertext integrity with nonce misuse‐resistance and leakage in
encryption end decryption (CIML2) if for all (qp, qe, qd, θ)‐bounded adversaries:

Pr(CIML2 Ñ 1) ď ϵ.

TheCIML2 experiment is defined in Table 9 and qp, qe, qd are the number of queries
made to the profiling, encryption and decryption oracles, respectively.

Once again, we can also define a CIML1 variant with leakage in encryption only.

As for the confidentiality requirements of an AE scheme, they are similar to
the ones of a private‐key encryption scheme. The (CCAmL2, CCAmL1) definitions
in Section 4.3 can be used nearly as is, by just updating the semantics of the en‐
cryption and decryption oracles in order to incorporate the associated data.

4.5 Discussion and related works
We conclude this chapter with a detailed discussion of the rationale supporting
the previous definitional framework together with possible extensions.

Definitions’ zoo. A consequence of composite definitions is that different mixes
of integrity and confidentiality requirements can be considered. In this book, we
focus on two combinations that have been shown to be practically‐relevant:
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Table 9: Ciphertext integrity with leakage (CIML2) experiment.

1. Strong modes. Two‐pass modes aimed to ensure CIML2 and CCAmL2.

2. Efficient modes. One‐pass modes aimed to ensure CIML2 and CCAmL1.

Many other variants are nevertheless possible besides these two ones. Guo et
al. propose a complete characterization in [GPPS19], where plaintext integrity,
ciphertext integrity and security against chosen plaintexts and chosen ciphertext
attacks are all investigated with leakage in encryption and decryption or encryp‐
tion only, with or without considering nonce misuse. That means PIL1, PIL2, CIL1,
CIL2, PILM1, PILM2, CIML1, CIML2 for integrity notions and CPAL1, CPAL2, CCAL1,
CCAL2, CPAmL1, CPAmL2, CCAmL1, CCAmL2 for confidentiality notions.

Stronger definitions. One can note that the strongest combination of leakage‐
resistance and misuse‐resistance is not proposed in our framework. This is due
to an impossibility of efficient and secure implementation that we now detail.

Let us first recall the requirement of misuse‐resistance as the impossibility for
an adversary to learn anything from ciphertexts computedwith noncemisuse but
the fact that they correspond to exactly the same messages [RS06]. Concretely,
misuse‐resistance is obtained thanks to two‐pass designs like the one of Figure 29,
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where m(i) denotes the ith block of the message m. As soon as two messages
(denoted as m and m1 on the figure) differ in at least one bit, the Initialization
Vector (IV) generated by the first pass is different and, therefore, the keystream
that is used to encrypt the messages in the second pass differs as well.

Figure 29: Misuse‐resistant authenticated encryption ( means SD attack path).

Let us now consider a leaking implementation of this mode, where the two
messages m and m1 are identical for their two first blocks and differ afterwards,
as depicted on the figure. Misuse‐resistance implies that adversaries should not
be able to tell whether these first two blocks are identical or not. Yet, if a side‐
channel adversary is able to detect that their leakage is similar and the leakage of
the following blocks differs, she can break this requirement. Concretely, and as
reflected by the black color of the AES blocks on the figure, it means that ensur‐
ingmisuse‐resistancewith leakage‐resistance requires that all the AES implemen‐
tations must be secure against the state distinguishing attacks of Section 4.1.1.
While this is theoretically achievable, it implies that all the AES blocks must be
strongly protected thanks to implementation‐level countermeasures. In other
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words, it prevents mode‐level countermeasures that aim to leverage a finer‐grain
taxonomy of attacks, so that some AES blocks only need to be secure against DPA,
SPA or (for integrity requirement) can even leak their operands in full.

Note that despite CCA security with leakage‐resistance andmisuse‐resistance
(that would be denoted CCAML2) cannot lead to efficient implementations, one
can efficiently combineCCA securitywith leakage‐resistance andmisuse‐resilience
(i.e., CCAmL2) and add misuse‐resistance (without leakage) on top [GPPS19].
(Exercise 2.3 is suggested in order to further illustrate the previous content.)
Definitions’ style. Our definitions of confidentiality are based on the left‐or‐right
paradigm [BDJR97]: adversaries must distinguish a left experiment where some
message is encrypted from a right experiment where another message is en‐
crypted. We favor this approach over the real‐or‐random one, where adversaries
must distinguish a real encryption algorithm from an idealized function returning
randomvalues in the ciphertext space, for twomain reasons. First, idealized func‐
tions have no implementation, meaning that it is hard to turn them into falsifiable
physical assumptions. Second, they create a level of independence between the
function’s inputs and the outputs which is precisely what side‐channel attacks
threaten. Therefore, left‐or‐right definitions appear more attractive in the con‐
text of leakage, especially when aiming for standard proofs without relying on
idealized assumptions, which is in general an important research goal.
Separation result. In the black box setting, the combinationof ciphertext integrity
and security against chosen plaintext attacks implies CCA security [KY00]. It is
shown in [GPPS19] that this implication does not hold with leakage, mainly be‐
cause it does not capture the risks of side‐channel attacks targeting the decryp‐
tion. Therefore, the combination of CIML2 and CCAmL2 is the strongest possible
one given the aforementioned impossibility of efficient modes ensuring CCA se‐
curity with leakage‐resistance and misuse‐resistance (i.e., CCAML2). Note that
this separation result even holds for the starred definition variants mentioned in
Section 4.3, that do not include the challenge decryption leakage.
Multi‐user &multi‐challenge variants. The definitions given in this chapter are in
the single‐user setting and the confidentiality notions are in the single‐challenge
setting. There are natural extensions of them, modeling (realistic) threats where
an adversary can see the execution of the scheme for different users [BGP+20]
and/or several challenge ciphertexts in a single experiment [GPPS19].
IV‐based variants. We consider nonce‐based private‐key encryption and AE in
this chapter, due to their popularity to reduce the randomness requirements of
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symmetric cryptography. Yet, it is worth noticing that IV‐based encryption can
also be interesting in the context of leakage‐resistant cryptography [BPS19].

Related works. State distinguishing attacks are rarely discussed in symmetric cryptog‐
raphy. However, they recently gained traction due to their interest for post‐quantum
cryptographic algorithms relying on the Fujisaki‐Okamoto (FO) transform, in order to
build public‐key encryption schemes secure against chosen ciphertext attacks from pub‐
lic key encryption schemes only secure against chosen plaintext attacks. The FO trans‐
form checks the validity of ciphertexts thanks to re‐encryption and several pieces of work
showed that distinguishing re‐encrypted plaintexts based on their leakage can be used
to mount powerful (key recovery) attacks that are extremely hard to prevent [RRCB20,
XPR+22, UXT+22, ABH+22]. Message distinguishing attacks are rarely discussed as well,
as the majority of the side‐channel literature focuses on the security of long‐term se‐
crets against key recovery. A definition of security for leakage‐resilient MAC can also be
found in [MOSW15]. Ciphertext integrity with leakage was first introduced without con‐
sidering decryption leakage [BKP+18]. An alternative definition of authenticated encryp‐
tion in the presence of leakage can be found in [BMOS17]: it considers a mix of leakage‐
resilience (i.e., excluding the leakage of the challengemessage from the adversary’s view)
and misuse‐resistance rather than a mix of leakage‐resistance and misuse‐resilience.



Chapter 5

Mode‐level countermeasures

Given the definitions of the previous chapter, we now focus on how to design
authentication, encryption and AE schemes that offer good features for secure
implementation. These modes aim to minimize the use of long‐term secrets that
are natural DPA targets. In Section 5.4, we additionally describe primitive‐level
solutions turning DPA security requirements into SPA security requirements.

5.1 Leakage‐resilient MAC
In this section, we detail what can go wrong with MAC constructions that are
not designed with leakage in mind and present leakage‐resilient variants with the
abstractions needed to prove their security in the presence of leakage.

5.1.1 What can go wrong?
Let us consider the example of the counter‐based XOR‐MAC depicted in Figure 30,
of which the black box security analysis is given in [BGR95]. An adversary trying
to break the sUF‐L2 game of Table 7 can leverage the following two strategies:

1. Since all the AES blocks in the figure use the same long‐term key k, she can
perform a DPA on these AES blocks using the Lmac and Lver oracles.

2. She can also query the leaking verification oracle Lver(m̌, t˚) for a fresh
message m̌ and candidate tags t˚ and try to recover the correct tag t thanks
to multiple leaking comparisons between t and t˚ [BMPS21].

98
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Figure 30: Counter‐based XOR‐MAC ( means DPA attack path).

The first attack is standard. The second one just leverages the fact that the
verification oracle recomputes the correct tag t and XORs it with the candidate t˚

chosen by the adversary during the comparison, leading to a DPA attack path.

5.1.2 Design principles
We now detail how to make the aforementioned attack paths more difficult. Be‐
ing in the symmetric cryptography setting, with k a static parameter shared by
the Mac and Ver oracles, we first observe that there is no easy way to update k
between different calls to these oracles, as one could leverage in the asymmet‐
ric setting [MOSW15]. As a result, executing at least one AES call with strong
(implementation‐level) DPA countermeasures seems unavoidable. The main goal
of symmetric leakage‐resilient MAC is to avoid implementing the entire tag gen‐
eration and verification algorithms with such strongly protected blocks.

One solution for this purpose is to first process the message with a collision‐
resistant hash function H, so that a strongly protected (tweakable) block cipher
only has to be applied once afterwards. Figure 31a illustrates the LRMAC1 de‐
sign proposed in [BGPS21] for this purpose. It is easy to see that if the strongly
protected (tweakable) block cipher implementation is leak‐free, the Lmac oracle
and the Lver oracle excluding the tag comparison do not provide any more infor‐
mation than their black box counterparts. We show next that the security of this
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construction can be proven (and gracefully degrades) under aweak and falsifiable
assumption, namely the unpredictability of the (tweakable) block cipher.

H

(a) Tag generation.

H

(b) Tag verification.

Figure 31: Leakage‐resilient MAC ( means unbounded leakage tolerated).

Moving to the second attack strategy, we can also see that LRMAC1 does
not bring much improvement if we keep on comparing tags as Mack(m)

?
= t˚:

without a strongly protected equality testing component, a DPA against the tag
comparison operation remains possible. There is however another way of per‐
forming the verification, illustrated in Figure 31b. That is, we may test whether
TAES´

k 1(H(m), t˚)
?
= 0. The advantage of this variant is that if an adversary pro‐

vides an incorrect tag t˚ and even if the comparison is leaked in full, this adversary
only learns TAES´1

k (H(m), t˚) ‰ 0 rather than learning the correct tag.*

(Exercise 2.4 is suggested in order to further illustrate the previous content.)

* There are variants of this construction given in [BGP+19, BGPS21], checking whether
TAES´1

k (h0, t
˚) ‰ h1 for H(m) = h0||h1 or, using only block ciphers, whether AES´1

k (t˚) ‰

H(m), but they lead to the need of stronger assumptions and worse security bounds.
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5.1.3 Security analysis
In order to analyze the leakage‐resilient MAC of Figure 31, we first need to define
the standard property that the hash function H is collision‐resistant.

Definition 12 (Collision‐resistance). A family of hash functionsHs : Gˆt0, 1u˚ Ñ

H is (θ, ϵ)‐collision resistant if for all θ‐bounded adversaries and uniformly ran‐
dom s values P G, the probability to output a pair of distinct inputs m0 ‰ m1

such that Hs(m0) = Hs(m1) is bounded by ϵ:

Pr
(
A(s) Ñ (m0,m1) s.t. m0 ‰ m1, Hs(m0) = Hs(m1)

)
ď ϵ.

We also need to formalize that the TBC is strongly protected against DPA. For this
purpose, we assume that it is unpredictable in the presence of leakage.

Definition 13 (Unpredictability with leakage [BGP+19]). A tweakable pseudo‐ran‐
dom permutation TPRP : t0, 1u2n ˆ t0, 1un Ñ t0, 1un with leakage functions
Lenc and Ldec is (qp, qe, qd, θ, ϵ)‐strongly unpredictable with leakage in encryption
and decryption (sUP‐L2) if for all (qp, qe, qd, θ)‐bounded adversaries:

Pr(sUP‐L2 Ñ 1) ď ϵ.

The sUP‐L2 experiment is defined in Table 10 and qp, qe, qd are the number of
queries made to the profiling, encryption and decryption oracles, respectively.

In practice, assuming unpredictable ciphers is widely believed to be more re‐
laxed than assuming PRPs and it is sometimes suggested that reduced‐round al‐
gorithms can be sufficient to reach this goal [DS09]. As a consequence, unpre‐
dictability with leakage is also aweak physical assumption. Besides, it is falsifiable
in the sense that the game of Table 10 directly translates into an experiment that
evaluation laboratories can try to break (e.g., by performing a key recovery).

Based on these two (weak) assumptions, the leakage‐resilient MAC of Fig‐
ure 31 can be proven secure in the liberal unbounded leakage model.

Definition 14 (Unbounded leakage model [BKP+18]). An implementation of a
scheme is said to offer a security property in the unbounded leakage model if that
property is satisfied even if the leakage yields all the internal states produced dur‐
ing each execution of the scheme, including keys and random coins and excluding
the internal state of strongly DPA‐protected components if there are any.
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Table 10: Strong unpredictability with leakage (sUP‐L2) experiment.

Proposition 2 (Leakage‐resilient MAC [BGPS21]). Let H be a (θ1, ϵcr)‐collision re‐
sistant hash function. LetTAESbe (qp, qm, qv, θ2, ϵunp)‐strongly unpredictablewith
leakage in encryption and decryption (sUP‐L2). Then, the MAC specified in Fig‐
ure 31 is (qp, qm, qv, θunf, ϵunf)‐strongly existentially unforgeable against chosen
message and verification attacks with leakage in tag generation and verification
(sUF‐ L2) in the unbounded leakage model and: ϵunf ď ϵcr + qv ¨ ϵunp + negl(n).

Proof sketch. In order to break the sUF‐L2 security of LR‐MAC1, the adversary has
to find a fresh and valid pair (m̃, t̃). For this, she can either find a collision against
the hash function H, or find a fresh and valid tuple (tw, x, y) against the sUP‐L2
security of TAES, in one of her qV verification queries.

Concrete instantiation. With a cryptographic hash function, the ϵcr term is ex‐
pected to be of birthday type in the tweak space. Hence, a natural idea is to use a
TBC with the tweak space larger than the block space, like the TAES2 mentionned
in Appendix A.2. Generic constructions like [SS23] can also be considered. In this
case, finding a collision requires the computation of around 2128 hash functions
and, therefore, the qv ¨ ϵunp term is expected to dominate the bound.
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5.2 Leakage‐resistant encryption
In this section, we detail what can go wrong with encryption schemes that are
not designed with leakage in mind and present leakage‐resistant variants with
the abstractions needed to prove their security in the presence of leakage.

5.2.1 What can go wrong?
Let us consider the example of the counter‐based encryption depicted in Fig‐
ure 32, of which the black box security analysis is given in [BDJR97]. An adversary
trying to break its confidentiality with leakage can again leverage two strategies:

1. Since all the AES blocks in the figure use the same long‐term key k, she can
perform a DPA on these AES blocks using the Lenc and Ldec oracles.

2. The adversary can also try to exploit the leakage obtained during the en‐
cryption ofmb during the challenge query, in order to directly identify whe‐
therm0 ofm1 is encrypted thanks to a message distinguishing attack.

These two strategies have quite different requirements. The first one is a standard
DPA and can leverage the leakage of many different plaintexts. As illustrated in
Figure 27, the second one corresponds to a considerably weaker goal but must
be carried out with the leakage of a single plaintext (possibly with repetition).

Figure 32: Counter‐based private‐key encryption.
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5.2.2 Design principles
Wenow detail how tomake these attack pathsmore difficult. As in theMAC case,
we first aim to minimize the use of the long‐term key k. Yet, this time, we cannot
process the plaintext without secret material: we need a key to hide it.

One solution for this purpose is to start the encryption process with a Key
Derivation Function (KDF). For example, one can take a unique nonce N and de‐
rive a per‐message key k0 = AESk(N). This ephemeral key could then be used
to encrypt a message, for example using the counter mode of Figure 32.

Let us momentarily consider security against chosen plaintext attacks with
fresh nonces for simplicity (i.e., CPAL1), which is defined by removing the decryp‐
tion queries from Definition 9. Implementing this solution with a strongly DPA‐
protected AES implementation for the KDF would be good enough for leakage‐
resilience instead of leakage‐resistance. This is because in this context, the leak‐
age of the challenge plaintext is excluded from the adversary’s view. Hence, the
mode could loose its confidentiality guarantees in the presence of leakage (e.g., if
an adversary performs a DPA against the per‐message key), but these guarantees
are restored as soon as leakage is again removed from the adversary’s view.

For leakage‐resistance though, the above solution leaves implementers with
the task of protecting all the AES calls of the counter mode with strong DPA coun‐
termeasures. Hence, we need an additional ingredient, namely a key evolution
scheme. Figure 33 illustrates the design proposed in [PSV15] for this purpose. Its
main twist is to derive one ephemeral secret ki per message block. As a result, a
side‐channel adversary willing to compromise the confidentiality of the encryp‐
tion by targeting its ephemeral key material would have to perform a SPA against
the per‐message‐block keys, reflected by the lighter grey color on the figure.

As for the second attack strategy, we observe that the encryption scheme of
Figure 33 makes a minimal use of the message blocks (i.e., loading and XORing
them with the keystream). What remains is the unavoidable leakage due to this
manipulation, which essentially means that ensuring confidentiality with leakage
requires preventing the message distinguishing attacks of Section 4.1.1.

5.2.3 Security analysis
Wenext analyze the security of the leakage‐resistant private‐key encryption sche‐
me of Figure 33. For simplicity, we focus on the key evolution part and assume
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Figure 33: Leakage‐resistant private‐key encryption ( means SPA attack path).

that the strongly DPA‐protected KDF that generates k0 is leak‐free. We first need
the standard property that the AES is a pseudo‐random permutation.

Definition 15 (Pseudo‐randompermutation). Ablock cipherBC : t0, 1unˆt0, 1un

Ñ t0, 1un is an (θ, ϵ)‐pseudo‐random permutation (PRP) if for all θ‐bounded ad‐
versaries, it holds that:

ˇ

ˇ

ˇ
Pr
(
ABCk(.) Ñ 1

)
´ Pr

(
AP(.) Ñ 1

)ˇ

ˇ

ˇ
ď ϵ,

where k is a random key in t0, 1un and P P P is an n‐bit random permutation.

We also need to formalize that each execution of the AES on a per‐message‐
block key does not leak too much. For this purpose, we rely on the notion of
simulatable leakage introduced in [SPY13]. Informally, it requires that it is possi‐
ble to simulate the leakage of an AES implementation without knowledge of its
secrete key, by just manipulating the profiling oracle. This is attractive because
it circumvents the difficulty to formalize the informativeness and computational
complexity of the leakage function (see the discussion in Section 5.5).

Definition16 (Simulatable leakage [SPY13]). Apseudo‐randompermutationPRP :
t0, 1un ˆ t0, 1un Ñ t0, 1un implemented with leakage function Lenc has (qp, qe,
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θsim, θ, ϵ)‐simulatable leakage if there is an efficient θsim‐bounded simulator such
that for all (qp, qe, θ)‐bounded adversaries:

ˇ

ˇ

ˇ

ˇ

Pr
(

q‐sim Ñ 1
)

´
1

2

ˇ

ˇ

ˇ

ˇ

ď ϵ.

The q‐sim experiment is defined in Table 11, where qp and qe are the number of
queries made to the profiling and encryption oracles, respectively.

Table 11: Simulatable leakage experiment.

Besides the qe encryption queries, the adversary gets one more chance of
winning the game by being able to query the simulator on inputs of her choice
via aGenquery, the ciphertext being the real or the randomonedepending on the
bit b. It captures the casewhere the key used in a block cipher is itself a ciphertext
from a previous iteration, as for example happens in the scheme of Figure 33.

In practice, the simulator proposed in [SPY13] and described in Table 12works
by “splitting and concatenating” leakage traces generated with a random key so
that it starts with the correct plaintext and ends with the correct ciphertext. Such
a simulator is expected to prevent attacks trying to exploit the leakage of the
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known plaintext and ciphertext (which are the same in the real and simulated
traces), constraining the adversary to either mount an SPA or try detecting an
inconsistency before and after the split. It is falsifiable in the sense that the game
of Table 11 combinedwith an instance of simulator like the oneof Table 12 directly
translates into an experiment that evaluation laboratories can try to break.

Note that the q‐sim experiment of Table 11 relates to security against SPA
since it requires to distinguish a fresh trace. Similarly, a (q, r)‐sim experiment can
be defined, where each of the qe leaking encryption queries can be repeated r
times, for contexts where repSPA is possible (e.g., due to nonce misuse).

Under our independence assumption, a typical target is a 10‐cycle parallel
(128‐bit) implementation of the AES, for which leakage traces are depicted in
Figure 28 and every cycle provides the adversary with a 128‐bit (e.g., Hamming
weight) leakage. With such a level of parallelism, both SPA and repSPA should only
mildly reduce the entropy of the key. Similarly, detecting a (for now mathemati‐
cal) inconsistency in the simulated traces is expected to be hard. This is because
the vast majority of the adversary’s observations will be close to the mean leak‐
age, which leaves her with a large number of possible values per round, namely(
128
h

)
with h close to 64. As a result, detecting inconsistencies between round ϱ

and ϱ+ 1 should be computationally intensive.* And quite naturally, this should
hold even better in case physical noise affects the measurements and only q‐sim
is required, not (q, r)‐sim. We will see in the next part of the book that the chal‐
lenge becomes more difficult if the independence assumption is not fulfilled and
adversaries can also track physical inconsistencies in the simulated traces.

Based on these assumptions, we can prove the leakage‐resistance of the en‐
cryption scheme in Figure 33. We againmomentarily restrict ourselves to security
against chosen plaintext attacks with fresh nonces and leakage in encryption only
(i.e., CPAL1). How to reach CCAmL2 will be discussed in the next section.

Proposition 3 (Leakage‐resistant private‐key encryption [PSV15]). Let AES be a
(θ, ϵprp)‐pseudo‐random permutation and its implementation have (qp, 2, θsim, θ,
ϵsim)‐simulatable leakage. Then, the encryption scheme specified in Figure 33 and
implemented with a leak‐free key derivation function is (qp, qe, θcpal, ϵcpal)‐chosen‐
plaintext secure with leakage in encryption only (CPAL1) and:

ϵcpal ď 2ℓ ¨ (ϵprp + ϵsim) + ℓ ¨ Pr
(

MDL
PRP(n) Ñ 1

)
+ negl(n).

* This argument crucially relies on the parallelismof the implementation. For small serial (e.g.,
software) implementations, the simulatable leakage assumption is not expected to hold directly,
implying the need of additional implementation‐level countermeasures [GPSG14].
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Table 12: Example of leakage simulator.

Proof sketch. We begin by considering the first pair of block cipher calls dur‐
ing the encryption. Thanks to the simulatable leakage assumption, the leakages
L(k0, α), L(k0, β) can be replacedwith simulated ones L(k˚

0 , α), L(k˚
0 , β), and the

latter are independent of the key k0. Thus, the key k0 becomes perfectly secret
and, by the PRP assumption, the outputs k1 = AESk0(α) and y0 = AESk0(β) are
indistinguishable from two random values k˚

1 and y˚
0 . One then makes another

call to the simulatable leakage assumption to produce leakages corresponding
to these random values. By iteratively applying this argument, the key stream
blocks y0, y1, . . . turn out to be indistinguishable from random ones and the mes‐
sage blocksm0,m1, . . . are thus encrypted by a one‐time pad encryption scheme,
up to the (irreducible) one‐time leakage of these ephemeral values, which is cap‐
tured by the ℓMessage Distinguishing (MD) attacks in the bound.
Concrete instantiation. The scheme of Figure 33 is directly instantiated with the
AES. Its bound is of birthday‐type, since ϵprp « Θ

2n
. It is tight because all the block

cipher calls in the figure use the same constants α and β. Hence, detecting a
collision on the values AESk0(β), AESk1(β), … breaks the CPA security.
(Exercises 2.5 & 2.6 are suggested to further illustrate the previous content.)

5.3 Leakage‐resistant AE
We finally discuss how to combine leakage‐resilient MAC and leakage‐resistant
encryption designs to offer integrity and confidentiality in a single primitive.
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5.3.1 A strong (2‐pass) mode
The main goal of the previously described leakage‐resilient MAC and leakage‐
resistant encryption schemes is to enable so‐called leveled implementations. That
is, they are designed in such a way that security guarantees against leakage can
be reached without ensuring that all their blocks are secure against DPA.

The TEDTmode of operation from [BGP+20] is an example of combined sche‐
me aimed to enable leveled implementations offering the strongest combina‐
tion of CIML2 and CCAmL2. This scheme essentially applies a leakage‐resilient
MAC similar to the one of Section 5.1 to ciphertexts produced with an encryption
scheme similar to the one of Section 5.2.* As a result, the ciphertexts are only
decrypted if the tag verification passes. Its integrity requirements are depicted in
Figure 34a. Its confidentiality requirements are depicted in Figure 34b. The main
concrete differencewith the previous analyzes is that, for the confidentiality guar‐
antees, the adversary can repeat the decryptionmultiple times and therefore, the
blocks processing the message must be secure against repSPA rather than SPA.

The security of TEDT has been analyzed under a leak‐free assumption for KDF
and the Tag Generation Function (TGF). The scheme offers a tight CIML2 security
of n ´ log(n) bits in the single‐user setting (n ´ 2 log(n) bits in the multi‐user
setting). Confidentiality without leakage in the standard model leads to « n/2
bits of security, whichmay not be tight since the attack described after Theorem 3
is prevented by the tweaks. Confidentiality without leakage in the ideal cipher
model comes with similar bounds as CIML2 security. Confidentiality with leakage
falls back to « n/2 bits of security, due to a powerful attack where detecting
collisions thanks to leakage breaks the 2‐simulatability assumption (by allowing
adversaries to obtain more than two leakage traces per ephemeral key).

5.3.2 An efficient (1‐pass) mode
The TET mode of operation from [BGP+20] is an example of combined scheme
aimed to enable leveled implementations offering an efficient combination of
CIML2 and CCAmL1. It essentially processes themessage in a single pass, by com‐
bining the keystream generation and the hashing of TEDT in one step. Its integrity
requirements are depicted in Figure 35a and are essentially unchanged (also in
terms of bounds) compared to TEDT. Its confidentiality requirement are depicted

* The MAC adopts a variant of decryption‐based verification used in LRMAC1 (but can be
adapted to use the same). The encryption scheme relies on TBCs to obtain better bounds.
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H

H

Figure 34: TEDT mode of operation ( means repSPA attack path).
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in Figure 35b, with as only change compared to TEDT that CCAmL1 requires AES
blocks that are secure against SPA (rather than repSPA) for the message process‐
ing part, thanks to the fresh nonce used to encrypt the challenge plaintext guar‐
anteed by the misuse‐resilience definition. The security of such a leveled imple‐
mentation collapses in case leakage is available in decryption. Ensuring CCAmL2
security for TET requires to uniformly protect all of its blocks against DPA.

(Exercise 2.7 is suggested in order to further illustrate the previous content.)

5.4 Getting rid of DPA security
A commonpattern of the leakage‐resilientMACof Figure 31, the leakage‐resistant
encryption scheme of Figure 33 and the TEDT/TETmodes of operation of the pre‐
vious section is that they need at least one execution of a (tweakable) block cipher
that is strongly protected against DPA. As detailed in the next chapter, there are
implementation‐level countermeasures that can be used in order to ensure that
this requirement is fulfilled. However, it is also possible to reduce this DPA se‐
curity requirement to a SPA or repSPA security requirement, by replacing these
(T)BC blocks with a leakage‐resilient Pseudo‐Random Function (PRF).

As illustrated in Figure 36, leakage‐resilient PRFs can be viewed as instanti‐
ations of the standard (tree‐based) PRF construction of Goldreich, Goldwasser
and Micali [GGM84]. In their baseline version, they process the input bit by bit,
so that every intermediate key ki of the tree is used at most twice, once to com‐
pute AESki´1

(α), once to compute AESki´1
(β), for public constant values α and

β. As a result, they bound the side‐channel adversary to observe only two in‐
puts per intermediate key (i.e., qxa = 2), at the cost of running the AES n times
to process the n‐bit input x. Other tradeoffs between performance and security
are obtained by absorbing more than one bit per PRF stage. If b bits are absorbed
per stage,

P

n
b

T

AES calls are needed to process the n bits of the input x, but each
intermediate key ki is used to encrypt 2b public constant values (i.e., qxa = 2b).

Leakage‐resilient PRFs have been analyzed in differentmodels [DP10, SPY+10,
FPS12, YS13, BSH+14] andhave also been integrated in leakage‐resistant AEmodes
of operation based on block ciphers [USS+20, BMPS21]. As discussed in [MSV25],
and compared to the use of implementation‐level countermeasures, themain ad‐
vantage of such solutions is the simpler implementation they allow (i.e., the fact
that they offer a more direct link between functional correctness and security
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Figure 35: TET mode of operation ( means SPA attack path).



CHAPTER 5. MODE‐LEVEL COUNTERMEASURES 113

Figure 36: Leakage‐resilient PRF ( means repSPA attack path – if used in a KDF
for encryption without misuse, it can be limited to an SAP attack path).

against leakage). Their main drawback is to incur overheads even if side‐channel
attacks are not a concern (since they require a change of primitive).

(Exercise 2.8 is suggested in order to further illustrate the previous content.)

5.5 Discussion and related works
We conclude this chapter by discussing the implications of the previous results
and claims together with alternative leakage models and possible extensions.
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How to interpret the proofs. It is important to observe that physical security
assumptions are of fundamentally different nature than mathematical security
assumptions. Mathematical security assumptions are device‐independent: they
relate to problems that are expected to be hard to solve for any computationally‐
bounded adversary, given large enough parameters. By contrast, physical secu‐
rity assumptions are device‐dependent: the extent to which they hold may be
different for different implementations or technologies. From the design point of
view, this implies that they essentially correspond to guidelines for implementers.
Mode‐level countermeasures aim to make these guidelines as clear and easy‐to‐
fulfill as possible, as reflected by the leveled implementations introduced in this
chapter. From the evaluation viewpoint, it implies that physical security assum‐
tions must be re‐evaluated for each new implementation or technology.

Other models for confidentiality with leakage. As first put forward in [MR04],
ensuring message confidentiality with leakage is a significantly more challenging
task than ensuring message integrity with leakage. One central difficulty in this
respect is the requirement, discussed in Section 5.2.3, that the execution of the
AES on a single message block should not leak too much. Informally, this implies
bounding both the informativeness of the leakage function (i.e., if secrets are
leaked in full, no confidentiality is possible) and its computational power. The lat‐
ter turns out to be highly non‐trivial. For example, say the leakage function gives a
single bit per execution and is polynomial time – a usual abstraction for efficient
functions in modern cryptography. Then, a trivial “future computation attack”
against the encryption scheme of Figure 33 is possible: each time an AES key ki is
used, leak one (adaptively chosen) bit of the key k128. After the encryption of 128
message blocks, the full k128 is recovered. Such an attack is admittedly unrealis‐
tic, since it is unlikely that a physical function performs AES computations. Yet, it
is allowed by the model because the AES (with known key) can be computed by a
polynomial time leakage function. Preventing it formally would therefore require
a more appropriate computational restriction of the leakage function. This ap‐
pears challenging since it needs to solve the dilemma that this function should be
simple enough so that it cannot perform cryptographic computations and com‐
plex enough so that it can solve Maxwell’s equations for complex circuits (which,
for example, can take weeks using computer‐aided design software).

The simulatable leakage assumption used in Section 5.2.3 is a conceptually
elegant way to circumvent the problem: rather than trying to bound the leak‐
age function’s informativeness and computational power, it gives the adversary
oracle access to this function (i.e., to the leaking implementation). As will be dis‐
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cussed in the third part of the book, this nevertheless raises additional difficulties
when concrete leakages for different operations are not perfectly independent.
Meanwhile, we next outline alternativemodeling approaches from the literature,
highlighting that they all relate to the same (independence) challenge:

Idealized assumptions. One simple way to prevent future computation attacks is
to assume oracle‐free leakage functions [YSPY10]. That is, to assume that the
block ciphers of Figure 33 are random oracles that can be queried by the ad‐
versary but not the leakage function. Positively, this gives simple intuitions on
schemes that have good features for leakage‐resistance. Such a computational
assumption can also be combined with hard‐to‐invert leakage [DKL09], which is
the weakest possible assumption for bounding the informativeness of the side‐
channels [FH15]. Negatively, this means assuming independence between the
block cipher calls, whereas it is a general goal of cryptographic research to avoid
relying on such idealized assumptions (that are not falsifiable). This is even more
true when considering physical leakage since, for example, it seems difficult to
define the leakage of a random oracle that has no concrete implementation.

Design tweaks. Another possibility is to use design tweaks in order to enforce the
independence requirement. For example, an “alternating structure”, where the
key size is doubled and block cipher executions use one or the other half of the
key, can be used for this purpose [DP08, Pie09]. This means future computation
attacks cannot be performed as long as the leakage function does not provide in‐
formation about the unused part of the key (i.e., only computation leaks).* Com‐
bining fresh but public randomness in the encryption scheme [YSPY10, FPS12], or
even pseudo‐randomness [YS13], with a non‐adaptive leakage function, has also
been proposed as an alternative. Such design tweaks are generally combined
with the assumption that the leakage function has bounded range or that it pre‐
serves the (pseudo‐)entropy of the key for the informativeness part, i.e., stronger
assumptions for bounding the informativeness of the side‐channels [FH15].

Strengthened black box definitions. Given the difficulty to bound the computa‐
tional power of the leakage function discussed above, we note that, strictly, the
black box security definitions of collision‐resistant hash function (Definition 12)
or pseudo‐random permutation (Definition 15) to be instantiated in implementa‐
tions with leakage should also be enhanced with an access to a (profiling) leakage
oracle. Indeed, despite unlikely, nothing theoretically prevents the leakage func‐
tion to perform cryptanalytic work. If the leakage function was polynomial time,

* Which, again, only holds up to some extent in practice [Mor14, PSKM15, MMR20].
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these augmented definitions would nevertheless be equivalent to the black box
ones. We do not add such an oracle access in our notations for readability.
Finer‐grain analysis. Eventually, the analyzes in this section are connected to the
taxonomy of attacks outlined in Section 4.1.2, and in particular the fact that pre‐
venting SPA with implementation‐level countermeasure is easier/cheaper than
preventing repSPA, which is itself easier/cheaper than preventing DPA. It is how‐
ever possible to consider a finer‐grain taxonomy. For example, in the CBC‐MAC
and CBC‐ENC schemes illustrated in Figure 37, all the encrypted blocks (but the
first one) are XORedwith an unknown ciphertext. So DPA targeting these block ci‐
pher calls requires to deal with unknown inputs in this case, making them margi‐
nally more difficult. A similar observation can bemade for AE schemes leveraging
a whitening of the message blocks with secret values, like OCB [BBB+22].

Figure 37: CBC‐MAC (in black) and CBC‐ENC (grey additions).

Relatedworks. An alternative treatment of leakage‐resilient symmetric encryption based
on re‐keying can be found in [ABF13]. Permutation‐based designs with good features for
security against leakage have been proposed and analyzed in [DM19, DJS19, GPPS20].
The additional challenges raised by the tag verification for permutation‐based designs
are discussed in [DM21]. Concrete examples of permutation‐based leakage‐resistant AE
include the efficient (1‐pass) Ascon [DEMS21] and the strong (2‐pass) ISAP [DEM+20].
ISAP additionally relies on a permutation‐based leakage‐resilient PRF, similar to the one
of Section 5.4. A systematic investigation of some leakage‐resistant AE according to their
mode‐level security, relying on the same taxonomy of attacks as in this chapter, can be
found in [BBC+20]. Other leakage‐resistant schemes relying on tweakable block ciphers
include TEDT2 [Lis21], Triplex [SPS+22] and Multiplex [SPS24]. Fork ciphers have been
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shown in [DDLM24, BSL24] to be interesting emerging primitives for security against leak‐
age. The leakage‐resilient PRF of Section 5.4 and its benefits have also been studied in
the chosen input and the unknown input attack settings [MSJ12, MSNF16].



Chapter 6

Implementation‐level
countermeasures

Chapter 5 showed that leakage‐resistant modes of operation can hardly get rid of
DPA‐protected implementations for a few block cipher calls. One option for this
purpose is to reduce the DPA security requirements to SPA security requirements,
using a leakage‐resilient PRF. Yet, this alternative is not always usable (e.g., if stan‐
dard ciphers and modes have to be used) nor desirable (e.g., if side‐channel se‐
curity is required for only a few devices in a system). Besides, the first part of this
book (especially Exercise 1.8) showed that noise addition alone is unlikely to serve
as a sufficient security parameter to reach this security goal efficiently. This is be‐
cause noise addition provides linear security increases at the cost of linear perfor‐
mance overheads. In this section, we therefore investigate implementation‐level
countermeasures that are natural candidates to ensure DPA security.

6.1 Shuffling (operations)
Given the importance of leakage detection in the side‐channel analysis workflow,
an appealing idea to make DPA more difficult is to randomize the execution of
the operations of the implementation to protect. This solution is usually denoted
as the shuffling countermeasure, introduced in [HOM06] and carefully analyzed
in [VMKS12]. It requires to identify sets of operations that are applied indepen‐
dently, so that they can be executed in randomized order. This is for example
feasible in the case of a software (serial) implementation of the SubBytes opera‐
tion in an AES implementation, which will be our running example.

118
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Figure 38: Leakage trace l for shuffled AES S‐boxes.

6.1.1 High‐level modeling
We illustrate the shuffling countermeasure with Figure 38, which is a variant of
Figure 1 where the sixteen AES S‐boxes are executed according to a random per‐
mutation π = [π0, π1, . . . , π15]. For simplicity, we for now assume that the gen‐
eration of the permutation is leak‐free. In this case, and considering an adversary
trying to perform a DPA exploiting the leakage of an S‐box output Zi, a vector of
two components is available: L = (Lπ,LZ). The first one is defined as:

Lπ = [Lπ0 ,Lπ1 , . . . ,Lπ15 ],

and we denote it as a direct permutation leakage. As illustrated on the figure,
each time an S‐box has to be executed in a shuffled implementation, one first has
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to load the index of the byte that must be manipulated. The second component
is the S‐box output leakage obtained from the permuted execution:

LZ = [Lzπ0
,Lzπ1

, . . . ,Lzπ15
].

Ideally, and in order to assess the security gains provided by the shuffling counter‐
measure, one would like to compute the mutual information MI(Zi;L) for each
byte 0 ď i ď 15. Yet, concretely, this requires computing the PDF:

f(l|zi) =
ÿ

πPP
Pr(π) ¨ f(l|zi, π). (42)

As the set of permutations rapidly increases with the number of shuffled opera‐
tions (e.g., in our SubBytes case, 16! « 244), such a direct computation is usually
not feasible and simplifying assumptions have to be considered. This means that,
even under the (perfect) profiling assumptionwe leverage in this part of the book,
we can only estimate a PI corresponding to tractable adversarial strategies.

We now detail how PI(Zi;L) can be estimated. We use the improved model
from [ABG+22] for this purpose, which corrects a bias of themodel from [VMKS12]
appearing when the implementation noise increases. As a first step, we need to
assign a normalized weight to reflect the probability that a byte i of the AES state
is manipulated at cycle c of the shuffled SubBytes execution:

w(πc = i|lπc) =
f(lπc |πc = i)

ř15
j=0 f(lπc |πc = j)

¨ (43)

Note that w(πi = i|lπi
) = 1 for unprotected implementation and w(πc = i|lπc)

is always worth 1
16

in case there is no direct permutation leakage (i.e., Lπc = 1
16

@ i P [0 : 15]). We next compute the conditional probabilities for the target byte
zi given the S‐box output leakage at each cycle c:

Pr(zi|lzπc ) =
f(lzπc |zi)

ř255
z1
i=0 f(lzπc |z1

i)
¨ (44)

Thanks to Equations 43 and 44, an estimated model can be derived.* Namely:

P̂r(zi|l) =
15
ÿ

c=0

w(πc = i|lπc) ¨ Pr(zi|lzπc ), (45)

* It slightly differs from the one in [ABG+22] which takes a product over the key bytes to
capture the leakage of the entire state whereas we focus on the leakage of a single byte.
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from which we can directly obtain the following PI estimation:

P̃I(Zi;L) = H(Zi) +
255
ÿ

zi=0

Pr(zi) ¨
ÿ

lPLt(zi)

1

|Lt(zi)|
¨ log2 P̂r(zi|l). (46)

6.1.2 Information theoretic analysis
We assess the impact of the shuffling countermeasure with an information the‐
oretic analysis. For simplicity, we assume that all the elements of the vectors
Lπ and LZ give rise to Hamming weight leakage with additive Gaussian noise.
Based on the notations of Chapter 2, this means δ(.) = HW(.) and r is Gaussian‐
distributed. Given this choice, P̃I(Zi|L) can estimated based on Equation 46,
using the SNR as a (normalized) metric reflecting the amount of additive noise.
The result of such an information theoretic evaluation is in Figure 39.

Figure 39: Information theoretic analysis of the shuffling countermeasure.

The figure leads to three main intuitive observations that we detail next.
First, comparing the curve of an unprotected implementationswith the one of

a shuffled implementation with no permutation leakage, the information (hence,
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the wort‐case security level) differ(s) by a factor 16. This matches the intuition
given for the weights of Equation 43, which are worth 1 vs. 1

16
in these cases.

Second, this factor 16 is not directly observedwhen a direct permutation leak‐
age is exploited and the noise level is low (i.e., the SNR is high). This is because the
leakage exploited by the adversary then significantly biases the distribution of the
permutation π.* By contrast, as the noise increases (i.e., the SNR decreases), the
curve corresponding to a direct permutation leakage gets close to the onewithout
permutation leakage. This is because the information leaked on the permutation
then gradually becomes insufficient to accurately assign themanipulation of a key
byte to a given cycle. In this respect, it is worth noting that the leakage on the
permutation is of SPA type (since it is an ephemeral secret), which is in contrast
with the leakage onK obtained via the leakage of Z, which is of DPA type.

Third, the situation gets worse if the uniformly random permutation of the
shuffling is replaced by a Random Start Index (RSI). In this case, the index of the
first executed S‐box is randomized and the others follow in order, which reduces
the set of permutations from 16! « 244 to only 16. As a result, the computation‐
ally efficient but heuristic model of Equation 45 can be replaced by the (optimal)
exhaustive strategy of Equation 42. The combination of such an optimal strategy
with the fact that the adversary gets 16 Hammingweights to revover a single 4‐bit
value even implies that the RSI countermeasure brings no security at high SNR.

6.1.3 Discussion and related works
The results in this section show that the shuffling countermeasure is effective, yet
not at the level that is expected to prevent DPA from the cryptographic viewpoint.
Namely, it can only be used to emulate a constant amount of additional noise in
an implementation, at the cost of constant overheads. So just like physical noise,
this cannot create a large (ideally exponential vs. polynomial) gap between what
adversaries and legit users can do with a leaking implementation. Furthermore,
whenever adversaries take advantage of permutation leakage, the information
theoretic analysis of Figure 39 shows that this noise emulation only takes place if
there is already some physical noise in the measurements. Eventually, the secu‐
rity parameter of the shuffling countermeasure (i.e., the size of the permutation)
is quite algorithm‐dependent. For example, it applies reasonably well to the Sub‐
Bytes operation, which executes 16 S‐boxes independently. But applying it to the
4 MixColumns operation of the AES only leads to 4! = 24 permutations, enabling

* Recall that the strategy based on Equations 43, 44 and 45 is possibly suboptimal.
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the optimal strategy of Equation 42 and implying larger noise requirements. Be‐
sides, running dummyMixColumns operations to increase the set of independent
operations that can be shuffled also leads to non‐trivial challenges (see the dis‐
cussion of random delay interrupts in the next related works paragraph).

So overall, shuffling is a deceptive countermeasure against DPA and is inher‐
ently more suited to prevent SPA. This is because a constant information reduc‐
tion can be sufficient to bound the leakage to a satisfactory level (e.g., in an en‐
cryption scheme like the one of Figure 33). For themore challenging DPA security
requirement, we will see in the next section that randomizing the data leads to a
better deal, leading to noise amplification rather than noise emulation.

(Exercises 2.9 & 2.10 are suggested to further illustrate the previous content.)

Related works. How to generate the shuffling permutation is discussed in [VMKS12]. At‐
tacks that directly target the permutation generation for now remain under‐discussed in
the literature. As an alternative to shuffling operations, it has been proposed to include
random delays within cryptographic implementations [CCD00]. The security of such a
proposal scales according to pretty similar intuitions as the shuffling countermeasure, in
function of the variance of the delays [Man04, CK09, CK10]. However, for random de‐
lays to be effective, the dummy operations used for randomization must remain hard
to distinguish from the actual algorithm execution, leading to an additional attack path
compared to what the shuffling countermeasure allows [DRS+12]. A similar issue pops
up when implementers try to increase the amount of operations to shuffle with dummy
operations (e.g., in the MixColumns example mentioned above). Shuffling has recently
gained interest in the context of post‐quantum cryptography, where it is a popular so‐
lution to prevent SPA attacks against leaking implementations of the Number Theoretic
Transform (NTT) that is used in many algorithms [PPM17, PP19, RPBC20, HSST23].

6.2 Masking (data)
In this section, we introduce themasking countermeasure that is the cornerstone
which can turn cryptographic implementations of standard primitives (like the
AES) into leakage‐resilient ones. Masking has been independently introduced by
Chari et al. [CJRR99] and by Goubin & Patarin [GP99], soon after Kocher et al.’s
first DPA paper. As an implementation‐level countermeasure, it is applicable to
any cryptographic algorithm, yet at non‐negligible implementation cost. Its se‐
cure instantiation raises multiple challenges spanning theory and practice. Given
the breadth of the abstractions needed to comprehendmasking in depth, we will
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split its treatment is different parts. In this first section, we introduce the foun‐
dational principles that make it a sound countermeasure from the cryptographic
viewpoint. We also exhibit why a formal treatment is needed to take advantage
of these principles effectively. Next, in Chapter 7, we dig into the theory of mask‐
ing under the simplifying (profiling, uncertainty and independence) assumptions
that we use for this second part of the book. Finally, the third part of the bookwill
tackle the deviations from these simplifying assumptions, their impact and how
to keep them under sufficient control to secure implementations concretely.

6.2.1 Convolution intuition
The high‐level idea of masking is to encode every sensitive variable in an imple‐
mentation as a d‐tuple of shares. Given the choice of the AES to illustrate our
discussions, the most natural sharing is the Boolean one. Taking again an S‐box
output byte as case study, this means that Z is represented by a set of d shares
tZ0, Z1, . . . , Zd´1u such that their sum equals the correct Z, namely:

Z = Z0 ‘ Z1 ‘ ¨ ¨ ¨ ‘ Zd´1, (47)

where the first d´1 shares are picked up uniformly at random and the last one is
computed so that they sum to the correctZ. Note that in the rest of this chapter,
we use the subscript i to denote the shares’ indexes rather than the AES byte
indexes. This allows lighter notations without loss of needed generality, since we
introduce masking for elementary operations. Besides, we start by considering
the security of such an encoding in isolation. How to compute securely on secret
shared data is discussed in Section 6.3, Chapter 7 and Part III of the book.

Interestingly, we already have all the necessary background to understand
why masking offers a significant security increase compared to shuffling. Indeed,
it can be viewed as a direct application of the SASCA in Section 2.4.1 and their
convolution‐based optimization in Section 2.4.2. For this purpose, we start by
illustrating the leakage of an encoding in Figure 40. Similarly to the shuffling case,
we consider an adversary having access to a leakage vector:

L = [L0,L1, . . . ,Ld´1]. (48)

Let us first consider a 2‐share example. The adversary then obtains a leakage l0
on z0, a leakage l1 on z1 and wants to gain information about their XOR, since
z = z0 ‘z1. But this is precisely what SASCA do when updating factor‐to‐variable



CHAPTER 6. IMPLEMENTATION‐LEVEL COUNTERMEASURES 125

Figure 40: Leakage trace l for masked encoding with d = 5 shares.

messages for a XOR. So, turning the leakage on share 0 into a vector of probabili‐
ties p̂z0 and the leakage on share 1 into a vector of probabilities p̂z1 , information
on z is obtained by computing p̂z = p̂z0 ˚ p̂z1 .* This directly generalizes to more
shares, so that the Probability Mass Function (PMF) of the secret is obtained by
performing convolution products on the PMF of the individual shares. Noise am‐
plification then derives from Young’s convolution inequality [You12], which es‐
sentially shows that the convolution product is a blurring operation.

It turns out the intuition is even simplerwhen using the LRPMof Section 3.2.2.
In this case, denoting the (normalized) mutual information on each share Zi as
λi, the normalized mutual information on Z is given by Equation 37 as:

λ(Z) =
d´1
ź

i=0

λi. (49)

From the above, one can see that, at least in the low SNR regimeswhere the LRPM
is expected to be meaningful, masking amplifies the uncertainty (e.g., noise) that
remains on the shares. Assuming that each share leaks approximately the same
amount of information, we now have that information decreases (hence, security

* In the simplified case considered here, where the encoding is considered in isolation, SASCA
even converges to exact probabilities since the factor graph is a tree and BP is exact.
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grows) exponentially in d. So for themasking countermeasure to be cryptograph‐
ically sound, it only remains to show that its overheads do not scale exponentially
as well – which we will discuss carefully in Section 6.3 and Chapter 7.

6.2.2 Statistical intuition
Besides the convolution intuition in the previous section, the exponential security
amplification of the masking countermeasure can also be expressed based on a
statistical argument. For this purpose, let us again start with a 2‐share example:
z = z0 ‘ z1. Let us further assume that z, z0 and z1 are 1‐bit values for simplicity.
Let us finally assume a noisy Hamming weight leakage function:

li = HW(zi) + ri, (50)

with ri a Gaussian‐distributed noise. As in the shuffling case, we are interested in
the estimation of the leakage PDF conditioned on z.* That is:

f(l|z) =
255
ÿ

z0=1

¨

255
ÿ

z1=1

. . .
255
ÿ

zd´2=1

f(l|z0, z1, . . . , zd´1). (51)

A plot of this PDF for z = 0 and z = 1 is given in Figures 41a and 41b. Such
distributions typically correspond to a serial manipulation of the shares.

A parallel implementation can then be modeled by assuming that the manip‐
ulation of d shares leads to noisy “sum of Hamming weight” leakage samples:

Lpar
z = HW(z0) + HW(z1) + . . .+ HW(zd´1) + r. (52)

Such amodel directly leads to the (univariate) distributions of Figures 41c and41d.
This figure is finally generalized to 3‐share distributions in Figures 41e and 41f.

The interesting observation from these examples is that, for any d‐share en‐
coding, the statistical moment of order up to d‐1 is independent of z. That is, in
the 2‐share cases, the mean vector of Figures 41a and 41b is [0.5, 0.5] and the
mean of 41c and 41d is 1. By contrast, the variances of these figures differ. And
when moving to a 3‐share case in Figures 41e and 41f, the variance becomes in‐
dependent of z and differences can only be spot by looking at the skewness.

* Such an exhaustive computation is computationally hard. In practice, it is usually abandoned
in favor of the convolution‐based SASCA approach described in the previous section.
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(a) Multivariate, 2 shares, z = 0. (b) Multivariate, 2 shares, z = 1.

(c) Univariate, 2 shares z = 0. (d) Univariate, 2 shares; z = 1.

(e) Univariate, 3 shares z = 0. (f) Univariate, 3 shares; z = 1.

Figure 41: Leakage distributions of single‐bit, 2‐ and 3‐share encodings.
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Informally, this means that an adversary willing to exploit the leakage of such
masked implementations may have to estimate a statistical moment of order d,
which implies raising the leakage samples to a power d. Combining this require‐
ment with the definition of SNR in Section 2.2.1, Equation 3:

SNR =
Var
(
δ(Zi)

)
Var
(
Ri

) , (53)

we can directly see that when SNR ă 1, the estimation of a statistical moment of
order d will amplify the noise more than the signal. This intuitively implies that
whenever adversaries are bound to a strategy based on moment estimation, the
exponential security increase argued in Section 6.2.1 directly follows.

Such an intuition leads to the following definition of statistical security order:

Definition 17 (Absolute statistical security Order). A masked implementation is
said to have Absolute Statistical Security Order (ASSO) of order o if the leakage
distributions conditioned on any sensitive variable manipulated by the implemen‐
tation only differ in statistical moments of orders strictly larger than o.

It is important to observe that the ASSO is a heuristic requirement. First, a sta‐
tistical distribution is not specified by itsmoments, making it hard to connect such
a definition with formal security arguments. Second, and as already mentioned,
an ASSO may not translate into concrete security: it only does if estimating a sta‐
tistical moment is a meaningful adversarial strategy. Yet, and despite heuristic,
we will see in Part III of the book that it is a useful notion to assess the indepen‐
dence assumption on which the security guarantees of masking rest.

We note finally that theword “absolute” refers to the fact that leakage depen‐
dencies in statistical moments of order lower than omay not always degrade se‐
curity (e.g., if these dependencies are small enough), which we will later capture
with a notion of effective statistical security order. We also note that o typically
equals d‐1 in the examples of Figure 41, but that may not always be the case.

6.2.3 Information theoretic analysis
We assess the impact of the masking countermeasure with an information theo‐
retic analysis, using the leakage models given by Equations 50 and 52, which re‐
spectively capture a serial and a parallel manipulation of the shares. Contrary to
the shuffling case, computing theMI for a known (here Hamming weight) leakage
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model can be done relatively efficiently using Monte Carlo sampling or numeri‐
cal integration (though computations naturally become more expensive as the
estimated MI values decrease). We again use the SNR as a (normalized) metric
reflecting the amount of additive noise. The results are reported in Figure 42.

The figure leads to three main intuitive observations that we detail next.
First, it confirms the exponential security amplification in the high noise (i.e.,

low SNR) regime claimed in the previous section. Note that the left parts of the
plots, where the IT curves gradually become linear, exactly correspond to the
cases where the aforementioned ASSO is meaningful. Under the perfect inde‐
pendence assumption that is guaranteed by our models, and since the plots are
in log/log scale, the slope of the curves then correspond to the ASSO.

Second, and comparing Figure 42a with Figure 42b, we can see that the par‐
allel manipulation of the shares leads to slightly less information than the serial
one. This is expected given that parallel processing generally gives rise to less
computation than serial processing, and therefore leads to less leakage.

Finally, and as already hinted, the right parts of the plots show that without
additive noise, Boolean masking is ineffective against Hamming weight leakage.

(Exercise 2.11 is suggested in order to further illustrate the previous content.)

6.2.4 Discussion and related works
The results in this section show that the masking countermeasure can increase
the security of a leaking implementation exponentially in a well‐defined security
parameter: the number of shares. However, this security is not unconditional. In
contexts where Boolean encodings are used to share sensitive variables, which
is popular for ciphers operating in binary fields like the AES, it is usually neces‐
sary that physical noise affects the measurements. So stepping back to this part
of the book’s introduction, Boolean masking cannot leverage any type of uncer‐
tainty. For example, a compressive leakage function like the Hamming weight
one, despite not leaking its input in full (and therefore leaving uncertainty) is not
enough.* We will see in the third part of the book that Boolean masking is also
quite sensitive to an imperfectly satisfied independence assumption. Meanwhile,
we can summarize the security guarantees of a Boolean encoding as follows:

* A similar observation holds for the generalized weighted sum of bits in Section 2.3.3.
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(a) Serial shares’ manipulation.

(b) Parallel shares’ manipulation.

Figure 42: Information theoretic analysis of the masking countermeasure.

Proposition 4 (Security of a Boolean encoding [DFS15]). LetZ be a sensitive vari‐
able and tZ0, Z1, . . . , Zd´1u be a d‐share Boolean encoding such thatZ0, Z1, . . . ,
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Zd´2 Ð t0, 1uη and Zd´1 = Z ‘ Z0 ‘ Z1 ‘ . . . ‘ Zd´2. Assume that each share
gives rise to a leakage vectorLi satisfying the following assumptions:

• Uncertainty (noise). The mutual information per share MI(Zi;Li) ! 1.

• Independence. The leakage vectors are generated asLi = δ(Zi)+Ri, with
δ(.) a deterministic leakage function and ri an additive noise;

Then, the mutual information on the sensitive variable Z is bounded as:

MI(Z;L) ď

d´1
ź

i=0

MI(Zi;Li). (54)

A proof sketch of this proposition is already given in Section 6.2.1 and derives
from the properties of the convolution product that is used to recombine the
shares’ information. By contrast, the study of its tightness is technical. Seed re‐
sults with less tight parameters can be found in [PR13] and [DDF14]. The version
we refer to in Proposition 4 was only conjectured in [DFS15]. A sequence of work
then gradually refined its analysis [IUH22, MRS22], culminating with a generically
tight bound in [BCG+23], which includes and additional factor

(
2 ¨ log(2)

)d.*
Dropping this MI value into the bounds of Section 3.2.1 then directly turns

Equation 54 into a bound on the number of traces needed for DPA to succeed.
The uncertainty (noise) condition is already discussed above: for the expo‐

nential security amplification of Boolean masking to take place, it is usually nec‐
essary that additive noise decreases the MI per share to reach the linear parts of
the curves, as shown in Figure 42 for a Hamming weight leakage function.

The independence condition is quite intuitive too. If it is not respected and the
leakage function recombines the shares, say asL = δ(Z0 ‘Z1 ‘ . . .‘Zd´1)+R,
then the security of the encoding obviously collapses to the security of an un‐
protected implementation. Its formulation in proposition 4 may look too strong
though. For example, it does not capture what happens for parallel implementa‐
tions. This condition can however be relaxed thanks to the next lemma:

Lemma3 (Linear dimensionality reduction [BDF+17]). LetL be the leakage vector
of a d‐share masked implementation. If this implementation guarantees ASSO t,
then any implementation with leakage vector L1 of which the samples are linear
combinations of the samples of L in the reals also guarantees ASSO t.

* By generically tight, wemean that there are some functions (e.g., bit leakages) for which the
bound is tight, implying that it cannot be further improved without additional leakage assump‐
tions. We will see next that it is not tight for the Hamming weight leakage function.
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The proof is trivial. It requires the expectation of any polynomial of degree up
to o of the samples ofL1 to be independent of any sensitive variable manipulated
by the implementation. This derives fromDefinition 17which guarantees that any
monomial of degree up to o of the samples of L is independent of any sensitive
variable manipulated by the implementation. As a typical example, a masked im‐
plementation manipulating its shares in parallel such that their leakage samples
are only summed, as evaluated in Figure 42b, does not degrade security.

Figure 43 gives an illustration of Proposition 4 using the results of Figure 42
(unprotected curve) as an estimation of MI(Zi;Li). One one can notice that the
bound becomes more conservative as the number of shares increases.

Related works. The notion of security order was first hinted in the 2‐share case [Mes00].
The optimality of estimating a statistical moment for attacking masked implementation
was first discussed in the 2‐share case as well [PRB09]. The generalization of these find‐
ings and their relevance at higher security orders was then analyzed in [BGHR14]. Chari
et al.’s seminal paper on masking already comes with a proof that it amplifies noise ex‐
ponentially for a simplified (single‐bit) power model inspired by Kocher et al.’s first DPA
paper [CJRR99]. Various metrics (other than the MI) can be used to capture masking’s
uncertainty (noise) assumption. A comprehensive treatment can be found in [PGMP19].
There are also numerous alternatives to Booleanmasking. Startingwith the ones that are
efficiently applicable to the AES, we can mention multiplicative masking [GT02], which
nicely combines with arithmetic masking [GPQ11]. Following with the ones that are less
efficiently applicable to the AES, we can mention affine masking [vW01, FMPR10], poly‐
nomial masking [PR11, GM11, GSF13], inner‐product masking [DF11, BFG15, BFG+17]
and code‐based masking [BCC+14, WMCS20, WCG+22]. These more complex encodings
generally come with stronger security guarantees. Some of them are specific to certain
(linear) leakage functions, like the security order amplification investigated in [WSY+16,
PGS+17, CGC+21]. Others are generic [FMM+25]. Finally, it has been put forward that
the algebraic compatibility between the field in which the shares are manipulated and
the leakage function has a significant impact on masking in low noise (high SNR) settings.
This motivated the investigation of prime‐field masking [DFS16, MMMS23, FMM+24].

6.3 Computing on masked data
The results of Section 6.2 show that masking data with (for example) Boolean en‐
codings can offer strong guarantees against leakage. Yet, so far we only discussed
the properties of a single encoding. Formasking to be applicable to a block cipher
like the AES, it remains to show that one can compute efficiently and securely



CHAPTER 6. IMPLEMENTATION‐LEVEL COUNTERMEASURES 133

(a) Two serial shares.

(b) Three serial shares.

Figure 43: Information theoretic bound for the masking countermeasure.

on secret shared data. We will show in this section that this is achievable, de‐
spite raising significant challenges motivating the more formal investigations of
Chapter 7 and Part III of the book. Given the conceptual complexity of analyzing
masked computations directly, we first introduce a simple (abstract) model for
this purpose. Its practical relevance will be discussed in Section 6.3.4.
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In this model, denoted as the Threshold Probing Model (TPM), implemen‐
tations are represented by a graph similar to the factor graphs of Section 2.4.1,
where vertices are combinatorial gates and edges are wires carrying elements
from a finite field F2η . The adversary is allowed to read up to t intermediate wires
of a target implementation, leading to the next definition of security [ISW03]:

Definition 18 (Threshold probing security). A circuit is t‐probing secure iff every
t‐tuple of its intermediate variables is independent of any sensitive variable.

By analogy with the ASSO, t is referred to as the Probing Security Order (PSO).

6.3.1 Linear operations
Starting with the easiest case of a d‐share encoding studied so far, it is easy to see
that it directly leads to (d‐1)‐probing security. Namely, since:

z = z0 ‘ z1 ‘ . . . ‘ zd´1, (55)

and z0, z1, . . . , zd´2 are picked up uniformly at random inF2η , zi remains perfectly
masked as long as a single share is not probed. It is also easy to see that this
guarantee is maintained if one performs a linear operation on these shares. This
is because the operation can then be applied independently on each share. In
the AES case, say for example that (e, f, g, h) = MixColumns(a, b, c, d). A shared
execution just requires to compute (ei, fi, gi, hi) = MixColumns(ai, bi, ci, di), for
0 ď i ď d´1. Since the shares remain isolated, this has no impact on the security
in the TPM. Furthermore, the overheads of such linear operations only scale in
O(d). That is, linearly in the number of shares, which is minimum.

6.3.2 Secure multiplications
Quite naturally, the situation starts to differ if non‐linear operations like SubBytes
must be executed. For this purpose, the by now standard option is to represent
the multiplicative inverse of the AES S‐box as a sequence of squarings and multi‐
plications [RP10]. Since square operations are F2‐linear, it is mainly the multipli‐
cation that requires special care. We will illustrate the challenges it raises with a
3‐share example. For this purpose, let a and b be the sensitive values (bytes) we
want to multiply, the b symbol denote a field multiplication and the b symbol
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denote a shared multiplication. As a starting point, we can consider the following
shared multiplication which is both secure and functionally correct:a0

a1
a2

 ḃ

b0
b1
b2

 prod.
ÝÝÑ

a0 b b0 a0 b b1 a0 b b2
a1 b b0 a1 b b1 a1 b b2
a2 b b0 a2 b b1 a2 b b2

 ¨

Such a solution is however not satisfying. Indeed, it implies that the number of
shares in the circuit is multiplied by d (i.e., 3 in our example) each time a multipli‐
cation is performed. As a result, the cost of the implementation grows exponen‐
tially in the number of multiplications. So for the masking countermeasure to be
cryptographically sound, we need a more efficient solution. Ignoring security for
now, this can be achieved by compressing the matrix of d2 partial products:a0

a1
a2

 b̈

b0
b1
b2

 prod.
ÝÝÑ

a0 b b0 a0 b b1 a0 b b2
a1 b b0 a1 b b1 a1 b b2
a2 b b0 a2 b b1 a2 b b2

 comp.
ÝÝÝÑ

À2
i=0 a0 b bi

À2
i=0 a1 b bi

À2
i=0 a2 b bi

 ¨

Unfortunately, this time probing security is not maintained. By observing a single
output share, the adversary has access to ai b b which leaks information on the
sensitive b.* So the solution Ishai et al. cameupwith is to re‐randomize the partial
products before compression, leading to the following gadget:a0
a1
a2

b

b0
b1
b2

 prod.
ÝÝÑ

a0 b b0 a0 b b1 a0 b b2
a1 b b0 a1 b b1 a1 b b2
a2 b b0 a2 b b1 a2 b b2

 ,

re‐rand.
ÝÝÝÝÑ

a0 b b0 a0 b b1 a0 b b2
a1 b b0 a1 b b1 a1 b b2
a2 b b0 a2 b b1 a2 b b2

‘

 0 ϱ0,1 ϱ0,2
ϱ1,0 0 ϱ1,2
ϱ2,0 ϱ2,1 0

 ,

comp.
ÝÝÝÑ

À2
i=0(a1 b bi ‘ ϱ0,i)

À2
i=0(a2 b bi ‘ ϱ1,i)

À2
i=0(a3 b bi ‘ ϱ2,i)

 , (56)

with ϱi,i=0 and ϱi,j = ϱj,i. This time, it can seen that each output share is masked
by independent fresh randomness, which does not affect correctness since it adds
a share of zero to the previous correct algorithm. We defer the formal security
analysis of such a gadget to Chapter 7. Assuming it is (d‐1)‐probing secure for

* For example, in F2, b is the AND gate and observing ai b b = 1 allows concluding b = 1.
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any d, it gives us first hints about the cryptographic relevance of the masking
countermeasure, since it offers exponential security improvements at the cost of
overheads scaling in O(d2), both in size and in randomness. For completeness,
we already give the generic specification of this gadget in Algorithm 2.

Algorithm 2 Secure multiplication algorithm with d ě 2 shares.
Input: shares (ai)0ďiďd´1 and (bi)0ďiďd´1, such that

À

i ai = a and
À

j bi = b.
Output: shares (ci)0ďiďd´1, such that

À

i ci = a b b.
for i = 0 to d ´ 1 do
for j = i+ 1 to d ´ 1 do

ϱi,j
$

ÐÝ F2n ;
ui,j Ð (ai b bj) ‘ ϱi,j ;
uj,i Ð (aj b bi) ‘ ϱi,j ;

end for
end for
for i = 0 to d ´ 1 do

ci Ð ai b bi ‘
Àd´1

j=0,j‰i ui,j ;
end for

6.3.3 Composition challenges
Based on linear squaring gadgets performed share‐wise and the multiplication
gadget of Algorithm 2, an implementer’s final goal would be to design a complete
masked AES. In this section, we show that reaching this goal creates additional
difficulties. At high level, this is because the composition of locally secure gadgets
is not guaranteed to be secure. We illustrate this concernwith the operation x3 in
F28 , that is the beginning of the AES S‐box and can be implemented by composing
a square operation with a multiply one: x3 = x2 bx. Considering again a 3‐share
example, one would expect that such a circuit is 3‐probing secure. Concretely
though, multiplying x with x2 implies computing the partial products:x0 b (x0)

2 x0 b (x1)
2 x0 b (x2)

2

x1 b (x0)
2 x1 b (x1)

2 x1 b (x2)
2

x2 b (x0)
2 x2 b (x1)

2 x2 b (x2)
2

 , (57)

As in the previous section, there is a simple attack reducing the probing security
order. Namely, an adversary observing x0 b (x1)

2 and x2 gains information about
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x with only two probes (rather than three as ideally expected). Intuitively, the
origin of the problem lies in the fact that computing the cube implies multiplying
dependent values. As for localmultiplications, the solution to avoid such an attack
is to re‐randomize. A simple (though expensive) proposal for this purpose is to
refresh one multiplication input by adding a share of zero as in Algorithm 2.

The attacks in this section and their (for nowunproven) fixesmotivate a formal
treatment of security in the TPM and other (more realistic) models in Chapter 7.
Meanwhile, we discuss the practical implications of a probing security flaw.
(Exercises 2.12, 2.13 & 2.14 are suggested to illustrate the previous content.)

6.3.4 Relevance of the probing model
Due to the abstract nature of the TPM, one can reasonably wonder whether a
probing attack as described the previous sections has any concrete consequence
on the security of an implementation against DPA. In order to discuss this ques‐
tion, we perform yet another information theoretic evaluation. This time, we
compute the mutual information MI(X;L) between the sensitive variable X in
Section 6.3.3 and the Hamming weight leakage vector L = (L01, L3) of the two
intermediate variables leading to a second‐order probing attack, with:

L01 = HW
(
X0 b (X1)

2
)
+R0,1 and L3 = HW(X3) + R3. (58)

The result of this analysis is in Figure 44, where we performed the evaluation for
a sensitiveX of different bit size η, leading to three main conclusions.

First, for η = 4, 6, 8, 10 and presumably larger values, reduced probing secu‐
rity translates into a reduced (ASSO and) security amplification in high noise (low
SNR) regimes. This is reflected by the slopes ‐2 (vs. ‐3) of their IT curves.

Second, the link between the probing security order and ASSO does no hold
for η = 2, which is due to a specific interaction between the square operation of
theX0 b (X1)

2 sample and the Hamming weight leakage function. It disappears
if either the square is removed from the partial product or the Hamming weight
function is modified even minimally (e.g., as a weighted sum of bits).

Third, it can be noticed that increasing the field size improves security against
this attack vector in very low noise (high SNR) regimes. This is due to the fact that
the informative events causing the statistical security order reduction relate to
zero values that become rare as the field size grows. So it may be that for large
fields and some SNR, targeting the encoding of X with a third‐order attack is a
better strategy than targeting the composition flaw with a second‐order attack.
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Figure 44: Information theoretic analysis of a probing security flaw.

Overall, this last analysis therefore highlights that probing security is not dis‐
connected fromconcrete security. In particular in small fields, andbesides leakage‐
specific exceptions, a flaw in the probingmodel generally translates into increased
leakage (and reduced ASSO) that can be exploited by actual adversaries. Yet, the
counter‐example with η = 2 above also shows that it is not a strict/formal re‐
quirement: it is theoretically possible to construct implementations that are in‐
secure in the TPM and secure in practice. As a side observation, the experiment
in this section also suggests that security against certain attack vectors is possi‐
ble without physical noise. This is the type of properties that the more complex
encodings discussed in the related works part of Section 6.2.4 leverage.

6.3.5 Discussion and related work
The early sections of this chapter introduced the foundational principles that
make masking a strong countermeasure. It is currently the only implementation‐
level solution that can be used to protect any cryptographic algorithm against the
strong DPA attack vector, enabling exponential security amplification. This last
section completed our claim of cryptographic soundness by emphasizing that it is
possible to compute efficiently and securely over secret shared data. Yet, it also
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showed that there is a significant gap between the tight understanding of leakage‐
resilient encodings, reflected by Proposition 4, and the complex challenges raised
by non‐linear computations and the composition thereof. As hinted above, this
is already true in the abstract probing model. Chapter 7 and Part III of the book
will show that these difficulties are further amplified when trying to argue quan‐
titatively about the security level of masked implementations in more concrete
leakage models, justifying the need of a more theoretical treatment.

Related works. Algorithm 2 is applicable to any field. Goudarzi and Rivain showed that,
in the AES case, the bistlice representation given in Appendix A.1 leads to the faster im‐
plementations [GR17]. It is generally admitted that lightweight block ciphers leveraging
an S‐box with low multiplicative complexity and depth lead to more efficient masked
implementations than the AES [GLSV14, BJK+16]. Given the simplicity and efficiency
of masking linear operations, another approach towards improving DPA security is to
leverage key‐homomorphic re‐keying schemes [MSGR10, DKM+15], which have been
(crypt)analyzed in different models [DFH+16, DMMS21, HMM+23]. Masking requires
large amounts of randomness, the generation of which is discussed in [CMM+24].

6.4 Combining countermeasures
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Exercises

Paper‐and‐pencil
Exercise 2.1 (Concrete attacks’ strength). Consider a 128‐bit implementation of
the AES as for example used in Exercise 1.8 and illustrated in Figure 28. Quantify
how much the SPA security against Key Recovery (KR) and State Distinguishing
(SD) attacks differ. Assume 8‐bit guesses and that only the AES plaintexts are
given (i.e., not the ciphertexts) for the KR attack. Use the shortcut formulas from
Section 3.2 for this purpose and discuss the tightness of the conclusions they lead
to. Then try to extend this analysis to Message Distinguishing (MD) attacks.

Exercise 2.2 (CCAmL2 security). Explain why it is reasonable to exclude the cases
N = Nch in the post‐challenge encryptionqueries and the cases (N, c) = (Nch, cb)
in the post‐challenge decryption queries of Definition 9, Table 8.

Exercise 2.3 (SD attacks, revisited). Howmuch is the data complexity of the State
Distinguishing (SD) attack discussed in Exercise 2.1 further improved if long mes‐
sages are encrypted with the mode of Figure 29? (Optional: What is the impact
of this observation for post‐quantum encryption relying on the FO transform?)

Exercise 2.4 (Leakage‐resilient MAC). Describe a DPA attack that allows forging
the MAC of a fresh message m̌ if the tag verification compares the (correct) re‐
computed t with an adversarially‐selected t˚ by checking that HW(t ‘ t˚) = 0.
Can this attack be avoided without leveraging an inverse‐based verification?

Exercise 2.5 (Simulatable leakage). Why is it necessary that the leakage simulator
of Definition 16 is efficient for Proposition 3 to be practically‐relevant?

Exercise 2.6 (Switching lemma). Given that the AES is a PRP, why isn’t the ϵprp of
Proposition 3 affected by a square root loss due to the PRP/PRF switching lemma?
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CTR(0)

CTR(1) CTR(2) CTR(3)

Figure 45: AES GCM mode of operation.

Exercise 2.7 (Leakage security of AES‐GCM). Perform a sensitivity analysis of the
AES GCM mode of operation depicted in Figure 45 if it has to ensure CPAL1 or
CIL1 security. That, is, determine the leakage requirements of all its blocks.

Exercise 2.8 (Confidentiality of the LR‐PRF). Assume that the LR‐PRF of Figure 36
is directly used to encrypt the bits of a messagem. How does its security against
the Message Distinguishing (MD) attacks that unavoidably affect message’s con‐
fidentiality with leakage compare to the one of TEDT (Figure 34)? Consider the
same implementation as in Exercise 2.1 with Hamming weight leakages.

Exercise 2.9 (Shuffling vs. parallelism). If a designer willing to prevent SPA against
an AES implementation can choose between shuffling a serial (software) imple‐
mentation and leveraging parallelism for a hardware implementation, what is the
best choice from the security vs. performance tradeoff viewpoint?

Exercise 2.10 (Shuffling in the LRPM). Quantify the security of the 4 solutions in
Figure 39 using the Local Random Probing Model (LRPM) of Section 3.2.2.

Exercise 2.11 (Masking without noise). Explain why increasing the number of
shares does not improve security in the low noise (high SNR) parts of Figures 42a
and 42b? What is the asymptotic value of the IT curves’ plateauwhen d increases?
Is this weakness specific to the Hamming weight leakage function?
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Exercise 2.12 (Masked AES S‐box). Propose a chain of multiplications and squar‐
ings to compute themultiplicative inverse of theAES S‐box,minimizing the amount
of multiplications. Assume that (i) multiplications are performed as suggested in
Section 6.3.3; (ii) linear operations are performed share‐wise; (iii) only the leak‐
age of the operations’ inputs and outputs can be exploited; (iv) the mutual in‐
formation per share is Λ. Estimate the security of this implementation against an
adversary exploiting the output d‐tuple vs. all the d‐tuples. Howdoes the security
evolve if one has to compose squarings to perform the linear operations?

Exercise 2.13 (Bitslicemasking) Compare the randomness requirements obtained
for the solution of Exercise 2.12 with the ones of a bitsliced masked implemen‐
tation taking advantage of the representation given in Appendix A, Table 13. As‐
sume (sub‐optimally) that all the multiplications are refreshed on both cases.

Exercise 2.14 (Master key sharing) What is the probing security order of a 3‐share
implementation sharing its master key on‐the‐fly as k0 Ð $, k1 Ð $, k2 = k ‘

k0 ‘ k1? How does it generalize to larger d values? Can it be improved?

Hands‐on
Programming problems based on actual side‐channelmeasurements of (software
& hardware, unprotected, shuffled & masked) AES implementation, illustrating
the challenges of ensuring the physical assumptions of this second part of the
book, are available from: https://github.com/simple-crypto/scale-two.
They are part of the SCALE‐II training organized by the SIMPLE‐Crypto association
(see https://www.simple-crypto.org/activities/scale/).

https://github.com/simple-crypto/scale-two
https://www.simple-crypto.org/activities/scale/


Part III

Secure Implementations

144



Introduction

145



Chapter 8

Ensuring DPA security

8.1 DPA security in hardware

8.2 DPA security in software

8.3 Discussion and related works

146



Chapter 9

Ensuring SPA security

9.1 SPA security in hardware

9.2 SPA security in software

9.3 Discussion and related works

147



Chapter 10

Backwards security evaluations

10.1 Testing DPA security

10.2 Testing SPA security

10.3 Discussion and related works

148



Exercises

149



Concluding remarks

Scopes for further research
Starting with the first part of the book, each step in the side‐channel analysis
workflow of Figure 4 gives rise to interesting scopes for research. For the mea‐
surement and pre‐processing step, an important one is the better understanding
of attacks in the frequency (or other transformed) domain(s). While a couple
of papers used such transforms for ad hoc reasons and show improvements in
specific contexts, a systematic analysis allowing one to determine their pros and
cons and the contexts in which they should be priviledged is still missing. For
the detection and mapping step, and as recognized in Figure 3, it does not come
with fundamental challenges if used as a preliminary in the (especiallyworst‐case)
analysis of unprotected implementations. Yet, the situation differs if detection is
used in a conformance‐style evaluation, in which case determining the threshold
for which leakage is considered significant is challenging, in particular when ana‐
lyzing highly multivariate traces. Developing statistically sound tests that lead to
useful conclusions even when not detecting any leakage therefore still deserves
further investigations. A similar observation holds for the modeling and extrac‐
tion step: when analyzing “simple” leakage functions (e.g., linear combination of
bits with Gaussian noise) as typically observed for unprotected implementations,
Gaussian TA, PCA/LDA and linear regression generally provide excellent results
in the worst‐case evaluation setting. But how to best approach the efficiency of
these information extraction tools without profiling, and how to generalize them
tomore complex leakage functions, remain important questions. Both are ampli‐
fied when moving to secure implementations in Part III of the book. For the ex‐
ploitation step, understanding (or getting rid of) the heuristics currently needed
to perform a SASCA and a more formal treatment of adaptive attacks are press‐
ing challenges. These difficulties are reflected in the theoretical background of
Chapter 3, where the bounds and shortcuts for adaptive or analytical attacks re‐
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mainmissing or heuristic. As for the post‐processing step, it is mostly the efficient
enumeration of dependent secrets that would benefit from improvements.

Link to hardware countermeasures
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Appendix A

The Advanced Encryption Standard

A.1 Specifications
In October 2000, the US National Institute of Standards and Technology selected
the block cipher Rijndael as the Advanced Encryption Standard (AES). In this ap‐
pendix, we recall the general structure of the AES and itsmain internal operations.
Our descriptions follow themore detailed ones of [DR20]. By default, we consider
the AES with 128‐bit plaintexts x and 128‐bit key k. The AES is an iterated block
cipher: it consists in the repeated application of a round transformation, denoted
as Round, which is itself a sequence of four operations on the 128‐bit state: Sub-
Bytes, ShiftRows, MixColumns and AddRoundKey:

Round(x, ExpandedKey[i])
{

SubBytes(x);
ShiftRows(x);
MixColumns(x);
AddRoundKey(x,ExpandedKey[i]);

}

The MixColumns operation is removed from the final round and denoted as Fi-
nalRound, leading to the following high‐level algorithmic description:

AES(x, k)
{

KeyExpansion(k, ExpandedKey);

184
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AddRoundKey(x,ExpandedKey[0]);
for ϱ = 1; ϱ ă Nr; ϱ++) Round(x, ExpandedKey[ϱ]);
FinalRound(x, ExpandedKey[Nr]);

}

The 128‐bit version of the AES iterates ten rounds to produce a ciphertext. Its
three first rounds are illustrated in Figure 46 where the xi’s denote the sixteen
plaintext bytes and kϱ

i denotes the byte i of the expanded key at round ϱ. We
do not detail the AES key expansion algorithm which will not be needed for our
discussions and next briefly describe the round’s inner operations.

SubBytes is the only non‐linear part of the cipher. It consists in the parallel appli‐
cation of sixteen S‐boxes to the bytes of the cipher state. The S‐boxes implement
a multiplicative inverse in F28 followed by an affine transform. It benefits from
various representations. Of particular interest in the context of this book are the
representations as sequences of multiplication and squaring operations, which
are handy for masked implementations [RP10]. Table 13, also gives the bitslice
representation of Boyar et al. [BMP13] which can serve for the same purpose.
ShiftRows is a byte transposition that cyclically shifts the four rows of the state
over offsets ranging from zero to three in the 128‐bit version of the AES.
MixColumns is a bricklayer permutation operating on the 4‐byte columns of the
state. It considers these columns as a polynomial over F28 which is multiplied
modulo x4 + 1 with a constant polynomial. This multiplication can be written as
the following matrix multiplication, which is illustrated in Figure 47:

b0
b1
b2
b3

 =


‘021 ‘031 ‘011 ‘011

‘011 ‘021 ‘031 ‘011

‘011 ‘011 ‘021 ‘031

‘031 ‘011 ‘011 ‘021

ˆ


a0
a1
a2
a3

 , (59)

where the values ‘01’, ‘02’ and ‘03’ are the hexadecimal representation of the
polynomials 1, x and 1‘x over F28 ” F2/p(x), with p(x) = x8 ‘x4 ‘x3 ‘x‘1.
The multiplication by ‘02’, denoted as xtimes, has a simple Boolean expression
which allows efficient bitslice implementations [GR17]. Denoting the bits of a
byte b as

(
b(7), b(6), b(5), b(5), b(3), b(2), b(1), b(0)

)
, xtimes(b) is worth:(

b(6), b(5), b(4), b(3) ‘ b(7), b(2) ‘ b(7), b(1), b(0) ‘ b(7), b(7)
)
. (60)

AddRoundKey is a 128‐bit bitwise XOR between the state and the round key.
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Figure 46: Three first rounds of the AES Rijndael (wires are bytes).
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b14 = a3 ‘ a5 b1 = c0 ‘ a7 b15 = c1 ‘ a5 b17 = b10 ‘ b11
b13 = a0 ‘ a6 b4 = b1 ‘ a3 b20 = c1 ‘ a1 b19 = b10 ‘ b8
b12 = b13 ‘ b14 b2 = b1 ‘ a0 b6 = b15 ‘ a7 b16 = c0 ‘ b11
b9 = a0 ‘ a3 b5 = b1 ‘ a6 b10 = b15 ‘ c0 b21 = b13 ‘ b16
b8 = a0 ‘ a5 c1 = a4 ‘ b12 b11 = b20 ‘ b9 b18 = a0 ‘ b16
c0 = a1 ‘ a2 b3 = b5 ‘ b8 b7 = a7 ‘ b11

(a) Top linear layer.

c2 = b12 b b15 c23 = c19 ‘ b21 c34 = c23 ‘ c33 c2 = c33 b a7
c3 = b3 b b6 c15 = b8 b b10 c35 = c27 ‘ c33 c3 = c43 b b16
c5 = b4 b a7 c26 = c21 b c23 c42 = c29 ‘ c33 c4 = c40 b b1
c7 = b13 b b16 c16 = c15 ‘ c12 d14 = c29 b b2 d6 = c42 b b11
c8 = b5 b b1 c18 = c6 ‘ c16 c36 = c24 b c35 d7 = c45 b b17
c10 = b2 b b7 c20 = c11 ‘ c16 c37 = c36 ‘ c34 d8 = c41 b b10
c12 = b9 b b11 c24 = c20 ‘ b18 c38 = c27 ‘ c36 d9 = c44 b b12
c13 = b14 b b17 c30 = c23 ‘ c24 c39 = c29 b c38 d10 = c37 b b3
c4 = c3 ‘ c2 c22 = c18 ‘ b19 d5 = c29 b b7 d11 = c33 b b4
c6 = c5 ‘ c2 c25 = c21 ‘ c22 c44 = c33 ‘ c37 d12 = c43 b b13
c9 = c8 ‘ c7 c27 = c24 ‘ c26 c40 = c25 ‘ c39 d13 = c40 b b5
c11 = c10 ‘ c7 c31 = c22 ‘ c26 c41 = c40 ‘ c37 d15 = c42 b b9
c14 = c13 ‘ c12 c28 = c25 b c27 c43 = c29 ‘ c40 d16 = c45 b b14
c17 = c4 ‘ c14 c32 = c31 b c30 c45 = c42 ‘ c41 d17 = c41 b b8
c19 = c9 ‘ c14 c29 = c28 ‘ c22 d0 = c44 b b15
c21 = c17 ‘ b20 c33 = c32 ‘ c24 d1 = c37 b b6

(b) Non‐linear layer.

c46 = d15 ‘ d16 c49 = d9 ‘ d10 c61 = d14 ‘ c57 c48 = d5 ‘ d13
c55 = d16 ‘ d17 c63 = c49 ‘ c58 c65 = c61 ‘ c62 c56 = d12 ‘ c48
c52 = d7 ‘ d8 c66 = d1 ‘ c63 e0 = c59 ‘ c63 e3 = c53 ‘ c66
c54 = d6 ‘ d7 c62 = c52 ‘ c58 c51 = d2 ‘ d5 e1 = c64 ‘ s3
c58 = d4 ‘ c46 c53 = d0 ‘ d3 e4 = c51 ‘ c66 e6 = c56 ‘ c62
c59 = d3 ‘ c54 c50 = d2 ‘ d12 e5 = c47 ‘ c65 e7 = c48 ‘ c60
c64 = d4 ‘ c59 c57 = c50 ‘ c53 c67 = c64 ‘ c65
c47 = d10 ‘ d11 c60 = c46 ‘ c57 e2 = c55 ‘ c67

(c) Bottom linear layer.

Table 13: Bitslice AES S‐box from [BMP13].
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Figure 47: The AES MixColumns operation (wires are bytes).

A.2 Tweakable versions
Some of our expositions (e.g., when discussing leakage‐resistant modes of oper‐
ation in Part II) benefit from the possibility to leverage a tweakable block cipher.
For simplicity, we denote as TAES1 (resp., TAES2) a TBC using the same rounds
as the AES (but a few more of them) with 128‐bit (resp., 256‐bit) tweaks and a
tweakey expansion algorithm following the framework of [JNP14]. We do not de‐
tail the tweakey expansion algorithm of the TAES1 and TAES2 since, as the key
expansion off the AES, they will not be needed for our discussions.
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