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» Noise is not a parameter giving exponential security
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P Eased verification of physical assumptions
> More privileged in academic research (but no only)

» Closed approach &

» Evaluator gets restricted knowledge/control of the target

» Harder verification of physical assumptions
» In contradiction with Kerckhoff's principle

» In part encouraged by some certification practices (e.g., CC)
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» Update forgery on HP Light Bumps (Ronen et al., 2016)
» Car opening against Tesla Key Fob (Wouters et al., 2019)

Once (huge) reverse engineering done, attacks are straightforward.
» These examples are however not reflective of certified products

» We lack practically relevant examples of “sound combinations of
countermeasures”
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The members of ANSSI's laboratory of embedded security have developed a c library to perform AES-128 encryption and

assessmen t decryption on 32-bit Cortex-M ARM architecture while taking Side-Channel Attacks (SCA for short) into account.
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Il Educational purpose only !!

It could be used to study:
1. Effectiveness of mixed countermeasures
2. Security on popular 32-bit MCU's

3. Impact of open designs for worst-case security evaluations
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1. Profiling / Learning target behavior

> Algorithm/Implementation knowledge
> Leakage examples in controlled settings (i.e. known randomness)

2. Attack

P Extract information from leakage
» Processing for secret recovery
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» Evaluators do not always have full control on the target
» If it helps, worrying for long term security:
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Experiments with machine learning:

» Representative of closed approach since able to deal with unknown
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» We instantiate MLP classifiers in simulated settings
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Twitter: ©@BronchainO
email: olivier.bronchain@uclouvain.be
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